
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

1,638

2957
861151441722012302592873163453734024314604885175465756036326616897187477768048338628919199489771,0051,0341,0631,0921,1201,1491,1781,2071,2351,2641,2931,3221,3501,3791,4081,4361,4651,4941,5231,5511,5801,6091,638

1627

ma
zi
.i
df
.i
l

Top Attackers 

5.245.3.197, Saudi Arabia

176.228.30.3, Israel

106.38.241.106, China

85.65.195.102, Israel

66.249.79.232, Israel

94.228.34.248, United Kingdom

66.249.79.239, Israel

66.249.66.181, Israel

66.249.79.246, Israel

62.210.115.133, France
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

5.245.3.197 Saudi Arabia 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 1366

94.228.34.248 United Kingdom 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 7

66.249.79.232 Israel 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 4

107.150.33.60 United States 147.237.77.17 mazi.idf.il block-sp-traf1 drop BBL-Frankfurt 1

173.208.206.202 United States 147.237.77.17 mazi.idf.il block-sp-traf1 drop BBL-Frankfurt 1

 02-23-2016 to 02-24-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

176.228.30.3 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 82

106.38.241.106 China 147.237.77.17 mazi.idf.il C1000071: HTTP: User Agent Sogou+web+spider Block 29

85.65.195.102 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 26

66.249.79.232 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 18

66.249.79.239 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 7

66.249.66.181 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 6

66.249.79.246 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 5

62.210.115.133 France 147.237.77.17 mazi.idf.il C1000074: HTTP: majestic bot Block 5

212.150.125.97 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 4

109.253.157.225 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 2

2.54.53.209 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 2

192.116.86.49 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 2

62.210.148.246 France 147.237.77.17 mazi.idf.il C1000074: HTTP: majestic bot Block 2

149.78.173.245 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 2

5.245.3.197 Saudi Arabia 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 2

199.30.25.101 United States 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 2

51.254.131.246 United Kingdom 147.237.77.17 mazi.idf.il C1000074: HTTP: majestic bot Block 2

109.186.184.144 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 2

66.249.66.187 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 1

157.55.39.2 United States 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 1

207.46.13.105 United States 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 1

66.249.66.184 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.79.232 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

209.126.230.71 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 2

198.180.198.185 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -f -sS 1

198.180.198.185 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 4096 1

93.174.93.181 Netherlands 147.237.77.17 mazi.idf.il ET SCAN Potential VNC Scan 5900-5920 1

198.180.198.185 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 2048 1

208.100.26.232 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

46.19.85.122 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 36

2.52.48.0 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

2.52.48.0 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 36

46.19.85.122 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 36

212.76.127.219 Israel 147.237.77.17 mazi.idf.il
Block HTTP Non
Compliant

Failed to handle connection data monitor 27

2.52.48.0 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 26

2.52.48.0 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 26

212.76.127.10 Israel 147.237.77.17 mazi.idf.il
Block HTTP Non
Compliant

Failed to handle connection data monitor 19

157.55.39.2 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 16

188.120.154.227 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 16

195.239.16.53 Russian Federation 147.237.77.17 mazi.idf.il
Block HTTP Non
Compliant

Failed to handle connection data monitor 9

85.250.181.112 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 9

195.239.16.40 Russian Federation 147.237.77.17 mazi.idf.il
Block HTTP Non
Compliant

Failed to handle connection data monitor 9

46.19.85.5 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

212.76.127.111 Israel 147.237.77.17 mazi.idf.il
Block HTTP Non
Compliant

Failed to handle connection data monitor 9

37.46.38.191 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 7

157.55.39.159 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 5

85.250.181.112 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

85.250.181.112 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout alert 4

46.19.85.55 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

85.250.181.112 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

199.203.37.52 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

46.19.85.5 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

46.19.85.55 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

85.250.181.112 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 4

199.203.37.52 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 4

46.19.85.5 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

89.138.165.191 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

128.111.16.74 United States 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 4

157.55.39.227 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 3

207.46.13.105 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 3

66.249.66.40 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

128.111.16.74 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 2

66.249.79.246 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

66.249.66.40 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

79.127.43.250
Iran, Islamic Republic
of

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

180.97.106.37 China 147.237.77.17 mazi.idf.ildrop SAM rule drop 1

40.77.167.49 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

66.249.79.239 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

157.55.39.13 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

66.249.66.187 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout alert 1

91.200.12.24 Ukraine 147.237.77.17 mazi.idf.ildrop SAM rule drop 1

212.179.223.120 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 1

66.249.66.46 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

207.46.13.152 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

84.228.10.13 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

192.116.86.49 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

66.249.79.246 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

169.229.3.91 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

66.249.79.76 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

31.168.184.55 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 4

85.65.195.102 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 3

80.179.143.247 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 3

84.94.18.106 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/images/transvideocounter.gif Block 2

2.54.23.106 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

216.72.40.186 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 1

169.229.3.91 United States 147.237.77.17 mazi.idf.ilIllegal Byte Code Character in Method Block 1

79.177.185.236 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4223-he/igf.aspx Block 1

46.121.138.154 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

207.46.13.29 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.79.232 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10105-he Block 1

217.69.133.221
Russian
Federation

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/3728-11581-he/ללא גבולות.aspx Block 1

172.58.32.114 United States 147.237.77.17 mazi.idf.ilToo Many Headers per Request - 27 Headers Block 1

62.219.115.222 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
mazi.idf.il/5675-7811-he/igf.aspx

Block 1

208.115.111.75 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10106-he Block 1

141.212.122.209 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/vodchannel/ Block 1

37.60.43.110 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/4428-he/igf.aspx&sa=u&ved=0ahukewjrxqmf3o7lahvmijokhcmmbwmqfgg
hmaa&usg=afqjcnfdffvo2qtcdpjwqywcu5xhidt_ua

Block 1

176.13.12.243 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

80.246.130.208 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

66.249.66.184 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/450-he.aspx Block 1

208.115.113.92 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
igf.idf.il/templates/newslist/www.idiegogo.com/projects/121440

Block 1

157.55.39.13 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-4980-he Block 1

68.180.229.218 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
www.mazi.idf.il/templates/shared/usercontrols/newsgallery/

Block 1

46.116.113.24 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

189.219.197.194 Mexico 147.237.77.17 mazi.idf.ilUnauthorized URL Access to /tmunblock.cgi Block 1

66.249.79.232 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.79.232 Block 1

 02-23-2016 to 02-24-2016 

 02-23-2016 to 02-24-2016 


