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5.245.3.197, Saudi Arabia
176.228.30. 3, |srael

106. 38. 241. 106, Chi na

85. 65. 195. 102, | srael

66. 249. 79. 232, |srael

94.228. 34. 248, United Ki ngdom
66. 249. 79. 239, | srael

66. 249. 66. 181, | srael

66. 249. 79. 246, | srael

62. 210. 115. 133, France




02-23-2016 to 02-24-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |DPlocation. Location |Count |
5.245. 3. 197 Saudi Arabi a 147.237.77.17 |mazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1366
94. 228. 34. 248 Uni ted Kingdom [147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 7

66. 249. 79. 232 | srael 147.237.77.17 |mazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 4

107. 150. 33. 60 Lhited Sates 147.237.77.17 |mazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1

173. 208. 206. 202 |Lhited Sates 147.237.77.17 |nmazi.idf.il |bl ock-sp-trafl dr op BBL- Fr ankf urt 1




02-23-2016 to 02-24-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste |Sgna1 ure |Davi ce Action |Count |
176. 228. 30. 3 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.01 in the UL B ock 82
106. 38. 241. 106 Chi na 147.237.77.17 nazi .idf.il |Cl000071: HTTP: User Agent Sogou+web+spi der B ock 29
85. 65. 195. 102 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 26
66. 249. 79. 232 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 18
66. 249. 79. 239 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 7
66. 249. 66. 181 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.01 in the URL B ock 6
66. 249. 79. 246 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.0l in the UL B ock 5
62.210. 115. 133 France 147.237.77.17 nazi .idf.il |ClO00074: HITP. naj estic bot B ock 5
212.150. 125. 97 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 4
109. 253. 157. 225 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 2
2.54.53. 209 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 2
192. 116. 86. 49 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.01 in the URL B ock 2
62. 210. 148. 246 Fance 147.237.77. 17 nazi.idf.il |CLOO0074: HITP. najestic bot B ock 2
149. 78. 173. 245 | srael 147.237.77.17 nazi .idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
5. 245. 3. 197 Saudi Arabi a 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 2
199. 30. 25. 101 Lhited Sates 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 2
51. 254. 131. 246 Uni ted Ki ngdom 147.237.77. 17 nazi .idf.il |ClO00074: HTTP. naj estic bot B ock 2
109. 186. 184. 144 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 66. 187 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.0l in the UL B ock 1
157. 55. 39. 2 Lhited Sates 147.237.77.17 nazi .idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 1
207. 46. 13. 105 Lhited Sates 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 1
66. 249. 66. 184 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 1




02-23-2016 to 02-24-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste | gnature | count |
66. 249. 79. 232 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
209. 126. 230. 71 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 2
198. 180. 198. 185 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
198. 180. 198. 185 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
93.174.93. 181 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
198. 180. 198. 185 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 2048 1
208. 100. 26. 232 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




02-23-2016 to 02-24-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

Sgnature

46.19. 85. 122 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 36
2.52.48.0 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 36
2.52.48.0 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval id ACK nunber alert 36
46.19. 85. 122 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber aert 36
212.76.127.219 |israel 147.237.77. 17 |nazi .i df .i g'oggl"i ;]Tp Non Fai |l ed to handl e connection data noni t or 27
2.52.48.0 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 26
2.52.48.0 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval i d sequence nunier noni t or 26
212.76.127.10 | srael 147. 237.77. 17 |nazi i of i ?Ibgslki ;'t_rp Non Failed to handl e connection data moni t or 19
157.55. 39. 2 Lhited Sates 147.237.77. 17 |nazi .i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 16
188. 120. 154. 227l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 16
195. 239. 16. 53  |Russi an Federation 147.237.77. 17 |nazi .idf .| ?Ibr?;:lki grr:t_rp Non Fail ed to handl e connection data noni t or 9
85.250.181. 112 |Israel 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 9
195. 239. 16. 40 |Russi an Federation 147.237.77. 17 |nazi .idf . i ?Ibr(:slki ;I;I’P Non Fail ed to handl e connection data noni t or 9
46.19. 85. 5 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
212.76.127.111 |Israel 147.237.77. 17 |nazi .i df .i g'oggl"i ;]Tp Non Fai |l ed to handl e connection data noni t or 9
37.46. 38. 191 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 7
157.55.39. 159 |lLhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
85.250.181. 112 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber aert 4
85.250.181. 112 |Israel 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN- ACK -> Ti meout alert 4
46. 19. 85. 55 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 4
85.250.181. 112 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
199. 203. 37. 52 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 4
46.19.85.5 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval id ACK nunber alert 4
46. 19. 85. 55 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
85. 250. 181. 112 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 4
199.203.37.52 [israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence i::a( retransmt wth different wndow 0o 4
46.19.85.5 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval id ACK nunber noni t or 4
89. 138. 165. 191 |Israel 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 4
128.111.16.74 |Wiited Sates 147.237.77.17 |nazi .i df .i |Bad TCP sequence Ssz;\]”(f‘]( retransmt wth different wndow 0o 4
157.55.39. 227 |lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
207.46.13.105 |lhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
66. 249. 66. 40 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
128.111. 16. 74 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 2
66. 249. 79. 246 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
66.249.66.40  |israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence 3?:“ retransmt wth different wndow 0o 1
79. 127. 43. 250 ;a”' Islamc Repudlic 117 537 7717 |nazi i df .i{Bad TcP sequence I'nvalid ACK nunber alert 1
180. 97. 106. 37  |Chi na 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 1
40.77. 167. 49 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 1
66.249. 79. 239  |lsrael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN - > SYN- ACK -> Ti meout rej ect 1
157. 55. 39. 13 Lhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
66. 249. 66. 187 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN- ACK -> Ti meout alert 1
91. 200. 12. 24 Lkrai ne 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 1
212.179. 223. 120|l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 1
66. 249. 66. 46 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence scal $G< retransmt with different w ndow noni t or 1
207. 46. 13. 152 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 1
84. 228. 10. 13 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber noni t or 1
192. 116. 86. 49 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
66. 249. 79. 246 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN ACK -> RST rej ect 1
66. 249. 79. 76 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1




02-23-2016 to 02-24-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |[Target Address [Ste ‘S gnature Action ‘Count
31.168. 184. 55 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 4
85. 65. 195. 102 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 3
80. 179. 143. 247 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 3
84.94. 18. 106 | srael 147.237.77. 17 |nazi .idf.i|O stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 2
2.54.23.106 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
216. 72. 40. 186 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. j pg B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.17|nazi.idf.i|lllegal Byte Gode Character in Mthod B ock 1
79.177.185. 236 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4223- he/ i gf . aspx B ock 1
46.121. 138. 154 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/571-he/ i gf . aspx B ock 1
207.46. 13. 29 Lhited Sates |147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 79. 232 Lhited Sates |147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to nazi.idf.il/14-10105-he B ock 1
217.69.133. 221 :Z:::FI on 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to nazi.idf.il/3728-11581- he/ NiboA NoD. aspx B ock 1
172.58.32. 114 |lLhited Sates |147.237.77.17 |nazi.idf.i|Too Many Headers per Request - 27 Headers B ock 1
62.219. 115. 222 |israel 147.237.77. 17 |nazi . of i (P2 2Tt er Type Viol ation Master Suchbader $ucSear chCntr ol $txt Search in B ock 1
nazi .idf.il/5675-7811-he/i gf . aspx
208.115.111.75 |lhited Sates |147.237.77.17|mazi.idf.i|Unaut hori zed URL Access to nazi.idf.il/14-10106- he B ock 1
141.212.122.209|lhited Sates |147.237.77. 17 |nazi.idf.i{Unhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
68. 180.228. 160 |lhited Sates |[147.237.77.17 |nazi.idf.i|lhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / B ock 1
Unaut hori zed URL Access to
37.60. 43. 110 | srael 147.237.77. 17 |nazi . idf . i|mazi . i df.i1/4428-he/i gf . aspx&a=u&ved=0ahukewj r xqnf 307l ahvni j okhcnmbwyf gg |B ock 1
hnaa&usg=af qj cnf df f vo2qt cdpj wqywcu5xhi dt _ua
176.13.12. 243 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/571-he/ i gf . aspx B ock 1
80. 246. 130. 208 |l srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66.249. 66. 184 |lhited Sates [147.237.77. 17 |nazi.idf.i|lhaut hori zed URL Access to nazi.idf.il/450-he. aspx B ock 1
; .. . {Unauthorized URL Access to
208.115.113. 92 [United Sates  |147.237.77. 17 |nazi i df.| igf.idf.il/tenpl ates/newslist/ww idi egogo. cont proj ect s/ 121440 Bl ock !
157. 55. 39. 13 Lhited Sates |147.237.77. 17 |mazi .idf.i|Unaut hori zed URL Access to nazi.idf.il/14-4980-he B ock 1
; .. . .{Unauthori zed URL Access to
68.180.229.218 |lhited Sates [147.237.77.17 |nazi.idf.i v nazi i o . i |/t enpl at es/ shar ed user cont rol s/ nevegal | ery/ B ock 1
46. 116. 113. 24 | srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
189. 219. 197. 194|Mexi co 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to /tmunbl ock. cgi B ock 1
66.249.79.232 |lhited Sates [147.237.77.17 |nazi.idf.i|{Miltiple Uauthorized UR Access from 66.249. 79. 232 B ock 1

02-23-2016 to 02-24-2016




