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Top Attackers

W 5.245.3.197, Saudi Arabia
66. 249. 88. 129, |srael

W 84.228.27.46, Israel
66.102. 8. 243, lhited Sates

W 84.109. 75. 25, |srael

W 84.245. 33. 104, Net her| ands

[ 84.108.62. 44, Israel

W 79.179.98.218, |srael
84.95.202. 76, |srael

M 106. 38. 241. 106, Chi na




02-22-2016 to 02-23-2016

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste | gnature | Device Action |CP1ocation. Location |Count |
5.245. 3. 197 Saudi Arabi a 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3596
66. 249. 88. 129 | srael 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 884
66. 102. 8. 243 Lhited Sates 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 400
31.168. 133. 226 | srael 147.237.77.17 |nazi.idf.il ock Wp Al _Nets drop BBL- | srael 3
66.102. 9. 101 Lhited Sates 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn dr op BBL- Fr ankf urt 2

94, 228. 34. 248 Uni ted Kingdom [147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1

96. 233. 85. 239 Lhited Sates 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
66.102. 9. 111 Lhited Sates 147.237.77.17 |nazi.idf.il |TP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1

66. 249. 79. 127 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1

66. 249. 79. 246 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




02-22-2016 to 02-23-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste \S gnat ure |Davi ce Action |Count |
84.228. 27. 46 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP: prefix 1.01 in the URL B ock 442
84.109. 75. 25 | srael 147.237.77. 17 nazi .idf.il [Cl000138: HITP. prefix 1.01 in the URL B ock 92
79.179. 98. 218 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 50
84.108. 62. 44 | srael 147.237.77. 17 nazi .idf.il [Cl000138: HITP: prefix 1.01 in the URL B ock 50
84. 245. 33. 104 Net her | ands 147.237.77. 17 nazi . idf.il [6134: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 43
84. 95. 202. 76 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.0l in the URL B ock 26
106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il |C1000071: HTTP: User Agent Sogou+web+spi der B ock 25
66. 249. 66. 181 | srael 147.237.77. 17 nazi .idf.il [Cl000138: HITP. prefix 1.01 in the URL B ock 15
84. 245. 33. 104 Net her | ands 147.237.77. 17 nazi.idf.il |5670: HITP. SQ | njection (SEECT B ock 11
46. 19. 86. 164 | srael 147.237.77. 17 nazi .idf.il [Cl000138: HITP: prefix 1.01 in the URL B ock 6
185. 120. 126. 42 147.237.77. 17 nazi.idf.il |Cl000138: HITP: prefix 1.01 in the URL B ock 5
177.185.194. 138 Brazil 147.237.77. 17 nazi.idf.il |5670: HITP. SQ I njection (SH.ECT) B ock 4
94. 245. 88. 217 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 3
66. 249. 66. 184 | srael 147.237.77. 17 nazi .idf.il [Cl000138: HITP. prefix 1.01 in the URL B ock 3
66. 249. 79. 232 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 3
5.245. 3. 197 Saudi Arabi a 147.237.77. 17 nazi .idf.il [Cl000138: HITP: prefix 1.01 in the URL B ock 2
157. 55. 2. 148 Lhited Sates 147.237.77.17 nazi.idf.il |Cl000138: HITP: prefix 1.01 in the URL B ock 2
94. 245. 88. 217 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il |5670: HITP. SQ Injection (SEHECT) B ock 2
79. 183. 108. 60 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP:. prefix 1.01 in the URL B ock 2
185. 3. 144. 42 | srael 147.237.77. 17 nazi .idf.il [Cl000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 79. 246 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
37.142.68. 29 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP: prefix 1.01 in the URL B ock 2
109. 64. 16. 57 | srael 147.237.77. 17 nazi .idf.il [Cl000138: HITP. prefix 1.01 in the URL B ock 2
109. 65. 217. 91 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
79.179. 155. 146 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP: prefix 1.01 in the URL B ock 2
157.55. 39. 2 Lhited Sates 147.237.77. 17 nazi .idf.il [Cl000138: HITP. prefix 1.01 in the URL B ock 1
157. 55. 39. 176 Lhited Sates 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 1
94. 245. 88. 250 Uni ted Ki ngdom 147.237.77. 17 nazi . idf.il [6134: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 1
66. 249. 66. 187 | srael 147.237.77. 17 nazi .idf.il [Cl000138: HITP. prefix 1.01 in the URL B ock 1
188. 165. 15. 75 France 147.237.77.17 nazi.idf.il [Cl000146: HITP.  AhrefBot craw er B ock 1
62.219.119. 44 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP: prefix 1.01 in the URL B ock 1
94. 245. 88. 250 Uni ted Ki ngdom 147.237.77. 17 nazi .idf.il |9785: HITP. SQ Injection (Referer Header) B ock 1




|Top Attackers In |D|

02-22-2016 to 02-23-2016

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count |
84. 245. 33. 104 Net her | ands 147.237.77. 17 nazi.idf.il SQ Injection - Select From 18
177.185.194. 138 Brazil 147.237.77. 17 nazi .idf.il SQ Injection - Select From 14

94. 245. 88. 217 Uni t ed Ki ngdom 147.237.77. 17 nazi.idf.il Q2 Injection - Select Fom 8

94. 245. 88. 250 United Ki ngdom 147.237.77. 17 nazi.idf.il 2 Inection - Select Fom 6

66. 249. 66. 181 Lhited Sates 147.237.77. 17 nazi . idf.il ET SCAN NVAP -sA (2) 2

98. 119. 105. 221 Lhited Sates 147.237.77. 17 nazi . idf.il ET SCAN NVAP -sS wi ndow 2048 1

98.119. 105. 221 Lhited Sates 147.237.77. 17 nazi . idf.il ET SCAN NVAP -f -sS 1

120. 55. 90. 163 Chi na 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS wi ndow 1024 1

59. 45. 79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




02-22-2016 to 02-23-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

Sgnature

185. 3. 144. 42 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 155
212.76.127. 44 | srael 147.237.77. 17 |nazi . i df . i CBlbr?iflki ;I;I’P Non Fail ed to handl e connection data noni t or 81
2.52.0.137 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 50
212.76.127.10 |israel 147.237.77.17 |nazi .i of .| g')r?glki ;TP Non Failed to handl e connection data noni t or 36
62.219.119.44 |lsrael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN ACK -> RST rej ect 36
46. 19. 85. 98 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber aert 25
46. 19. 85. 98 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 25
212.76.127.111 |israel 147.237.77.17 |nazi .i of .| g')r?glki ;TP Non Failed to handl e connection data noni t or 25
185. 3. 144. 42 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval id ACK nunber alert 20
31.210.188. 121 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 16
2.52.0.137 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack rej ect 13
46.188. 23. 215 |Russi an Federation 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 13
46. 188. 23. 215 |Russian Federation 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 13
109. 65. 230. 31 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 13
46.188. 23. 215 |Russi an Federation 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 13
46. 19. 85. 81 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber aert 9
195. 239. 16. 53 Russi an Federation 147.237.77. 17 |nazi . i df . i glorcr):;lki ;;IITP hon Fail ed to handl e connection data noni t or 9
157.55.39.159 |lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber aert 9
46. 19. 85. 81 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval id ACK nunber noni t or 9
79.179.14. 70 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 9
157.55.39. 159 |lLhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 9
79.179.172.190 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 9
2.52.35.199 | srael 147.237.77. 17 |nazi .i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
195. 239. 16. 40 |Russi an Federation 147.237.77. 17 |nazi .i df . i CBlbr?iflki ;I;I’P Non Fai |l ed to handl e connection data noni t or 9
212.76.127.219 |israel 147.237.77. 17 |nazi .i df .i g'oggl"i ;]Tp Non Fail ed to handl e connection data noni t or 9
109. 64. 131. 174 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 8
2.52.0.137 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval id ACK nunber noni t or 7
2.52.0.137 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 7
217.194.199. 151 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 5
79.181.170. 242 |israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence i::a( retransmt wth different wndow 0o 4
208. 115.113.91 |lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 4
79.127. 43. 252 ;a”' stamc Republic 1147 237.77. 17 |nazi i df . i|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
213. 8.204. 16 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
84.108. 62. 44 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
209. 255. 170. 213|lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence noni t or 4
109. 66. 51. 150 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
77.154.204.9 France 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
2.54.154. 18 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
212.143. 161. 240|l srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
208.115.113.91 |Whited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
2.52.0.137 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 4
79. 180. 38. 7 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 4
68. 115. 81. 162 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
73.209.197. 171 |Whited Sates 147.237.77. 17 |nazi .i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
209. 255. 170. 213|Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence alert 4
2.54.154. 18 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber aert 4
84.111.115. 235 |lsrael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval id ACK nunber noni t or 4
209. 255. 170. 213|Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 3
2.52.0.137 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 3
209. 255. 170. 213|lhited Sates 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber noni t or 3




02-22-2016 to 02-23-2016

|Top Attackers In V\AF|

Devi ce

‘Attacker G0 |Target Address|Ste ‘S gnature Action ‘Count
66. 249. 66. 181 |l srael 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 66. 249. 66. 181 B ock 3
207.46.13.151 |lhited Sates |147.237.77.17 |nazi.idf.i|Uaut horized URL Access to 147.237.77.17/robots. t xt B ock 2
79.179. 62.186 |lsrael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 2
169. 229. 3. 91 Lhited Sates [147.237.77. 17 |nazi.idf.i|lllegal Byte Gode Character in URL B ock 2
148. 251. 21. 227 |Ger nany 147.237.77. 17 |nazi .i df .i {Ml ti pl e Unhaut hori zed URL Access from 148. 251. 21. 227 B ock 2
Unhaut hori zed URL Access to
212.76.98.189 |lsrael 147.237.77. 17 |nazi . i df . i |mazi . i df . i | / 647- he/ mazi . aspx&a=u&ved=0ahukewj avdau4i vl ahvcf swkhu6hbci gf ggpma |B ock 2
e&usg=af gj cnecg60j wz920kawono- sav7zcm j w
169. 229. 3. 91 Lhited Sates |147.237.77. 17 |nazi.idf.i|Unknown HTTP Request Method * in URL B ock 2
148. 251. 21. 227 |Ger nany 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to nazi.idf.il/14-4980- he B ock 2
68. 180. 228. 160 |Lhited Sates |147.237.77.17 |nazi.idf.i|Uaut hori zed URL Access to nazi.idf.il/14-8331-he B ock 2
207.46.13.129 |lhited Sates |147.237.77.17 |nazi.idf.i|Waut hori zed UL Access to waww mazi.idf.il/14-8330- he B ock 2
66. 249. 66. 185 |l srael 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
148. 251. 21. 227 |Ger nany 147.237.77.17 |nazi .i df . i |Unaut hori zed URL Access to nazi.idf.il/4070-11595- he/ mMpal [N NPONN. aspx B ock 1
217.69. 133. 226 x::jir‘ion 147.237.77.17 |nazi .i of . i |Unaut hor i zed URL Access to mazi .idf.il/14-7708- he B ock 1
66.249. 66. 185 |lhited Sates |147.237.77.17 |nazi.idf.i|Uaut horized URL Access to 147.237.77.17/robots. t xt B ock 1
i P i _ - b ixTMx D 1y TM
157.55.30.2  |Wited Sates |147.237.77.17 |nazi.idf.i lx";:;“ gosrp'xzed WRL Access to mazi.idf. i1/5651- 11516- hel xzxExoexxTx? x§x™ g oo 1
79.180. 38. 7 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
66. 249. 66. 181 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-7711-he B ock 1
Unaut hori zed URL Access to
212.76.104.60 |lsrael 147.237.77. 17 |nazi . i df . i |nazi . i df . i | / 6368- 9590- he/ i gf . aspx&a=u&ved=0ahukew z2j pfi yzl ahwgehi khqawbgOgf |B ock 1
ggvmay&usg=af qj cneszj x8skubdbObxb299cof j nnmha
157.55. 39. 2 Lhited Sates |147.237.77.17 |nazi.idf.i|Uhaut hori zed URL Access to mazi.idf.il/5551-11516- he/ N\ONp DAOWN. aspx B ock 1
84.108. 149. 17 |lsrael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx B ock 1
66. 249. 66. 182 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3848-5222- he/ i gf . aspx B ock 1
- — - - - S — 3
148. 251. 21. 227 |Ger many 147 237. 77 17 \nazi i of i Lha‘ut h9r|”zed URL Access to nazi.idf.il/4070-11595- he/ xZx—x0ex8§x2 xax>x xexY B ock 1
Xox‘X8x" X", aspx
68. 180. 228. 160 |Lhited Sates |147.237.77. 17 |nazi.idf.i|lhaut hori zed URL Access to nazi.idf.il/sip storage/files B ock 1
31.168.114.31 |lsrael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/sip_storage/ fil es/ 1/ 2061. j pg B ock 1
217.69. 133. 220 :Z;:tnl on 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/sip storage/files B ock 1
157.55.39. 159 [Lhited Sates [147.237.77.17|nazi.idf.i|Wauthori zed URL Access to waww nazi . idf.il/14-8330-he B ock 1
87.70. 36. 189 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4637- 5227- he/ i gf . aspx B ock 1

02-22-2016 to 02-23-2016




