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02-21-2016 to 02-22-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address
66. 249. 66. 181

|Atacker Geo |Target Address

|gte

|S gnature | Device Action |DPlocation. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3096
81. 218. 130. 69 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 3




02-21-2016 to 02-22-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |S gnat ure |mvi ce Action |Oount |
77.127.92. 66 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.01 in the UL B ock 171
109. 226. 45. 124 | srael 147.237.77.17 nazi.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 50
46.117.70. 225 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 26
106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il |C1000103: HTTP: User Agent Sogou+web+spi der B ock 13
77.127.127.115 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 10
66. 249. 66. 181 | srael 147.237.77. 17 nazi.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 10
46. 210. 199. 15 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.01 in the UL B ock 6

5. 29. 189. 86 | srael 147.237.77.17 nazi.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 4
164.138.113. 83 | srael 147.237.77. 17 nazi.idf.il |CL000212; HITP. prefix 1.01 in the URL B ock 2
95, 35. 21. 21 | srael 147.237.77. 17 nazi.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 2
147.235.185. 74 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 66. 184 | srael 147.237.77. 17 nazi.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il |C1000071: HTTP: User Agent Sogou+web+spi der B ock 2
66. 249. 66. 181 | srael 147.237.77.17 nazi.idf.il |Cl000138: HITP. prefix 1.0l in the URL B ock 2
149. 202. 48. 240 Cer many 147.237.77. 17 nazi.idf.il |ClL000074: HITP. najestic bot B ock 2
46. 4. 32. 75 Cer many 147.237.77. 17 nazi.idf.il |CL0O00074: HITP. najestic bot B ock 2
151. 80. 31. 126 Italy 147.237.77. 17 nazi.idf.il |Cl000228: HITP. AhrefBot craw er B ock 1
66. 249. 66. 184 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 1
188. 165. 15. 66 France 147.237.77. 17 nazi.idf.il |CLO00146: HITP. AhrefBot craw er B ock 1




02-21-2016 to 02-22-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |gte |9 gnature | count |
74. 208. 133. 60 Lhited Sates 147.237.77. 17 nazi.idf.il SQ Injection - Select Fom 18

66. 249. 66. 181 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2

185. 130. 5. 165 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1

91. 223. 25. 134 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1

125. 212. 232. 144 \i et nam 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1

202. 152. 254. 236 | ndonesi a 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
125.212. 232. 144 Vi et nam 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




02-21-2016 to 02-22-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

Sgnature

Devi ce

Action

‘Count

173.208. 136. 170|lhited Sates 147.237.77. 17 |nazi .i df .1 |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 2984
37.26. 148. 246 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 652
37.26.148.246 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 650
89. 138. 89. 160 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 121
199. 203. 111. 231|l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 43
199. 203. 8. 2 | srael 147.237.77. 17 |nazi . i df.i|{Bad TCP sequence Inval id ACK nunber al ert 36
199. 203. 8. 2 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 36
2.52.153. 156 | srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN - > SYN-ACK -> RST rej ect 25
192.115.83.5 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 21
192. 115.83.5 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber aert 12
79.176.169.28 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 9
95.172.233.91 |United Kingdom|147.237.77.17|nazi.idf.i|B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
89. 163. 251. 200 |Ger nany 147.237. 77. 17 \vazi i of i Sreaning Engine: TCP Segnent Linit |[TCP segnent out of maxi mum al | oned drop 9
Enf or cenent sequence. Packet dropped.
195. 239. 16. 40 gs:;;”i on 147.237.77.17 nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |9
195. 239. 16. 53 :ZZ:;} o 147.237.77.17 |nazi i df i [Bl ock HTTP Non Gonpl i ant Failed to handl e connection data monitor |9
46.117.193. 207 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 9
185. 120. 126. 89 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 6
46.120. 32. 155 |l srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
5. 102. 254. 32 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 5
85. 64. 60. 166 | srael 147.237.77. 17 |nazi .idf . i |SYN At tack SYN - > SYN-ACK -> RST rej ect 5
79.182.171.196 |lsrael 147.237.77. 17 |nazi . i df.i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
37.26.146. 190 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.117.193. 207 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 4
79.176. 49. 75 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
95. 35. 151. 223 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 4
5.22.130.118 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 2
2.54.141. 214 | srael 147.237.77. 17 |nazi .idf.i|Véb Server Enforcenent M ol ation Veéb Servers S ow HITP Denial of Service rej ect 2
31.13.113.85  |[ireland 147.237.77. 17 |nazi .i of .i |Bad TCP sequence Szg‘:’:m retransmt with different wndow 0o |g
84.94. 64. 146 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber alert 1
194. 114. 146. 227l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
5.22.135. 101 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
184. 105. 139. 78 |Lhited Sates 147.237.77. 17 |nazi . i df.i|SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
109. 253. 134. 21 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 215 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
91. 135. 102. 188 |l srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
87.69.243. 141 |lIsrael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN - > SYN-ACK -> RST rej ect 1
5. 39. 93. 143 France 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 1
81.218.148. 177 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 1
192.114.20. 101 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
78.137.66.241 |Yenen 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber al ert 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 1
46.117. 244. 162 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
37.46. 41. 205 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
89. 163. 251. 200 |Cer nany 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 1
216.218.206.92 |lLhited Sates 147.237.77. 17 |nazi .idf .i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
31.210. 187. 240 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
84.94. 64. 146 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
195. 154. 226. 90 |Fance 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 1
5.22.135. 195 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
185. 3. 144. 82 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 1




02-21-2016 to 02-22-2016

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

Target Address

dte

‘ Sgnature

Devi ce

‘Count

Action

173.208. 136. 170|Lhited S ates 147.237.77. 17 |nazi .idf.i |Mil ti pl e Adm n Bl ocki ng from 173. 208. 136. 170 Bl ock 39
95.172.233.91 u.“ ted 147.237.77. 17 |nazi . i df . i | Suspi ci ous Response Code B ock 6
Ki ngdom
31.44.137. 250 | srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 4
62 219.212.22 |1 srael 147 237. 77 17 \razi i of i Paxgrrgat er.Type Mol ation Mast er $ucHeader $ucSear ch@nt r ol $t xt Search in B ock 2
nazi . idf.il/5675-7811-he/i gf . aspx
149. 88. 36. 9 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 2
199. 203. 111. 231 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237. 77. 17/ 3849- 5035- he/ i gf . aspx B ock 2
31.184.133. 24 'F;xa :i'g;"'c 147.237.77.17 |nazi .i df .i {Unaut hori zed URL Access to 147.237.77.17/robots. txt B ock 2
Unaut hori zed URL Access to
95. 86. 105. 224 | srael 147.237.77. 17 |nazi .i df . i |mazi . i df.i1/4166- he/i gf . aspx&a=u&ed=0ahukewi e7f 2esynl ahxdca8khbOf dzcqf ggkm |B ock 2
aeé&si g2=j nqydkj zqdyu8qgf uur s98a&usg=af gj cnf 3i xvex2h5t kxc87nhi 8p2qgl wu5q
37.160.176.216 |Fance 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/571- he/i gf . aspx B ock 2
208.115.111. 75 |lhited Sates |147.237.77.17 |nazi.idf.ilUaut hori zed URL Access to mazi.idf.il/14-8338-he B ock 1
66. 249. 66. 188 |l srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5034- he/ i gf . aspx B ock 1
68. 180. 230. 245 |lhited Sates |147.237.77.17 |nazi.idf.i|lhaut hori zed UR. Access to igf.idf.il/tenpl ates/shared/ usercontrol s/ vodchannel / B ock 1
208.115.111.75 |lhited Sates |147.237.77.17 |nazi.idf.i|lhauthori zed URL Access to nazi.idf.il/tenpl ates/ shared/ usercontrol s/ newsgal | ery/ B ock 1
68.180.228. 160 |lhited Sates |147.237.77.17 nazi.idf.i|lhauthorized URL Access to nazi.idf.il/14-he Bl ock 1
89. 163. 251. 200 |CGer many 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to /nyadnin/scri pts/set up. php B ock 1
66. 249. 66. 181 | srael 147.237. 77. 17 |vazi i of i Unau"t horized URL Access to mazi.idf.il/5551-11516- he/ xZx@xaeXx'x™x? x§x"x™ B ock 1
x0oex”, aspx
208.115.113.92 |Wited Sates |147.237.77. 17 |nazi .icf. i l;?ﬁ‘i%hxc_’_rx'fipgl Access 1o i gf.idf.i1/4070- 11595 he/ x2x—xQexGx® x®xox xex¥ gy 1
157.55.39.145 |lhited Sates |[147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to mazi.idf.il/5676-7827-he/ifg. aspx B ock 1
68. 180. 228. 160 |lLhited Sates |[147.237.77.17|nazi.idf.i|Wauthorized UR. Access to nazi.idf.il/450- he. aspx B ock 1
208.115.111.75 |lhited Sates |147.237.77.17 |nazi.idf.i|Miltiple Unauthorized URL Access from208.115. 111. 75 B ock 1
66. 249. 66. 182 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
173.208. 136. 170|lhited Sates 147.237.77. 17 |nazi . i df . i |Adm n Bl ocki ng Bl ock 1
68.180.229.218 |lhited Sates |147.237.77.17 |nazi.idf.i|Waut hori zed URL Access to waww nazi.idf.il/14-8330- he Bl ock 1
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