1"NPT SwNn

WWWwW.

[Top Targets |

02-20-2016 to 02-21-2016

oV

gov.il

Focused IP Under

Attack Daily Report

Nunmber
a
Attacks

3519

N

. .\&.
&
Top Tar get

[Top Attackers |

2, 000

1, 500-

1, 000-
Nunmber

a 500
Attacks
0- o > & > > N >
& & Q J N S
AR R K & &
S ey ©° <F Q-
oS 3 S S 1S
$ SERS O S A
® R S 3
& il & o’ & &
0 . f]/b( q/\.
» q N R
)
N

Top Attackers

W 66.249.93.19, Israel
66. 249. 65. 26, | srael
W 173.208. 136. 170, Wnited Sates
74.208.133.60, Lhited Sates
H 66.249. 65. 18, |srael
H 106. 38. 241. 106, China
[ 66.249.65.22, Israel
W 192. 243.55. 132, Domi ni ca
197. 38. 225. 107, Egypt
B 109. 65. 112. 210, |srael




02-20-2016 to 02-21-2016

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste | gnature | Device Action |CP1ocation. Location |Count |
66. 249. 93. 19 | srael 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2142
66. 249. 65. 26 | srael 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1075
94. 228. 34. 248 Uni ted Kingdom [147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1

192. 243. 55. 132 Doni ni ca 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




02-20-2016 to 02-21-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo \Tar get Address |S te |S gnature | Devi ce Action |Coum |
74.208. 133. 60 Lhited Sates 147.237.77. 17 nazi.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 36
106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il |Cl1000103: HITP: User Agent Sogou+web+spi der B ock 11
66. 249. 65. 18 | srael 147.237.77. 17 nazi.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 8
74.208. 133. 60 Lhited Sates 147.237.77. 17 nazi.idf.il [5670: HITP. SQL Injection (SALECT) B ock 6
66. 249. 65. 22 | srael 147.237.77. 17 nazi.idf.il [Cl000212: HITP. prefix 1.01 in the URL B ock 6
66. 249. 65. 26 | srael 147.237.77. 17 nazi.idf.il |CL000212: HITP. prefix 1.0l in the URL B ock 3
91.121.112. 142 France 147.237.77. 17 nazi .idf.il |Cl000106: HITP. najestic bot B ock 2
66. 249. 66. 181 | srael 147.237.77. 17 nazi.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 2
62. 90. 193. 70 | srael 147.237.77. 17 nazi.idf.il |CLO00004: HITP. options nethod (M crosoft) B ock 2
62.210. 148. 246 France 147.237.77. 17 nazi.idf.il |CLO00106: HTTP. naj estic bot B ock 2
62.219. 154. 125 | srael 147.237.77. 17 nazi.idf.il |Cl000212: HTTP:. prefix 1.01 in the URL B ock 2
66. 249. 65. 78 | srael 147.237.77. 17 nazi.idf.il |CL000212: HITP. prefix 1.0l in the URL B ock 1
66. 249. 65. 81 | srael 147.237.77. 17 nazi.idf.il |Cl000212: HITP. prefix 1.0l in the UL B ock 1
66. 249. 65. 84 | srael 147.237.77. 17 nazi.idf.il |Cl000212: HITP:. prefix 1.01 in the URL B ock 1
66. 249. 65. 87 | srael 147.237.77. 17 nazi.idf.il |Cl000212: HITP. prefix 1.0l in the URL B ock 1




02-20-2016 to 02-21-2016

|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |ste | gnature | count |
95. 154. 184. 100 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
117.10. 90. 222 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




02-20-2016 to 02-21-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
173.208. 136. 170 |Lhited Sates 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 5477
84.111.7. 38 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 119
192. 243. 55. 132 |Donini ca 147.237.77. 17 |nazi .idf .il|Bad TCP sequence SYNPACXK retransnit wth different w ndow scal e |nonitor 83
192. 243. 55. 138 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNFACXK retransnit wth different w ndow scal e |nonitor 66
192. 243. 55. 135 |Donini ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNtACK retransmit with different w ndow scal e |nonitor 56
192. 243.55. 129 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNPAXK retransnmit wth different w ndow scal e |monitor 54
192. 243. 55. 137 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNtACK retransnit with different w ndow scal e |nonitor 52
192. 243. 55. 134 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNtACK retransnit with different w ndow scal e |nonitor 51
46.121.121. 14 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 51
192. 243. 55. 132 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 50
192. 243.55. 131 |Donini ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNtFACK retransmit with different w ndow scal e |nonitor 50
192. 243.55. 130 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNPAXK retransnmit wth different w ndow scal e |monitor 48
192. 243. 55. 132 |Doni ni ca 147.237.77.17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 45
192. 243. 55. 131 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 44
192. 243. 55. 129 |Donini ca 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 44
192. 243. 55. 135 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 41
192. 243. 55. 137 |Donini ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 39
192. 243.55. 137 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence noni t or 36
46. 121. 62. 50 | srael 147.237.77.17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 36
192. 243. 55. 131 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 36
192. 243.55. 131 |Donini ca 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 35
192. 243. 55. 130 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 34
192. 243. 55. 129 |Donini ca 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 33
192. 243.55. 135 |Donini ca 147.237.77. 17 |nazi .i df.il|]SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 33
192. 243. 55. 132 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 32
192. 243. 55. 138 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 31
192. 243. 55. 134 |Donini ca 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 30
192. 243.55. 130 |[Donini ca 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 29
192. 243. 55. 132 |Donini ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 29
192. 243.55. 137 |Donini ca 147.237.77. 17 |nazi .idf.il|]SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 28
192. 243. 55. 135 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 28
192. 243. 55. 131 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 27
192. 243. 55. 138 |Donini ca 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 26
192. 243. 55. 137 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 25
85. 250. 69. 206 | srael 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 25
192. 243.55. 135 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber alert 24
192. 243. 55. 130 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 24
192. 243. 55. 129 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 23
192. 243. 55. 134 |Donini ca 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 23
192. 243.55. 130 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 21
192. 243. 55. 138 |Donini ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 17
192. 243.55. 134 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber alert 16
192. 243. 55. 138 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 12
85. 64. 206. 142 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 11
212.76.127.219 |lsrael 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 9
195. 239. 16. 40 Russi an Federation [147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
195. 239. 16. 53 Russi an Federation |147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
87. 69. 90. 255 | srael 147.237.77. 17 |nazi .idf.il|]SYN At ack SYN -> SYN-ACK -> RST rej ect 9
207.232.37.149 |lsrael 147.237.77.17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 9
192. 243. 55. 134 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 8




02-20-2016 to 02-21-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |Ste ‘S gnature Action ‘Count
173.208. 136. 170 gﬁ;ttg: 147.237.77. 17 |nazi .idf .i [Mil ti pl e Unaut hori zed URL Access from 173.208. 136. 170 B ock 121
173. 208. 136. 170 LShIaItss 147.237.77. 17 |nazi .idf.i|Mil tipl e Admin B ocking from 173. 208. 136. 170 B ock 23
66. 249. 65. 18 | srael 147.237.77. 17 |nazi .idf.i |Mil ti pl e Uhaut hori zed URL Access from 66. 249. 65. 18 B ock 4
66. 249. 65. 231 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 3
197. 38. 225. 107 |Egypt 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 2
197. 38. 225. 107 |Egypt 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 2
66. 249. 66. 182 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 2
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi.idf.i|Mil tipl e Unauthorized URL Access from 192. 243. 55. 132 B ock 2
77.125.123. 8 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
5.29.137.79 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nmazi.idf.il/sip storagel/files B ock 2
89. 138. 4. 40 | srael 147.237.77. 17 |nazi .idf.i|Uhauthori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 2
84.111.7.38 | srael 147.237.77. 17 |nazi . i df . i |{Unhaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
208. 115. 113. 82 ;q;:ee: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenplates/shared/ usercontrol s/ newsgal | ery/ B ock 1
192. 243. 55. 135 |Doni ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8347-he B ock 1
66. 249. 65. 238 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
66. 249. 65. 18 | srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8345-he B ock 1
192. 243. 55. 130 |Donini ca 147.237.77. 17 |nazi . i df .i|Uhaut hori zed URL Access to igf.idf.il/tenpl ates/general /x" B ock 1
157. 55. 39. 145 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to www nazi.idf.il/14-8335-he B ock 1
46.120.23. 158 | srael 147 237.77. 17 \azi i of i Par anet gr_Typg Mol ati on Mast er SucHeader $ucSear chQont r ol $t xt Search in B ock 1
wwn nazi i df.il/14-heli gf . aspx
109. 65. 112. 210 |l srael 147.237.77. 17 |nazi.idf.i|Mil tipl e Unauthorized URL Access from 109. 65. 112. 210 B ock 1
Lhi ted .. . .{Paraneter Type Molation DoclDin
68. 180. 228. 160 Sates 147.237.77. 17 nazi . df .| nazi.idf.il/tenpl atecontrol s/ pi cturei nf o/ pi cturei nf 0. aspx Bl ock !
66. 249. 65. 26 | srael 147.237.77. 17 |nazi.idf.i|D stributed Uhaut hori zed URL Access on nazi.idf.il/14-8348-he B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi . i df.i |Unaut hori zed URL Access to mazi.idf.il/113-11581-he/ xoexgex? x'x'xexcexex@. aspx |B ock 1
177.224.10. 236 |Mexi co 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to /t nunbl ock. cgi B ock 1
65. 55. 211. 247 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefi ned B ock 1
2.54.17.190 | srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
131. 253. 26. 254 ;q;:ee: 147.237.77. 17 |nazi . idf.i|Dstributed Uhauthorized LRL Access on nazi.idf.il/tenpl ates/ newslist/undefined B ock 1
85. 64. 206. 142 | srael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
- - — - - - = ey e
208. 115. 113. 91 Lhited 147. 237 77. 17 \razi i f i U’r’1aut horized URL Access to mazi.idf.il/5551-11516- he/ xZx@xoex'x™x? x8§x"x™Mxce B ock 1
Sates X", aspx
192. 243. 55. 138 |Doni ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-4983-he B ock 1
66. 249. 65. 238 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 65. 22 | srael 147.237.77. 17 |nazi .idf . i |Mil ti pl e Uhaut hori zed URL Access from 66. 249. 65. 22 B ock 1
192. 243. 55. 131 |Domi ni ca 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to igf.idf.il/14-10104-he B ock 1
173. 208. 136. 170 LShIaItss 147.237.77. 17 |nazi .idf . i |Adnin B ocki ng B ock 1
46.120. 68. 255 |l srael 147.237.77. 17|nazi .idf.i |PHP At t enpt B ock 1
109. 65. 112. 210 |l srael 147.237.77. 17|nazi .idf.i |PHP Attenpt B ock 1
68. 180. 228. 160 g;:: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8333-he B ock 1
66. 249. 65. 50 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to www nazi . i df.il/tenpl at es/ shared/ user control s/ vodchannel / |B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed UR. Access to igf.idf.il/14-10105- he B ock 1
192. 243. 55. 129 |Doni ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nmazi.idf.il/sip storagel/files B ock 1
5. 28. 159. 42 | srael 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. | pg B ock 1
141.212. 122. 160 Lshlmt:s 147.237.77. 17 |nazi .idf.i|D stributed Unhaut hori zed URL Access on 147.237.77.17/ 14-hel i gf . aspx B ock 1
86.111. 232. 164 |CGer many 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
208. 115. 113. 91 g‘;tt:: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/shared/ usercontrol s/ vodchannel / B ock 1
192. 243. 55. 138 |Doni ni ca 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8338-he B ock 1
66. 249. 65. 22 | srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8334-he B ock 1
46. 120. 68. 255 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to waww nazi . idf.il/xnmrpc. php B ock 1
109. 65. 112. 210 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to waw nazi . i df.il/aj ax/ updat est at us. php B ock 1
207. 46. 13. 128 g;:: 147.237.77. 17 |nazi . i df .i|Uhaut hori zed URL Access to igf.idf.il/tenpl ates/shared/ usercontrol s/ nensgal | ery/ B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8348-he B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/113-11581- he/ xgexoex? x'X'xexgexex2. aspx B ock 1
66. 249. 65. 18 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8333-he B ock 1
Lhi ted .. . |Unauthorized URL Access to nmazi.idf.il/3728-11581- he/ A—A'A—AA—A? A—AE™A
157. 55. 39. 27 Sates 147.237.77. 17 |nazi . i df . i a€"A—accA_AA—aEcA_A? . aspx B ock 1
208. 115. 113. 92 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8331-he B ock 1
192. 243, 55. 138 | Doni ni ca 147. 237 77. 17 \razi i o i ;laallg hori zed URL Access to nazi.idf.il/3697-9630-he/igf.aspx 10 Xx'x xexxzx'x B ock 1
66. 249. 66. 185 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 65. 22 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8346-he B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-7708-he B ock 1
46.121.121.14 |Israel 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
131. 253. 26. 227 Lsh'mt:g 147.237.77. 17 |nazi . idf.i|Dstributed Uhauthorized URL Access on nazi.idf.il/tenpl ates/ newslist/undefined B ock 1
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