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Top Attackers 

148.251.21.227, Germany

192.243.55.131, Dominica

192.243.55.132, Dominica

66.249.64.124, Israel

192.243.55.137, Dominica

192.243.55.136, Dominica

2.54.49.229, Israel

212.76.106.160, Israel

192.243.55.129, Dominica

192.243.55.138, Dominica
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 02-19-2016 to 02-20-2016 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

109.66.65.214 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 3

 02-19-2016 to 02-20-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

66.249.64.124 Israel 147.237.77.17 mazi.idf.ilC1000212: HTTP: prefix 1.01 in the URL Block 5

2.54.49.229 Israel 147.237.77.17 mazi.idf.ilC1000212: HTTP: prefix 1.01 in the URL Block 4

66.249.64.8 Israel 147.237.77.17 mazi.idf.ilC1000212: HTTP: prefix 1.01 in the URL Block 3

172.86.83.125 147.237.77.17 mazi.idf.il16798: HTTP: GNU Bash HTTP Header Remote Code Execution Vulnerability Block 2

212.76.106.160 Israel 147.237.77.17 mazi.idf.ilC1000212: HTTP: prefix 1.01 in the URL Block 2

92.236.71.145 United Kingdom 147.237.77.17 mazi.idf.ilC1000106: HTTP: majestic bot Block 2

212.83.177.193 France 147.237.77.17 mazi.idf.ilC1000106: HTTP: majestic bot Block 2

66.249.64.2 Israel 147.237.77.17 mazi.idf.ilC1000212: HTTP: prefix 1.01 in the URL Block 2

163.172.13.244 United Kingdom 147.237.77.17 mazi.idf.ilC1000106: HTTP: majestic bot Block 2

 02-19-2016 to 02-20-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

218.246.0.97 China 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

 02-19-2016 to 02-20-2016 



Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 114

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 114

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 112

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 98

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 94

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 87

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 86

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 86

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 85

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 85

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 81

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 78

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 75

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 73

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 72

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 67

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 65

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 65

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 63

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 61

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 60

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 59

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 53

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 50

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 50

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 49

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 48

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 47

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 46

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 44

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 44

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 44

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 43

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 43

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 42

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 41

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 40

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 40

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 36

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 36

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 36

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 36

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 35

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 32

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 32

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 30

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 28

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 28

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 27

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 25
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

148.251.21.227 Germany 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 148.251.21.227 Block 9

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.131 Block 3

93.172.174.208 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 2

212.76.106.160 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 2

37.46.38.73 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 2

46.19.86.55 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/images/transvideocounter.gif Block 2

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.132 Block 2

5.29.12.149 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation DocID in
igf.idf.il/templatecontrols/pictureinfo/pictureinfo.aspx

Block 2

192.243.55.129 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.129 Block 2

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.136 Block 2

46.116.65.54 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7707-he Block 1

125.209.235.183
Korea,
Republic of

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-4980-he Block 1

79.179.48.188 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7712-he Block 1

192.243.55.129 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/vodchannel/ Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5039-he/igf.aspx Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10105-he Block 1

65.55.218.33 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on igf.idf.il/templates/newslist/undefined Block 1

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il
Unauthorized URL Access to igf.idf.il/5551-11516-he/×ž×©×œ×‘×™×? ×§×”×™×œ
×”.aspx

Block 1

148.251.21.227 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-10106-he Block 1

95.86.105.51 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/5566-he/igf.aspx&sa=u&ved=0ahukewjkwo7spoplahxdjq8khcdvbluqfggxm
am&usg=afqjcnerylfwe5cpla8u-jomyyfhvpwsag

Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8334-he Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/5551-11516-he/×ž×©×œ×‘×™×? ×§×”×™
×œ×”.aspx

Block 1

87.69.255.49 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

77.126.82.93 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/images/transvideocounter.gif Block 1

207.46.13.177 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8345-he Block 1

150.70.188.167 Japan 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

46.116.255.132 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 1

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/newslist/undefined Block 1

131.253.24.145 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/newslist/undefined Block 1

95.30.43.206
Russian
Federation

147.237.77.17 mazi.idf.ilParameter Type Violation ForumId in mazi.idf.il/forums/templates/forums/forum.aspx Block 1

2.54.46.21 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8345-he Block 1

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/450-he.aspx Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8330-he Block 1

79.183.59.67 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-4983-he Block 1

192.243.55.129 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 1

66.249.64.243 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-10106-he Block 1

66.249.64.124 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-he Block 1

148.251.21.227 Germany 147.237.77.17 mazi.idf.il
Unauthorized URL Access to igf.idf.il/4070-11595-he/×ž×—×œ×§×ª ×ª×›× ×•×Ÿ
×•×‘×§×¨×”.aspx

Block 1

95.86.127.23 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/4439-he/igf.aspx&sa=u&ved=0ahukewia87ik04plahwgjw8khuubagwqfggs
mai&usg=afqjcngtmha-lfme9040-v2gokaw1kpc5a

Block 1

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8331-he Block 1

89.138.120.122 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

77.237.146.28
Czech
Republic

147.237.77.17 mazi.idf.ilUnauthorized Method HEAD for / Block 1

207.46.13.190 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/3728-11581-he/Ã—Å“Ã—Å“Ã—Â? Ã—â€™
Ã—â€˜Ã—â€¢Ã—Å“Ã—â€¢Ã—Âª.aspx

Block 1

157.55.39.28 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3846-he/igf.aspx Block 1

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery Block 1

46.121.43.84 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4637-5227-he/igf.aspx Block 1

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/3728-11581-he/×œ×œ×? ×’×‘×•×œ×•
×ª.aspx

Block 1

95.30.43.206
Russian
Federation

147.237.77.17 mazi.idf.ilParameter Type Violation lang in mazi.idf.il/forums/templates/forums/forum.aspx Block 1

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/vodchannel Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

80.246.130.131 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 1

66.249.64.253 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/templates/newslist/undefined Block 1

197.38.215.212 Egypt 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.130 Block 1

148.251.21.227 Germany 147.237.77.17 mazi.idf.il
Unauthorized URL Access to igf.idf.il/5551-11516-he/×ž×©×œ×‘×™×? ×§×”×™×œ
×”.aspx

Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3837-he/igf.aspx Block 1

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.137 Block 1

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8350-he Block 1

125.209.235.180
Korea,
Republic of

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 1

46.116.65.54 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 1

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8333-he Block 1

91.200.12.138 Ukraine 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 91.200.12.138 Block 1

79.179.48.188 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 1

208.115.111.75 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8331-he Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7710-he Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3847-he/igf.aspx Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/vodchannel Block 1
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Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

64.79.85.205 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/shared/usercontrols/vodchannel/ Block 1

148.251.21.227 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/113-11581-he/×œ×œ×? ×’×‘×•×œ×•×ª.aspx Block 1

95.86.67.88 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/4841-he/igf.aspx&sa=u&ved=0ahukewi93ti_q4llahxedq8khaflbpqqfggpma0
&usg=afqjcnfeepp_ux7nfjeyl9_psxfrgvoq_w

Block 1

31.13.98.118 Ireland 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/sip_storage/files/1/1181.pdf&ved=0ahukewi8rme3toplahugbhqkhbjlbs0qfg
gcmae&usg=afqjcnhc2epfen_otcxg4iigda5ab9lbiw&sig2=yhjhklit8qnvr17i-ygb7a

Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il
Unauthorized URL Access to igf.idf.il/4070-11595-he/×ž×—×œ×§×ª ×ª×›× ×•×Ÿ
×•×‘×§×¨×”.aspx

Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10104-he Block 1

84.108.234.88 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/images/transvideocounter.gif Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-5475-he Block 1

197.38.215.212 Egypt 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10106-he Block 1

150.70.97.84 Japan 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4150-he/igf.aspx Block 1

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8344-he Block 1
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