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02-18-2016 to 02-19-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
212.179. 46. 189 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All _Nets drop BBL.- | srael 3




02-18-2016 to 02-19-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |S te \S gnat ure |Davi ce Action \Ooum |
212.179. 60. 30 | srael 147.237.77.17 |nazi.idf.il|CLO00004: HITP. options nmethod (M crosoft) B ock 82
46.137. 81. 122 Irel and 147.237.77.17 |nazi.idf.il|6134: HITP. SQ Injection Variabl e Decl arati on BEvasi on B ock 52
85. 64. 28. 188 | srael 147.237.77.17 |nmazi.idf.il{Cl000212: HITP. prefix 1.01 in the URL B ock 30
80.246.130. 117 |Israel 147.237.77.17 |nazi.idf.il|Cl000212: HITP. prefix 1.01 in the URL B ock 26
149. 50. 73. 197 Lhited Sates |147.237.77.17 |nazi.idf.il|Cl000212: HITP. prefix 1.01 in the URL B ock 26
46. 137. 81. 122 Irel and 147.237.77.17 |nazi.idf.il|5670: HITP. SQ Injection (SHECT) B ock 10
2.54.49. 229 | srael 147.237.77.17 |nazi.idf.il|Cl000212: HITP. prefix 1.01 in the URL B ock 10
5.28.191. 166 | srael 147.237.77.17 |nazi.idf.il|Cl000212: HITP. prefix 1.01 in the URL B ock 8
74. 63. 228. 226 Lhited Sates |147.237.77.17 |nmazi.idf.il|5670: HITP. SQ Injecti on (SH.ECT) B ock 4
187. 45. 240. 105 |Brazil 147.237.77.17 |nazi.idf.il|CL000003: HTTP: phpM/Adm n access B ock 3
66. 249. 64. 124 | srael 147.237.77.17 |nazi.idf.il|Cl000212: HITP. prefix 1.01 in the URL B ock 3
151. 80. 31. 150 Italy 147.237.77.17 |nazi.idf.il|Cl000228: HITP: AhrefBot craw er B ock 2
66. 249. 64. 2 | srael 147.237.77.17 |nazi.idf.il|Cl000212: HITP. prefix 1.01 in the URL B ock 2
151. 80. 31. 153 Italy 147.237.77.17 |nazi.idf.il|Cl000228: HITP. AhrefBot craw er B ock 2
66. 249. 64. 8 | srael 147.237.77.17 |nmazi.idf.il{Cl000212: HITP. prefix 1.01 in the URL B ock 2
2.54.139. 180 | srael 147.237.77.17 |nazi.idf.il|Cl000212: HITP. prefix 1.01 in the URL B ock 2
199.244.88. 182 |lhited Sates [147.237.77.17 |nazi.idf.il|19813: HITP. WrdPress Thene Divi Orectory Traversal Ml nerability B ock 1
172. 86. 83. 125 147.237.77.17 |nazi.idf.i1{16798: HITP. G\U Bash HITP Header Renote Code Execution Vul nerability B ock 1
187. 45.193. 205 |Brazil 147.237.77.17 |nazi.idf.il1{19813: HITP. VérdPress Thene Ovi Orectory Traversal Wil nerability B ock 1




02-18-2016 to 02-19-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
46.137.81. 122 Irel and 147.237.77. 17 nazi.idf.il SQ Injection - Select From 26

74.63. 228. 226 Lhited Sates 147.237.77. 17 nazi.idf.il SQ Injection - Select From 4
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1

169. 54. 233. 124 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1

198. 20. 69. 74 Lhited Sates 147.237.77. 17 nazi . idf.il ET DRCP Dshi el d B ock Li sted Source 1




02-18-2016 to 02-19-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name |9 gnature | Devi ce Action |Count |
87. 69. 255. 49 | srael 147.237.77.17 |nazi.idf.il|Bad TOP sequence SN retransnit wth different w ndow scal e noni t or 128
192. 243. 55. 134 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNFACK retransnit with different w ndow scal e noni t or 60
192. 243. 55. 137 |Dom ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNPACXK retransnit wth different w ndow scal e noni t or 51
192. 243. 55. 136 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNPACXK retransnit wth different w ndow scal e noni t or 46
192. 243. 55. 132 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNFACK retransmit with different w ndow scal e noni t or 46
212.76.127.10 | srael 147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 45
192. 243. 55. 134 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 41
192. 243. 55. 131 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNFACK retransnit with different w ndow scal e noni t or 40
192. 243. 55. 134 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 40
52.7.46. 16 Lhited Sates |147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant [|Failed to handl e connection data noni t or 40
192. 243. 55. 129 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNFACK retransmit with different w ndow scal e noni t or 38
192. 243. 55. 133 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TOP sequence SYNWtACXK retransnmit with different w ndow scal e noni t or 38
54.173.9. 10 Lhited Sates |147.237.77.17 |nazi.idf.il|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 37
212.76.127.219 |lsrael 147.237.77.17 |nazi.idf.il|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 36
192. 243. 55. 138 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNPACXK retransnit wth different w ndow scal e noni t or 36
192. 243. 55. 130 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNPACXK retransnit wth different w ndow scal e noni t or 35
192. 243. 55. 136 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 34
192. 243. 55. 134 |Domi ni ca 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 33
192. 243. 55. 130 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 32
192. 243. 55. 135 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 32
192. 243. 55. 135 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 32
192. 243. 55. 132 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 31
84.228.101. 7 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SWNretransmt wth different w ndow scal e alert 30
192. 243. 55. 133 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TOP sequence I nval i d ACK nunber noni t or 30
192. 243. 55. 129 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 30
192. 243. 55. 135 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNFACK retransnit with different w ndow scal e noni t or 30
192. 243. 55. 129 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 28
192. 243. 55. 131 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 26
84.228.101. 7 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 26
192. 243. 55. 133 |Domi ni ca 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 26
192. 243. 55. 135 |Doni ni ca 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 25
192. 243. 55. 136 |Doni ni ca 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 25
192. 243. 55. 134 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber alert 24
192. 243. 55. 133 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 24
192. 243. 55. 132 |Doni ni ca 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 23
192. 243. 55. 129 |Domi ni ca 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 22
192. 243. 55. 137 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 22
192. 243. 55. 130 |Doni ni ca 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 21
192. 243. 55. 136 |Dom ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 20
192. 243. 55. 137 |Domi ni ca 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 20
192. 243. 55. 136 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 20
54. 85. 198. 156 Lhited Sates |147.237.77.17 |nazi.idf.il|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 20
192. 243. 55. 131 |Doni ni ca 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 20
192. 243. 55. 138 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 20
192. 243. 55. 135 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber alert 19
192. 243. 55. 133 |Domi ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber alert 18
192. 243. 55. 129 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 18
185. 120. 125. 59 147.237.77.17 |nazi.idf.il|drop SAMrul e drop 18
192. 243. 55. 130 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 18
192. 243. 55. 138 |Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 17




02-18-2016 to 02-19-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo|Target Address|Ste ‘S’ gnature Action ‘Count
84.108. 63. 117 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 7
66. 87. 78. 2 Lhited Sates |147.237. 77. 17 |mazi . i df. i |{Uhaut hori zed URL Access to nazi.idf.il/sip storage/files/3/5703.] pg. B ock 3
195.122.198. 110 (FZpeu?:)Ihl c 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefined B ock 2
62.90.176. 150 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
176.13.11. 118 |israel 147 237 77. 17 \razi i df i Par anet gr‘Typg Mol ati on Mast er $ucHeader $ucSear chQont r ol $t xt Search in B ock 2
W nazi . i df.il/14-he/igf . aspx
95. 86. 110. 135 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
40.77.167.12  |Wited Sates [147.237. 77. 17 |nazi .i of .i ﬁf‘:;;?” zed LR Access to mazi.idf.il/113-11269-hefx"xexxed, xixixex” xx B ock 1
192. 243. 55. 138 |Domi ni ca 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8346-he B ock 1
- .. . .{Uhaut hori zed URL Access to
192.243.55. 133 - |Doni ni ca 147.237.77. 17 nazi i df .| nazi.idf.il/tenpl ates/ newsl i st/ww i di egogo. comi proj ect s/ 121440 Bl ock !
109. 226. 22. 161 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
87. 69. 255. 49 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
208. 115.113. 82 |lhited Sates |147.237.77. 17 |nazi .idf.i|Uhaut hori zed UR. Access to igf.idf.il/14-10104-he B ock 1
66. 249. 64. 2 | srael 147.237.77. 17 |nazi .idf.i |Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 2 B ock 1
192. 243. 55. 136 |Donini ca 147.237.77. 17 |nazi .idf.i [Mil tipl e Unaut hori zed URL Access from 192. 243. 55. 136 B ock 1
185.3.144.112 |Israel 147.237.77. 17 |nazi .idf.i |PHP At t enpt B ock 1
Unaut hori zed URL Access to
95. 86. 116. 44 | srael 147.237.77. 17 |nazi .i df . i |mazi . i df . i |/6510- 9858- he/ i gf . aspx&a=u&ved=0ahukew mlakei ol | ahxj 1r gkhf ngdagqf g |B ock 1
gnnae&usg=af gj cnegt nr kn8v_e2u6e2z2f i yp4sgngw
80. 246. 133. 59 | srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. | pg B ock 1
46. 19. 86. 94 | srael 147.237.77. 17 |nazi .idf.i |0 stributed Uhaut hori zed URL Access on 147.237.77.17/sip storage/fil es/1/1351.jpg |B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/14-8331-he B ock 1
109. 226. 44. 156 |l srael 147.237.77. 17 |nazi .idf .1 |D stributed Uhaut hori zed URL Access on 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
91.193.51. 151 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to mazi.idf.il/sip storagel/files/0/10310. ) pg. com B ock 1
212.117. 154. 242]l srael 147.237.77. 17 |nazi .idf . i |Lhaut hori zed URL Access to 147.237.77.17/sip storage/files/ 1/ 1351. | pg B ock 1
66. 249. 64. 2 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-7712-he B ock 1
2.52.179.176 | srael 147.237.77. 17 |nazi .idf.i |0 stributed Uhaut hori zed URL Access on 147.237.77.17/sip storage/fil es/1/1351.jpg |B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/14-7713-he B ock 1
185. 3.144. 112 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to waww mazi . idf.il/xnrpc. php B ock 1
104. 131. 46. 154 |lhited Sates |147.237.77. 17 |nazi .idf.i{Mil ti pl e Uhaut hori zed URL Access from 104. 131. 46. 154 B ock 1
207.46.13.190 |wited Sates |147. 237. 7. 17 |nazi i of . i gﬁ‘;ﬁgg;ﬁiﬁ}_@cggi/gg :‘Z;); df . i1/3728- 11581 hel A—AA—AA—A? A-a€™Ag o\ 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8333-he B ock 1
157. 55. 39. 95 Lhited Sates [147.237. 77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8338-he B ock 1
Unaut hori zed URL Access to
95. 86. 71. 225 | srael 147.237.77. 17 |nazi . i df . i |mazi . i df . i1/4054- he/ i gf . aspx&a=u&ed=0ahukewj v9y2khol | ahxceq8khr Oxbni gf ggt maq |B ock 1
&usg=af qj cnf d4el 7gd2f asj auco8ynof vf zn7q
213.8.57.201 | srael 147.237.77. 17 |nazi .i df . i |Uaut hori zed UR. Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
66. 249. 64. 124 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-4983-he B ock 1
31.154.158.89 |lsrael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / x” B ock 1
185. 27. 105. 160 |l srael 147.237.77. 17 |mazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. j pg B ock 1
104. 131. 46. 154 |lhited Sates [147.237.77. 17 |nazi . i df.i|Unhaut hori zed URL Access to mazi.idf.il/450- he. aspx B ock 1
84.228.101. 7 | srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 1
208. 115.111. 75 |lhited Sates|147.237.77. 17 |nazi.idf.i|Uhaut hori zed UR. Access to nazi.idf.il/14-8347-he B ock 1
192. 243. 55. 135 |Donini ca 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
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