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Top Attackers 

66.249.75.121, Israel

66.249.69.46, Israel

31.168.225.146, Israel

66.249.75.8, United States

40.77.167.47, United States

68.180.230.40, United States

148.251.21.227, Germany

208.115.111.75, United States

66.249.75.121, United States

2.54.34.52, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.75.121 Israel 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 6

31.168.225.146 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 3

66.249.69.46 Israel 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 3

 02-17-2016 to 02-18-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 02-17-2016 to 02-18-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.75.8 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

66.249.75.121 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

94.102.48.193 Netherlands 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

59.45.79.117 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

128.199.63.156 Singapore 147.237.77.17 mazi.idf.il ET DROP Spamhaus DROP Listed Traffic Inbound 1

 02-17-2016 to 02-18-2016 



Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

79.182.21.118 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 49

213.151.35.218 Israel 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 36

80.178.157.42 Israel 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 36

109.64.39.60 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 35

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence monitor 21

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence SYN+ACK retransmit with different window scale monitor 20

149.88.45.176 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 16

138.134.102.15 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 16

188.120.154.45 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 14

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 14

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence SYN+ACK retransmit with different window scale monitor 13

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence SYN+ACK retransmit with different window scale monitor 12

192.243.55.129 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence SYN+ACK retransmit with different window scale monitor 11

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 10

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 10

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence SYN+ACK retransmit with different window scale monitor 10

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.120.174.149 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 9

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence SYN+ACK retransmit with different window scale monitor 9

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence SYN+ACK retransmit with different window scale monitor 9

195.239.16.40 Russian Federation 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 9

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

195.239.16.53 Russian Federation 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 9

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence SYN+ACK retransmit with different window scale monitor 9

192.243.55.129 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 8

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence monitor 8

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 8

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 7

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence SYN+ACK retransmit with different window scale monitor 7

79.179.55.200 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 6

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence SYN+ACK retransmit with different window scale monitor 6

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 6

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 5

192.243.55.129 Dominica 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 5

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence monitor 4

2.52.166.184 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 4

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

31.168.73.147 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

212.187.114.150 Netherlands 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

2.52.166.184 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

192.115.67.55 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

37.26.146.221 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

2.52.166.184 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilBad TCP sequence monitor 4

2.52.166.184 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address Site Signature
Device
Action

Count

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8330-he Block 1

148.251.21.227 Germany 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 148.251.21.227 Block 1

68.180.230.40
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

40.77.167.47
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-10525-he/igf.aspx Block 1

208.115.111.75
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 1

157.55.39.79
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/647-he/igf.aspx Block 1

95.86.77.185 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
m.mazi.idf.il/7322-11795-he/mazi.aspx&sa=u&ved=0ahukewi6mb_o1v7kahvgszokhrx_a
y0qfggvmaq&usg=afqjcngb9i08tw3fbb4lqxjmi_tdvhcb7w

Block 1

66.249.75.121 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/450-he.aspx Block 1

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/vodchannel/ Block 1

148.251.21.227 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

77.125.152.197 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

40.77.167.47
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

213.8.204.57 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

157.55.39.95
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8331-he Block 1

138.134.102.15 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

66.249.75.121 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

2.54.34.52 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage Block 1

207.46.13.129
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/templates/shared/usercontrols/vodchannel/ Block 1

157.55.39.17
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/610-8722-he/igf.aspx Block 1

80.246.133.76 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 1

46.19.86.25 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 1

157.55.39.112
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/450-he.aspx Block 1

141.212.122.193
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 1

68.180.230.40
United
States

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/571-he/igf.aspx Block 1

31.168.73.147 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

208.115.111.75
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-4983-he Block 1

157.55.39.76
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-10504-he/igf.aspx Block 1

91.121.101.78 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/Ù…ÙˆÙ‚Ø¹ Block 1

66.249.64.21 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/newsgallery/ Block 1
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