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66. 249. 75. 121, | srael

66. 249. 69. 46, | srael

31. 168. 225. 146, |srael
66.249.75.8, Lhited Sates
40.77.167.47, Whited Sates
68. 180. 230. 40, Lhited Sates
148. 251. 21. 227, Ger many
208.115.111. 75, Lhited Sates
66.249.75.121, lhited Sates
2.54.34.52, |srael




02-17-2016 to 02-18-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Atacker Geo |Target Address |Ste

|S gnature | Device Action |DPlocation. Location |Count |
66. 249. 75. 121 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 6
31. 168. 225. 146 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 3
66. 249. 69. 46 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3




02-17-2016 to 02-18-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



02-17-2016 to 02-18-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count
66. 249. 75. 8 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 75. 121 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
94. 102. 48. 193 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
128. 199. 63. 156 S ngapor e 147.237.77. 17 nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1




02-17-2016 to 02-18-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
79.182.21.118 | srael 147.237.77.17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 49
213.151. 35. 218 |Israel 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 36
80. 178. 157. 42 | srael 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 36
109. 64. 39. 60 | srael 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 35
192. 243. 55. 138 |Donini ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 21
192. 243.55. 135 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNPAXK retransnmit wth different w ndow scal e |monitor 20
149. 88. 45. 176 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence SWNretransnit wth different w ndow scal e noni t or 16
138. 134. 102. 15 |l srael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 16
188. 120. 154. 45 |l srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 14
192. 243. 55. 138 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 14
192. 243. 55. 136 |Donini ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNtFACK retransmit with different w ndow scal e |nonitor 13
192. 243.55. 137 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNPAXK retransnmit wth different w ndow scal e |monitor 12
192. 243.55. 129 |Donini ca 147.237.77. 17 |nazi .idf .il|Bad TCP sequence SYNFAXK retransnit with different w ndow scal e |nonitor 11
192. 243. 55. 135 |Doni ni ca 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
192. 243. 55. 138 |Donini ca 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
192. 243. 55. 138 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNFACXK retransnit wth different w ndow scal e |nonitor 10
192. 243. 55. 137 |Donini ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
46.120. 174. 149 |l srael 147.237.77. 17 |nazi .i df.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
192. 243. 55. 138 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 9
192. 243. 55. 132 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNtACK retransnit with different w ndow scal e |nonitor 9
192. 243. 55. 133 |Donini ca 147.237.77. 17 |nazi .idf .il|Bad TCP sequence SYNPAXK retransnit wth different w ndow scal e |nonitor 9
195. 239. 16. 40 Russi an Federation [147.237.77.17 |nmazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
192. 243. 55. 135 |Donini ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
195. 239. 16. 53 Russi an Federation [147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
192. 243. 55. 134 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNtACK retransnit with different w ndow scal e |nonitor 9
192. 243. 55. 129 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 8
192. 243. 55. 135 |Donini ca 147.237.77. 17 |nazi .idf .il|Bad TCP sequence noni t or 8
192. 243.55. 136 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 8
192. 243. 55. 136 |Donini ca 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243.55. 131 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNPAXK retransnit wth different w ndow scal e |monitor 7
79.179. 55. 200 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 6
192. 243. 55. 130 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNtACK retransnit with different w ndow scal e |nonitor 6
192. 243. 55. 135 |Donini ca 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber alert 6
192. 243. 55. 132 |Donini ca 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 129 |Donini ca 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243.55. 130 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 243. 55. 130 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 4
2.52.166. 184 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d sequence nunber noni t or 4
192. 243. 55. 137 |Donini ca 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
31.168. 73. 147 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 4
212.187. 114. 150 |Net her | ands 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 4
2.52.166. 184 | srael 147.237.77. 17 |nazi .idf.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
192. 115. 67. 55 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
192. 243. 55. 136 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 4
37.26. 146. 221 | srael 147.237.77. 17 |nazi .idf.il|]SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
2.52.166. 184 | srael 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243.55. 131 |Donini ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
192. 243.55. 137 |Donini ca 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval i d ACK nunber alert 4
192. 243. 55. 134 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 4
2.52.166. 184 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4




02-17-2016 to 02-18-2016

|Top Attackers In V\AF|

A tacker Devi ce

Action ‘Count

Attacker Address Geo Target Address |Ste ‘Sgnature

192.243.55.136 |Domnica |147.237.77.17|nmazi.idf.i|Unauthorized UR. Access to nazi.idf.il/14-8330-he B ock 1
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi .i df . i |Mil ti pl e Uhaut hori zed URL Access from 148. 251. 21. 227 B ock 1
68. 180. 230. 40 g];::: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
40.77. 167. 47 LSthlatt:sd 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 113- 10525- he/ i gf . aspx B ock 1
208. 115. 111. 75 g];::: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 1
157.55. 39. 79 LSthlatt:sd 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 647-he/ i gf . aspx B ock 1
Unaut hori zed URL Access to
95. 86. 77. 185 | srael 147.237.77. 17 |nazi .idf .i |m mazi . i df . i1/ 7322-11795- he/ mazi . aspx&sa=u&ed=0ahukew 6nb_olv7kahvgszokhrx_a |B ock 1
y0gf ggvnag&usg=af gqj cngb9i 08t waf bb4l gxj m _t dvhcb7w
66. 249. 75. 121 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/450- he. aspx B ock 1
192.243.55. 137 |Dominica |147.237.77.17|nazi.idf.i|Uaut horized URL Access to nazi.idf.il/tenpl at es/ shared/ user cont rol s/ vodchannel / B ock 1
148. 251. 21. 227 |Ger many 147.237.77. 17 |n@zi . i df .i {Uhaut hori zed UR. Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
77.125.152. 197 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
40.77. 167. 47 LSthlatt:sd 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
213. 8.204. 57 | srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 1
157. 55. 39. 95 Lshlmt:s 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8331-he B ock 1
138. 134. 102. 15 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 75. 121 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
2.54.34.52 | srael 147.237.77. 17 |nazi .idf .i|Uaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
207. 46. 13. 129 Lsh'mt:: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to ww nazi . i df.il/tenpl at es/ shared/ usercontrol s/ vodchannel /  |B ock 1
157. 55. 39. 17 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/610-8722- he/ i gf . aspx B ock 1
80. 246. 133. 76 | srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 1351. | pg B ock 1
46. 19. 86. 25 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 1
157. 55. 39. 112 LSthlatt:sd 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/450-he. aspx B ock 1
141.212.122.193 g];::: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-heli gf . aspx B ock 1
68. 180. 230. 40 LSthlatt:sd 147.237.77. 17 |nazi .idf.i|D stributed Unaut hori zed URL Access on 147.237.77. 17/ 571-he/ i gf . aspx B ock 1
31.168.73.147 |lsrael 147.237.77. 17 |nazi .idf . i |Unaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
208.115.111. 75 Lshlmt:s 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-4983-he B ock 1
157.55. 39. 76 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 113- 10504- he/ i gf . aspx B ock 1
91.121.101.78 |Fance 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/U..UU@ B ock 1
66. 249. 64. 21 | srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed UR. Access to igf.idf.il/tenpl ates/shared/ usercontrol s/ newsgal | ery/ B ock 1
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