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02-16-2016 to 02-17-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Attacker Geo |Target Address

|Ste |9 gnature | Device Action |CPlocation. Location |Count |
66. 249. 66. 189 | srael 147.237.77.17 |nazi.idf.il | TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 25
107. 150. 60. 76 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1
173.208. 206. 203 |lhited Sates |[147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




02-16-2016 to 02-17-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Davi ce Action |Oount |
162. 219. 4. 147 Lhited Sates 147.237.77.17 |nazi.idf.il |@25: HITP. access to admini strator/index. php -> Quarantine B ock 1
188. 165. 15. 236 France 147.237.77.17 |nazi.idf.il |@228: HITP. AhrefBot craw er B ock 1
51. 255. 36. 84 Uni ted Kingdom |147.237.77.17 |nazi.idf.il |Cl106: HITP. najestic bot B ock 1
151. 80. 31. 116 Italy 147.237.77.17 |nazi.idf.il |28 HITP. AhrefBot craw er B ock 1




02-16-2016 to 02-17-2016

|Top Attackers In |D|

Attacker Address|Attacker Geo |Target Address |Ste | gnature | count |
80.83.135. 131 [Georgia 147.237.77. 17 |nazi .idf.i|ET SCAN Potential SSH Scan 1
162.219.4.147 |Lhited Sates 147.237.77. 17 |nazi . i df . i || SERVER- WEBAPP adnmi n. php access 1
177.44.229. 254 |Brazil 147.237.77. 17 |nazi .i df .i JET SCAN Potential SSH Scan 1
5. 166. 236. 157 |Russi an Federation |147.237.77. 17 |nazi . i df . i l|ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
111. 37.249. 180 |Chi na 147.237.77. 17 |nazi .i df . i JET SCAN Potential SSH Scan 1
172.4.68.71 Lhited Sates 147.237.77. 17 |nazi .idf.il|Tehila - Perl LVWP wth fake user agent 1
185. 130. 5. 179 147.237.77. 17 |nazi . i dof .i JET SCAN Potential SSH Scan 1




02-16-2016 to 02-17-2016

|Top Attackers In FW |

Target Address

dte

Sgnature

Devi ce

‘Attacker Geo

Action

‘Count

37.26.148. 250 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 1029
37.26.148. 250 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 583
212.76.127.10 |Israel 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 81
87.79.69. 115 Cer many 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d sequence nunber noni t or 36
87.79.69.115 |Ger many 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 36
46. 19. 85. 139 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 36
87.79.69. 115 Cer many 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 36
46.19. 85. 139 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Invalid ACK nunber noni t or 36
87.79.69. 115 Ger many 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 36
46.19. 85. 149 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber alert 25
46. 19. 85. 149 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 25
37.26.148. 250 |l srael 147.237.77. 17 |nazi .i df . i [Bad TCP sequence noni t or 20
89. 138. 63. 209 |l srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 18
37.26.149. 241 |Israel 147.237.77.17 |razi i df i {Bad TCP sequence SnvACretransmt wih different Window - foonitor |18
109. 64. 39. 60 | srael 147.237.77. 17 |nazi . i df . i [SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 17
89.138. 63.209 |Israel 147.237.77. 17 |nezi .i of .i [Bad TGP sequence i{gfm retransmt with different window o po 10
212.76.127. 111 |l srael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
46.19. 85. 203 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invali d ACK nunber noni t or 9
46. 19. 85. 39 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 9
72.10.168.87 |Canada 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
195. 239. 16. 40 |Russi an Federation |147.237.77. 17 |nazi .i df.i|Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
37.26.149. 241 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
72.10. 168. 87 Canada 147.237.77. 17 |nazi .idf.i |Bad TCP sequence fz'JgO( retransmt wth different w ndow noni t or 9
195. 239. 16. 53 |Russi an Federation |147.237. 77. 17 |nazi . i df .i|Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
46.117. 64. 6 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 85. 39 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Invalid ACK nunber alert 9
37.26.148.250 |Israel 147. 237.77. 17 |nazi i o {1 $3M N9 ENgi ne: TP Segnent TCP segrent out of naxi mum al | oved drop 9
Limt Enf or cenent sequence. Packet dropped.
202. 29. 239. 187 |Thai | and 147.237.77. 17 |nazi .i df . i {drop SAMrul e drop 7
109. 65. 203. 63 |l srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
80. 130. 105. 43 |CGer many 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.149. 241 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 4
79.176. 4. 84 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.46. 38. 220 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 4
82.166. 84. 165 |l srael 147.237.77. 17 |nazi .i df . i [Bad TCP sequence Inval id ACK nunber alert 4
46.117. 64. 6 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 4
185. 3. 147. 223 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 4
82. 166. 84. 165 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
2.54. 36. 204 | srael 147.237.77. 17 |nazi . i df . i [Véb Server Enforcenent M ol ation VWb Servers 9 ow HITP Denial of Service rej ect 4
86. 25. 51. 239 Uni ted Kingdom |147.237.77.17 |nazi .idf.i|Bad TCOP sequence Inval id ACK nunber noni t or 4
46.19. 86. 128 | srael 147.237.77. 17 |nazi .i df . i [Bad TCP sequence Inval id ACK nunber noni t or 4
84.95. 198. 36 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d sequence nunber noni t or 4
77.127.245. 214 || srael 147.237.77. 17 |nazi . i df . i [SYN At tack SYN - > SYN-ACK -> RST rej ect 4
2.54.165. 73 | srael 147.237.77. 17 |nazi .i df . i |[Véb Server Enforcenent M ol ation Véb Servers S ow HITP Denial of Service rej ect 2
41.254.8. 151 Ij;rkghalnr iﬁ;;b 147.237.77. 17 |nazi . i df . i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 2
14.201.20.180 |Australia 147.237.77. 17 |nazi . i df . i [SYN At tack SYN - > SYN-ACK -> RST rej ect 1
46.117.65. 199 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 1
184. 105. 139. 87 |Lhited S ates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 86. 62 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
87.69.128. 8 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber alert 1
37.46. 38. 186 | srael 147.237.77. 17 |nazi .i df . i [Bad TCP sequence Inval id ACK nunber noni t or 1




02-16-2016 to 02-17-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address ‘Tar get Address|Ste ‘S gnature ) ‘Count
Ceo Action
81. 218. 241. 26 | srael 147.237.77. 17 |mazi .idf . i [Mul ti pl e Uhaut hori zed URL Access from 81. 218. 241. 26 Bl ock 3
79.176. 4. 84 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to waw nazi . idf.il/inages/transvi deocounter. gif Bl ock 2
162. 219. 4. 147 L;Ialt:: 147.237.77. 17 |nazi .i df . i |[PHP Attenpt Bl ock 2
157. 55. 39. 112 LSthlatt:sd 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to nazi.idf.il/14-8333-he Bl ock 1
84.228.245.71 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/5676-7827-helifg. aspx Bl ock 1
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
162. 219. 4. 147 g‘;ttees 147.237.77. 17 |nazi . i df . i [Uhaut hori zed LR Access to igf.idf.il/wp-1ogin. php Bl ock 1
146. 185. 56. 54 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif Bl ock 1
79.183.128. 217 |lsrael 147.237.77. 17 |nazi .i df .i [Mil ti pl e Unaut hori zed URL Access from 79. 183. 128. 217 Bl ock 1
208. 115. 113. 82 Lshlalts: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-10106- he Bl ock 1
Lhi ted L . .
162. 219. 4. 147 Sates 147.237.77. 17 |nazi . i df . i JAdmi n Bl ocki ng Bl ock 1
91. 196. 50. 33 Pol and 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to testp5. niel no. | ubin. pl/test proxy. php Bl ock 1
68. 180. 229. 218 g‘;ttees 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to waww nazi . idf.il/14-8335-he Bl ock 1
169. 229. 3. 91 g‘;tt:: 147.237.77. 17 |nazi .idf.i|Mil tiple |11 egal Byte Gode Character in Method from 169. 229. 3. 91 Bl ock 1
147.234.241.18 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
80 246.130.95 |1 srael 147 237 77. 17 \razi i of i Par anet er Typg Vol ati on Mast er $ucHeader $ucSear chnt r ol $t xt Search in B ock 1
WA mazi i df . i |/ 14-hel i gf . aspx
46. 117, 17, 48 srael 147 237 77. 17 \nazi i of i Par anet _er_Typ_e Mol ati on Mast er $ucHeader $ucSear ch@nt rol $t xt Search in B ock 1
wan mazi i df . i |/ 165- hel i gf . aspx
212.179.21.194 |lsrael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsli st/ undefi ned Bl ock 1
162. 219. 4. 147 gﬁ;ttg: 147.237.77. 17 |nazi .idf . i [Mul ti pl e Whaut hori zed URL Access from 162. 219. 4. 147 Bl ock 1
91.200.12.138 |lkraine 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to mazi.idf.il/5479-heligf.aspx/trackback/ Bl ock 1
195. 154. 146. 225|F ance 147.237.77. 17 |nazi .idf.i |l 1] egal HITP \ersi on HTH B ock 1
157. 55. 39. 95 LSthlatt:sd 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to nazi.idf.il/14-8338-he Bl ock 1
54.172.21.120 g];::: 147.237.77. 17 |mazi .idf . i |D stributed Unauthorized URL Access on 147.237.77. 17/ 3849-5035- he/ i gf . aspx Bl ock 1
212.199. 57.200 |lsrael 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 7/ 1087. | pg Bl ock 1
95. 86. 118. 117 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx Bl ock 1
79.183.128.217 |lsrael 147.237.77. 17 |nazi .idf .i|D stributed PHP At enpt Bl ock 1
Lhited .. . .JUnauthorized URL Access to
208.115.111.75 Sates 147.237.77. 17 |nazi . i df .| v nazi . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ vodchannel / Bl ock !
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