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02-15-2016 to 02-16-2016

|Top Attackers In IPS|

Attacker Address

| Attacker Geo

\ Target Address

|Ste

|Davi ce Action

50. 97. 138. 113 Lhited Sates 147.237.77. 17 nazi.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 74
50. 97. 138. 113 Lhited Sates 147.237.77. 17 nazi.idf.il |5670: HITP. SQ Injection (SALECT) B ock 10
85.17.112. 142 Net her | ands 147.237.77. 17 nazi.idf.il |ClO6: HITP. maj estic bot B ock 1
220. 156. 187. 4 Indi a 147.237.77. 17 nazi.idf.il |C28. HITP. Ahref Bot craw er B ock 1




02-15-2016 to 02-16-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |gte |9 gnature | count |
50.97.138. 113 Lhited Sates 147.237.77. 17 nazi.idf.il SQ Injection - Select Fom 18

66. 249. 66. 189 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2

123. 157. 146. 108 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1

218. 246. 0. 97 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1

93. 23. 130. 198 France 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1

194. 63. 140. 74 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




02-15-2016 to 02-16-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

‘ Target Address

Ste

dgnature

130. 203. 136. 75 |Uhited Sates 147.237.77. 17 |nazi i of . i \Awsl asteir(;/ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 55
109. 64. 39. 60 | srael 147.237.77. 17 |nazi . i df . i |[SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 33
195. 160. 242. 40 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 24
46. 19. 85. 6 | srael 147.237.77. 17 |nazi .i df .1 |[SYN Attack SYN - > SYN-ACK -> Ti nmeout rej ect 19
46. 19. 86. 13 | srael 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
70.197.128. 111 |Whited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
195. 160. 242. 40 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber alert 14
46.19.85.6 I'sr ael 147.237.77. 17 |nazi .i of .i |Bad TGP sequence Szglﬂgm retransmt with different window o ;0o 10
5.29.139.194 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 10
46.19. 86. 13 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
46.121. 243.52 |Israel 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK - > RST rej ect 9
195. 239. 16. 40 gs:;;”i on 147.237.77.17 nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data moni t or 9
195. 239. 16. 53 :ZZ:;} o 147.237.77.17 |nazi .i df i {Bl ock HTTP Non Gonpl i ant Failed to handl e connection data moni t or 9
149. 78. 169. 140 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 6
149. 78. 169. 140 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 5
83.144.17.2 Fance 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 116 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 86. 114 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 117 | srael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK - > RST rej ect 4
94.228.34.248 |United Kingdom |147.237.77.17|nazi.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
62.219.137.24 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 4
5. 102. 195. 50 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber noni t or 4
84.111. 108. 40 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 6 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout alert 4
62.219.137.24 |lsrael 147.237.77. 17 |nazi .idf . i |Bad TCP sequence I nval i d ACK nunber alert 4
84.111.108. 40 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
94.228.34.248 |United Kingdom |147.237.77.17|nazi.idf.i|Bad TCP sequence I nval i d ACK nunber alert 4
62. 219. 137. 24 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber noni t or 4
46.19. 86. 228 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 116 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 2
5.29.139. 194 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 2
46.19. 85. 160 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
37. 26. 146. 153 | srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.228.75.135 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e alert 1
212.150. 214. 90 |israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence ig‘fm retransmt wth different wndow oy o 1
5.29.77.143 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
66. 249. 93. 22 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.121. 112. 214 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
185. 3. 147. 103 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218. 206. 118|Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5. 29. 180. 239 | srael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK -> RST rej ect 1
208.115.113.82 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
5.22.135. 195 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
192.115.85.15 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval id sequence nunber noni t or 1
46. 19. 86. 249 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
172.56. 26. 95 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 6 | srael 147.237.77. 17 |nazi .i df . i [SYN At tack SYN -> SYN ACK -> RST rej ect 1
84.228. 75. 135 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SN retransmit wth different wndow scal e noni t or 1
212.179.172. 219]l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
5.29.77.143 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1




02-15-2016 to 02-16-2016

|Top Attackers In V\AF|

Devi ce

‘Attacker Go ‘Target Address [Ste ‘S’ gnature Action ‘Count
79.180. 175. 193 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefined B ock 10
109. 160. 158. 60 |l srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefined B ock 8
81.218.241.25 |lsrael 147.237.77. 17 |nazi .idf .i |Mil ti pl e Unhaut hori zed URL Access from 81. 218. 241. 25 B ock 7
188. 27.144. 14 |Ronani a 147.237.77. 17 |nazi .i df . i |[PHP At t enpt B ock 7
188.27.144. 14 |Ronani a 147.237.77. 17 |nazi .idf .i |Mil ti pl e Unhaut hori zed URL Access from 188. 27. 144. 14 B ock 6
188.27.144. 14 [Ronani a 147.237.77. 17 |nazi .idf . i |Adm n B ocki ng B ock 1
Russi an .. . . |Paraneter Type Molation folderid in
46.35.253. 161 Federation 147.237.77. 17 nazi i df .1 nazi .idf.il/tenpl atecontrol s/picturei nfol pi cturei nfo. aspx Bl ock !
212.143.90. 173 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/inages/ 1. he/l ogo. gi f B ock 1
207.46.13.124 |lLhited Sates 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 113- 10504- he/ i gf . aspx B ock 1
95.213.182. 43 23:;3: o 147.237.77.17 |nazi .i df .i {naut hori zed LR Access to nazi.idf.il/6216-heligf . aspx’ B ock 1
66. 249. 66. 173 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850-5187- he/ i gf . aspx B ock 1
208. 115. 113. 92 |Wited Sates 147.237.77. 17 |nazi . i of .i fga;;:;g” zed URL Access to igf.idf.il/3728- 11581- he/ xaexcex? xx'xexcex B ock 1
81.218.241.25 |lsrael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed UR. Access to nazi.idf.il/inages/ 1. he/l ogo. gi f B ock 1
Russi an .. . . {Parameter Type Molation lang in
46.35.253. 161 Federati on 147.237.77. 17 nazi i df .| nazi .idf.il/tenpl atecontrol s/ pictureinfol pi cturei nf 0. aspx Bl ock !
213.57.139. 187 |l srael 147.237.77. 17 |nazi .idf .i|D stributed PHP Attenpt B ock 1
208. 115.111. 75 |Lhited Sates 147.237.77. 17 |nazi . i df . i |{Mil tipl e Unaut hori zed URL Access from 208. 115. 111. 75 B ock 1
.. . . {Unauthori zed URL Access to
66. 249. 66. 189 || srael 147.237.77. 17 nazi i df .1 nazi .idf.il/tenpl ates/shared usercontrol s/ newsgal | ery/ Bl ock !
Russi an .. . .|Paraneter Type Molation DoclDin
46. 35.253. 161 Federation 147.237.77. 17 |nazi i df .| nazi .idf.il/tenpl atecontrol s/picturei nfol pi cturei nfo. aspx Bl ock !
N . . A _ _ x i TMy? Yy TM
208.115.113. 92 |Whited Sates  |147.237.77. 17 |nazi .i o .i Xu;::t r;osrrlxzed WRL Access to igh.idf.i1/5551-11516- he/ xZx@xoexxTx? XM 5 ooy 1
89. 138. 224.80 |lsrael 147.237.77. 17 |nazi .idf .i|D stributed Too Many of the Sane Response Code (404) B ock 1
62.219. 160. 202 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
213.57.139. 187 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to mnazi.idf.il/xnmrpc. php B ock 1
208.115.111. 75 |Lhited Sates 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to mazi.idf.il/450- he. aspx B ock 1
157.55.39.119 |lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
Russi an .. . .|Paraneter Type Molation FlelDin
46.35.253. 161 Federati on 147.237.77. 17 nazi i df .| nazi.idf.il/tenpl atecontrol s/ pictureinfol pi cturei nfo. aspx Bl ock !
212. 143.90. 173 |l srael 147.237.77. 17 |nazi . i df . i |{Mil tipl e Unaut hori zed URL Access from 212. 143. 90. 173 B ock 1
188. 27. 144. 14 |Ronani a 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to ww nazi . idf.il/phprmoadm n/ noadm n. php B ock 1
. .. . .{Unauthori zed URL Access to
91.200.12. 138 [Lkrai ne 147.237.77. 17 nazi i df .| nmazi.idf.il/foruns/tenpl at es/foruns/f orum aspx/ t r ackback/ Bl ock !
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
208.115.113.92 |Lhited Sates 147.237.77. 17 |nazi .idf .i|D stributed Too Many of the Sane Response Code (404) B ock 1
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