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W 220. 156. 187.4, India
85. 130. 190. 173, |srael
W 46.19.85.10, |srael
84.108. 125. 57, |srael
H 87.69.220.99, Israel
M 169.229.3.91, Lhited Sates
¥ 62.0.111. 135, Israel
W 79. 180. 166. 106, |srael
84.108. 186. 33, |srael
M 185.110.132. 54, null
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




02-14-2016 to 02-15-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
220. 156. 187. 4 I ndi a 147.237.77.17 nazi . idf.il (228: HITP.  AhrefBot craw er B ock 25




02-14-2016 to 02-15-2016

|Top Attackers In ID|
Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | count |
59.45.79. 117 Chi na 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1




02-14-2016 to 02-15-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
212.199. 66.195 |lsrael 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 268
2.52.128. 255 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 160
212.76.127.10 | srael 147.237.77. 17 |nazi.idf.il|B ock HTTP Non Conpliant |Failed to hand e connection data noni t or 81
176.13. 11. 16 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence noni t or 81
37.26. 148. 217 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 65
46. 120. 93. 201 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence noni t or 64
212.199. 66.195 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber alert 52
176.13.11. 16 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 46
89. 138. 85. 238 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 40
176.13. 11. 16 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 36
85. 65. 189. 168 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 29
109. 64. 39. 60 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 26
62. 0. 60. 82 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 25
46. 120. 93. 201 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 21
46. 120. 93. 201 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 20
212.76.127.219 |Israel 147.237.77.17 |nazi.idf.il|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 18
46. 19. 85. 144 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d sequence nunier noni t or 16
46. 120. 93. 201 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 16
68.180.228. 160 |[Whited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 15
68. 180.228. 160 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 15
37.26.148. 217 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 9
212.76.127. 44 | srael 147.237.77. 17 |nazi.idf.il|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
2.52.175. 116 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 9
176. 42. 67. 66 Tur key 147.237.77. 17 |nazi.idf.il|ldrop SAMrul e drop 7
109. 64. 57. 216 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval id ACK nunber noni t or 6
77.125.122.208 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 5
31.210.187.214 |Israel 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 5
46. 19. 85. 94 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
85. 64. 255. 185 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 4
109. 64. 148. 52 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 4
109. 64. 57. 216 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 4
212.199. 66.195 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
5.22.134.224 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 29 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence noni t or 4
46. 120. 93. 201 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNtAK retransmit with different wndow scal e |nonitor 4
84.110. 144. 205 |[Israel 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 4
109. 67. 206. 4 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence SN retransnmit wth different w ndow scal e noni t or 4
2.52.137.211 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 4
46. 120. 255. 80 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 4
91. 200. 12. 143 Lkr ai ne 147.237.77. 17 |nazi.idf.il|ldrop SAMrul e drop 4
94. 228. 34. 248 Uni ted Ki ngdom |147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 3
46. 19. 85. 29 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 3
40.77.167. 61 Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval id ACK nunber noni t or 2
94. 228. 34. 248 Uni ted Ki ngdom |147.237.77.17 |nazi.idf.il|Bad TOP sequence Inval id ACK nunber alert 2
5. 102. 254. 167 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
40.77. 167. 57 Lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 2
37.26. 146. 186 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
80. 246. 133. 239 |[Israel 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
46.116. 11. 139 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 2
173.252.120. 103 |Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber alert 2
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62.0.111. 135 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
85.130. 190. 173 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 2
79.180. 166. 106 |l srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
87. 69. 220. 99 | srael 147.237.77. 17 |nazi .i df .i |0 stribut ed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 2
46.19. 85. 10 I srael 147. 237. 77. 17 \nazi i of . i E,h%iat{atsr;)c))(rl zed URL Access to mnazi.idf.il/7343-11581- he/ xcexoex? x'x'xexce B ock 2
84.108. 125. 57 | srael 147.237.77. 17 |nazi .idf.i |0 stribut ed Uhaut hori zed URL Access on nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 2
85. 130. 190. 173 |l srael 147.237.77. 17 |nazi .idf .i |D stributed PHP Attenpt B ock 2
84.108. 186. 33 | srael 147.237.77. 17 |nazi .i df . i |[PHP At t enpt B ock 1
207. 46. 13. 16 g‘;ttees 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 113- 9368- he/ i gf . aspx B ock 1
40. 77. 167. 49 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to ww nmazi . idf.il/14-10105- he B ock 1
157. 55. 39. 119 g‘;ttees 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 113- 10524- he/ i gf . aspx B ock 1
84.108. 186. 33 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
207. 46. 13. 105 Lshlmt:s 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ 610-8722- he/ i gf . aspx B ock 1
80. 179. 37. 165 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
169. 229. 3. 91 g‘;tt:: 147.237.77. 17 |nazi .i df . i |Abnormal | y Long Request net hod B ock 1
85. 65. 189. 168 |l srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
68. 180. 229. 218 LSthlatt:sd 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to waww nazi.idf.il/14-8333-he B ock 1
207.46. 13. 124 g];::: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
109. 64. 209. 115 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
46.19. 86. 203 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to waw nazi . idf.il/inmages/transvi deocounter. gi f B ock 1
169. 229. 3. 91 g‘;tt:: 147.237.77.17 |nazi .idf.i|l11ega Byte Gode Character in Mthod B ock 1
77.125.122.208 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4637-5227- he/ i gf . aspx B ock 1
208. 115. 113. 82 LSthlatt:sd 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to igf.idf.il/tenplates/shared/ usercontrol s/ vodchannel / B ock 1
141. 212. 122. 112 g];::: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to /x B ock 1
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