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169.229.3.91, Lhited Sates
66. 249. 66. 189, | srael

109. 186. 154. 248, | srael

77.127. 216. 249, |srael

109. 65. 56. 248, |srael
213.57.139. 187, |srael
2.54.61.19, |srael

94.102. 48. 193, Net herl ands
213. 8.204. 66, |srael
68.180.228. 160, Lhited Sates




02-13-2016 to 02-14-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address
66. 249. 66. 189

|Atacker Geo |Target Address

|gte

|9 gnature | Device Action |DP location. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 6
37.26. 148. 247 | srael 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




02-13-2016 to 02-14-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Tar get Address |S te \S gnat ure |Davi ce Action |Oount
151. 80. 31. 123 Italy 147.237.77. 17 nazi.idf.il 28 HITP. AhrefBot craw er Bl ock 1
188. 165. 15. 234 France 147.237.77. 17 nazi.idf.il 228: HITP.  AhrefBot craw er B ock 1




02-13-2016 to 02-14-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count |
94.102. 48. 193 Net her | ands 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 1024 2
66.102. 9. 111 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
122. 152. 54. 168 Bangl adesh 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 231 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
66.192. 6. 154 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1
112.124.10. 141 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 227. 64. 115 Tai wan 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




02-13-2016 to 02-14-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

Sgnature

213. 8. 204. 48 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 71
212.76.127.10 | srael 147.237.77. 17 |nazi . i df . i CBlbr?iflki ;I;I’P Non Fail ed to handl e connection data noni t or 45
212.76.127. 44 |israel 147.237.77. 17 |nazi .i of .i g'oggl"i ;]Tp hon Fail ed to hand e connection data noni t or 36
213.151. 35. 218 |[Israel 147.237.77. 17 |nazi . i df . i CBlbr?iflki ;I;I’P Non Fail ed to handl e connection data noni t or 36
213. 8.204. 50 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 31
80. 179. 91. 165 I srael 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
46.19. 85. 12 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 16
46.19. 85. 12 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber aert 16
212.199.63.46 |lsrael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN ACK -> RST rej ect 11
195.239. 16. 40  |Russian Federation 147. 237. 77. 17 |nazi .i of . i ?'bg:lki ;l;rp hon Failed to hand e connection data noni tor 9
195. 239. 16. 53 Russi an Federation 147.237.77. 17 |nazi . i df . i ?Ibr(:slki ;I;I’P Non Fai l ed to handl e connection data noni t or 9
212.76.127.111 [Israel 147.237.77. 17 |nazi . i of .i ?'bg:lki ;';rp Non Fai l ed to hand e connection data moni t or 9
37.46. 38. 236 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 85. 45 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
212.76.127.219 |Israel 147.237.77. 17 |nazi .idf . i ?Ibr?;:lki grr:t_rp Non Fail ed to handl e connection data noni t or 9
84.228.180. 188 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 8
176. 42. 67. 66 Tur key 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 7
5.22.131. 29 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 6
37.46. 38. 155 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval id ACK nunber noni t or 6
213. 8. 204. 48 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SN retransmt wth different w ndow scal e aert 6
37.26.148.148 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 5
79.127. 43. 14 L;a”' Islamc Repudlic 147 537 77,17 |nazi i df .i{Bad TcP sequence I'nvali d ACK nunber al ert 5
79.127.43. 14 :)][an, I'slanc Repudl ic 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 5
89. 139. 13. 42 | srael 147.237.77. 17 |nazi .i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.117.177. 144 |l srael 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 4
91. 200. 12. 136 Lkrai ne 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 4
2.52.39. 227 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
91. 200. 12. 143 Lkr ai ne 147.237.77. 17 |n@azi . i df . i |drop SAMrul e drop 4
120. 52. 72. 46 Chi na 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 3
5. 22.129. 255 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 3
85. 64. 35. 36 I srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 2
199. 168. 142. 24 |lhited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 2
85. 64. 35. 36 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 2
185. 3. 147. 227 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
77.125.111. 138 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46.19. 86. 190 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
95. 82. 115. 131 'O;a” Islanmc Repudlic 1,47 537 77. 17 |nazi i of i {Bad TcP sequence I'nval i d ACK nunber noni t or 1
46. 19. 85. 58 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
85.64.132. 111 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
82. 80. 140. 226 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
64. 125. 239. 97 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 1
149. 78. 169. 140 |[Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 142 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
79.181.101. 194 |Israel 147.237.77. 17 |nazi .i f .i [Bad TCP sequence Ssca:g‘x retransmt wth different w ndow noni t or 1
77.126. 225. 224 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 247. 207|Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 68 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval i d ACK nunber noni t or 1
87.69. 154, 159 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber aert 1
213.8.204.19 I srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
84.0.124. 54 Hungary 147.237.77. 17 |nazi .i df . i |drop SAMrul e drop 1




02-13-2016 to 02-14-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |Ste Sgnature . Count
Ceo Action
109. 186. 154. 248|l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 4
77.127.216.249 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 3
2.54.61.19 | srael 147.237.77. 17 |nazi .i df . i |Suspi ci ous Response Code B ock 2
217.132.48. 152 |Israel 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
5.22.135. 153 | srael 147.237.77. 17|nazi .idf.i |PHP At t enpt B ock 1
213. 8. 204. 48 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
169. 229. 3. 91 g;:: 147.237.77. 17 |nazi .idf.i|lll1ega HITP \ersion B ock 1
Lhited S o
149. 50. 87. 20 Sates 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 1
79.181.193. 104 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
213.57.139. 187 |lsrael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
207. 46. 13. 164 Lshlmt:s 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-4983-he B ock 1
169. 229.3.91 gﬁ;ttg: 147.237.77. 17 |nazi .idf.i|lllegal Byte Gode Character in Header Val ue B ock 1
109. 65. 56. 248 | srael 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
68. 180. 228. 160 ;ﬂ;ttee: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed LRL Access to nazi.idf.il/tenpl ates/ shared/ usercontrol s/ newsgal | ery/ B ock 1
5.22.135. 153 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
213. 8.204. 50 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
169. 229. 3. 91 LShIaIts: 147.237.77. 17 |nazi .i df .i|Mal f or med URL gge oxAvk B ock 1
Lhi ted .. {Unauthori zed URL Access to
157.85. 39. 222 Sates 147.237.77. 17 nazi i df .| 147.237.77. 17/ tenpl at econtr ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
84.228.180. 188 |Israel 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 4947-8221- he/ i gf . aspx B ock 1
213.57.139. 187 |Israel 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
66. 249. 66. 173 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
208.115.113.91 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to mazi.idf.il/14-5475-he B ock 1
169. 229. 3. 91 ;h;:ee: 147.237.77. 17 |nazi .idf .i |l | egal Byte Code Character in Method 3A+AfOAAS Bl ock 1
77.125.87.0 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. j pg B ock 1
213. 8. 204. 66 | srael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt B ock 1
37.26.148.148 |lsrael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
169. 229. 3. 91 ;h;:ee: 147.237.77. 17 |nazi . i df .i [Unknown HTTP Request Met hod 3AxAfo# AS B ock 1
Lhi ted L
169. 229.3.91 Sates 147.237.77. 17 |nazi .i df . i |Abnornal | y Long Request net hod B ock 1
85.60.135.196 |Spain 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p storage/fil es/ 7/ 1087. | pg B ock 1
66. 249. 66. 189 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
5. 22.129. 255 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx B ock 1
208.115.113.91 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to mazi.idf.il/14-8334-he B ock 1
169. 229.3.91 Lshlmt:s 147.237.77.17|nazi .idf .i|l |l egal Byte Code Character in URL gqge oxAvk B ock 1
141.212.122. 177 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14- he/ i gf . aspx B ock 1
213. 8. 204. 66 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
54. 147. 176. 220 g‘;ttees 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3848- 5222- he/ i gf . aspx B ock 1
180. 250. 50. 253 |l ndonesi a 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/cgi-bin/test.sh B ock 1
169.229. 3. 91 g];::: 147.237.77.17|nazi .idf .i|l| | egal Byte Code Character in Header Name 7=1kAPAEA™bALKF Ac|[#1]] A?A2 Ava B ock 1
109. 65. 56. 248 |l srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
68. 180. 228. 160 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to mazi.idf.il/14-10105- he B ock 1
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