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W 88.248.98. 197, Turkey
89.43.124.11, Ronani a
W 31.44.135.71, Israel
185. 89. 217. 234, nul |
H 185. 89. 217. 226, nul |
W 41.34.241. 148, BEgypt
W 212.179.3. 44, Israel
W 220. 156. 187. 4, India
213. 239. 205. 66, Ger many
H 80.178.157.53, Israel




02-11-2016 to 02-12-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address [Ste |9 gnature | Device Action |DP location. Location |Count |
66. 249. 66. 134 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




02-11-2016 to 02-12-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |S te \S gnat ure |Davi ce Action \Ooum |
88. 248. 98. 197 Tur key 147.237.77.17 |nazi.idf.il|@25: HITP. access to admini strator/index. php -> Quarantine B ock 41
220. 156. 187. 4 I ndi a 147.237.77.17 |nazi.idf.il|C228: HITP. AhrefBot craw er B ock 3

188. 165. 15. 196 |France 147.237.77.17 |mazi.idf.il|C228: HITP. AhrefBot craw er B ock 1
195.10.212.190 |Netherlands |[147.237.77.17 |mazi.idf.il|16798: HITP. G\J Bash HITP Header Renote Gode Execution WVul nerability B ock 1

213. 239. 205. 66 |Cer many 147.237.77.17 |nazi.idf.i1|0543: HITP. php.cgi Access B ock 1

155. 94. 254. 143 |lhited Sates |147.237.77.17 |nazi.idf.il|16634: HITP. Apache HITP Server nod_status Request B ock 1




02-11-2016 to 02-12-2016

|Top Attackers In |D|

Attacker Address|Attacker Geo

|Target Address |Ste | gnature | count |
5. 143. 76. 26 Russi an Federation |147.237. 77. 17 |nazi .i df.i l|JET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
198. 12. 82. 58 Lhited Sates 147.237.77. 17 |nazi . i df .i |ET SCAN NVAP -sS wi ndow 1024 1
59.45.79. 117 Chi na 147.237.77. 17 |nazi . i df . i l|ET SCAN Potential SSH Scan

1




02-11-2016 to 02-12-2016

|Top Attackers In FW |

Target Address

dte

Sgnature

Devi ce

‘ Attacker Geo

‘Name

Action

‘Count

79.127. 43. 168 'O;a” Istanic Republic |17 237 77. 17 [nazi .i o i Bad TCP sequence Inval i d ACK nunber moni t or 432
79. 127. 43. 168 :J;a”' Istamc Republ i€ 1) 17 537 77,17 |mazi i df .i {Bad TCP sequence I'nval i d ACK nunber aert 248
62.219. 232. 131 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 81
208.115.111. 75 |Lhited Sates 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 40
212.76.127. 111 |l srael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 36
46.19. 85. 191 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber alert 36
80.178. 157. 42 |lsrael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 36
46.19. 85. 191 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 36
147.236.34. 10 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 18
212.76.127. 219 |l srael 147.237.77. 17 |nazi .idf .i|Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 18
37.26.148.131 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 16
185. 89. 217. 234 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 10
185. 89. 217. 226 147.237.77. 17 |nazi . i df . i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 10
46. 19. 85. 186 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN - > SYN- ACK - > Ti neout rej ect 10
195. 239. 16. 53 |Russi an Federati on 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
37.26.146.216 |lsrael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval i d ACK nunber alert 9
79. 178. 53. 96 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 9
37.26.146.216 |lsrael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 9
195. 239. 16. 40 |Russi an Federati on 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
91. 200. 12. 106 |krai ne 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 8
46.19. 85. 106 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 7
77.127.101. 139 |l srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
109. 64. 237. 222 |l srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 4
185. 89. 217. 229 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
91.200. 12. 141 |krai ne 147.237.77. 17 |nazi .i df . i {drop SAMrul e drop 4
46.19. 85. 107 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
2.52.18. 86 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
79.180. 110. 138 |l srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
185. 89. 217. 235 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
181. 170. 187. 47 |Argenti na 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 4
46.19. 85. 204 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
185. 89. 217. 231 147.237.77. 17 |nazi . i df .i |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 4
79.182. 150. 175 |l srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 86. 159 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 4
212.235. 77. 210 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 4
84.109. 243. 65 |Israel 147.237.77. 17 |nazi . i df .i |Bad TCP sequence I nval i d sequence nunber noni t or 4
2.52.136.8 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
185. 3.144. 117 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 3
79.176.144.11 |lsrael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
2.54.22.203 | srael 147.237.77. 17 |nazi .i df . i \\TSI :‘;r;?r Enf or cenent Véb Servers S ow HTTP Denial of Service rej ect 2
80. 82. 64. 68 Net her | ands 147.237.77. 17 |nazi .i df . i {drop SAMrul e drop 2
185. 89. 217. 230 147.237.77. 17 |nazi . i df .i |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 2
2.54.50. 87 I sr ael 147.237.77. 17 |nazi .i of . | \\,,1%3 aSteir(;/ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
147.236. 34. 24 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.143.12  |Israel 147.237.77.17 |nazi .i of .i “Vég asteir(;’ne' Enf or cenent Vb Servers Sow HITP Denial of Service rej ect 2
31.210.188.95 |lsrael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
183. 60. 243. 189 |Chi na 147.237.77. 17 |nazi .i df . i |dr op SAMrul e drop 1
73.22.239. 44 Lhited Sates 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber alert 1
147.235.8.77  |israel 147.237.77.17 |nazi .i of .i |Bad TCP sequence SZQ‘L:G( retransmt wth different window 0o 1
213.57.165. 71 |l srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval i d ACK nunber alert 1




02-11-2016 to 02-12-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address ‘Target Address |Ste ‘S‘ gnature ; ‘Count

Ceo Action
31.44.135.71 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 12
89.43.124.11 Romani a 147.237.77. 17 |nazi .idf .i |0 stributed PHP At enpt Bl ock 7
89.43.124. 11 Ronani a 147.237.77. 17 |nazi .i df . i |Mil ti pl e Uhaut hori zed URL Access from 89. 43. 124. 11 B ock 6
80. 178. 157. 53 | srael 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 3
79. 183.5. 10 | srael 147.237.77. 17 |nazi .idf .i |D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl at es/ newsl i st/ undefined B ock 2
17.138. 55. 108 LSthlatt:sd 147.237.77. 17 |mazi .idf . i {Mul ti pl e Uhaut hori zed URL Access from 17. 138. 55. 108 Bl ock 2
41.34.241.148 |Egypt 147.237.77. 17 |nazi .idf.i |PHP At enpt B ock 2
212.179. 3. 44 | srael 147.237.77. 17 |nazi .i df . i |[PHP At t enpt Bl ock 2
213. 239. 205. 66 |Ger many 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unaut hori zed URL Access from 213. 239. 205. 66 B ock 2
109. 65. 43. 138 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. | pg B ock 1
85. 65. 202. 64 | srael 147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to nazi.idf.il/xnhrpc. php Bl ock 1
46. 19. 85. 60 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. j pg Bl ock 1
212.179.3. 44 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to mnazi.idf.il/xnmrpc. php B ock 1
149. 78. 46. 68 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed UR. Access to nazi.idf.il/xnrpc. php Bl ock 1
89.43.124.11 Rormani a 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to ww nazi . i df.il/phprmoadm n/ noadm n. php Bl ock 1
41. 34.241. 148  |Eypt 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unhaut hori zed URL Access from 41. 34.241. 148 B ock 1

- - — - - - T — 5

208. 115. 113. 91 Lhi ted 147. 237 77 17 \azi i of i Lha‘ut h(.)'rlnzed URL Access to nazi.idf.il/4070-11595- he/ xZx—x0mex8§x2 Xxax>x XexY 8 ock 1

Sates XoX‘x§X" X", aspx
109. 253. 206. 248|l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storagel/files Bl ock 1
89.43.124. 11 Ronani a 147.237.77. 17 |nazi .idf . i |Adm n B ocki ng B ock 1
65. 55. 212. 95 LSthlatt:sd 147.237.77. 17 |mazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefined Bl ock 1
212.179.3. 44 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to waw nazi . idf.il/xmrpc. php B ock 1

Lhited .. . .JUnauthorized URL Access to
157.55.39. 222 Sates 147.237.77. 17 |nazi . i df .| 147.237.77. 17/ t enpl at econtrol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
94.199. 151. 22 LKJ?Ir:;éjom 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
208. 115. 113. 91 ;h;:ee: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to mazi.idf.il/U..UU B ock 1
131. 253. 24. 128 gﬁ;ttg: 147.237.77. 17 |nazi .idf .i|D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newslist/undefi ned Bl ock 1
68. 180. 228. 160 Lsh'mt:: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8335-he Bl ock 1
212.235.77.210 |lsrael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
17.138. 55. 108 g‘;tt:: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/shared usercontrol s/ vodchannel / Bl ock 1
169. 229.3.91 g‘;ttees 147.237.77. 17 |nazi .idf.i|Mil tiple |11egal Byte Gode Character in Mthod from169. 229. 3. 91 Bl ock 1

Unaut hori zed URL Access to
.. . Immazi.idf.il/7322-11795- he/ mazi . aspx&a=u& ed=0ahukewj u79goo_dkahwf f wBkhqb9
95.86.95. 98 | srael 147.237.77. 17 |nazi . i df .| apcqf ggymaué&si g2=uo- sl ng- aj hpeuznilj 3evw&usg=af gj cngb9i 08t waf bb4l gxj m _t dvhcb7 Bl ock !
w

85. 65. 202. 64 | srael 147.237.77. 17 |nazi .idf .i |D stri buted PHP Attenpt B ock 1
41.34.241. 148 |Egypt 147.237.77. 17 |nazi . i df . i |Unhaut hori zed UR_ Access to nazi.idf.il/xnrpc. php Bl ock 1
149. 78. 46. 68 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
79.143.180. 15 |Cer many 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/6367-he/nailto:igf @df.gov.il B ock 1
185. 89. 217. 232 147.237.77. 17 |mazi . i df . i |Suspi ci ous Response Code Bl ock 1
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