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02-10-2016 to 02-11-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |DP location. Location

66. 249. 66. 189 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 451
82.80.217.70 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 1
142. 54. 160. 214 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1
74.91. 28. 58 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




02-10-2016 to 02-11-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
220. 156. 187. 4 I ndi a 147.237.77.17 nazi . idf.il (228: HITP.  AhrefBot craw er B ock 14




02-10-2016 to 02-11-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count
66. 249. 66. 189 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
185. 130. 5. 165 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 161 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 249 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
91. 206. 200. 160 Lkr ai ne 147.237.77. 17 nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1




02-10-2016 to 02-11-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Ste Sgnature

‘ Target Address

212.76.127. 44 | srael 147.237.77. 17 |nazi .i df .1 |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 135
212.76.127.219 |lsrael 147.237.77. 17 |nazi .i df .i|Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 135
46. 19. 85. 141 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence Inval id ACK nunber alert 49
37.26. 149. 215 | srael 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 49
46. 19. 85. 141 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 49
212.76.127.10 | srael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 27
46. 19. 85. 62 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 17
185. 3. 144. 37 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 16
85. 130. 138. 166 |l srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence Inval id ACK nunber noni t or 16
85.130. 138. 166 |Israel 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 16
46. 19. 85. 62 | srael 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
46.19. 85. 139 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 9
195. 239. 16. 53  |Russi an Federati on 147.237.77. 17 |nazi .i df .1 |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
212.76.127. 111 |lsrael 147.237.77. 17 |nazi .i df .i|Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
87.69.204.136 |lsrael 147.237.77. 17 |nazi .i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
81.218. 70. 243 | srael 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 9
5.102. 242. 166 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 9
195. 239. 16. 40 Russi an Federation 147.237.77. 17 |nazi .i df .1 |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
79.127. 43. 168 'O;a” Islamc Repudlic 147 537 77 17|nazi i of i {Bad TCP sequence I'nval i d ACK nunber al ert 6
213. 8. 204. 46 | srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 6
79.127. 43. 168 ;a”' Islamc RpUDIIC 147 237,77, 17 |nazi i df .i {Bad TCP sequence I'nval i d ACK nurber noni t or 6
2.52.175. 123 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 6
77.126.161. 225 |Israel 147. 237.77. 17 |nazi . i df .i {Bad TCP sequence S:Ia\ll;etransmt wih different wndow oy or 6
37.46.38.0 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 86. 74 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 4
85.130. 138. 166 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 198 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 85. 252 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
5.29. 40. 43 I'sr ael 147.237.77.17 |nazi .i of .i |Bad TCP sequence f:;;e”ansm” with different i ndow moni t or 4
5.22.135.178 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 2
2.54.45. 213 | srael 147.237.77. 17 |nazi .idf .1 \AWBI aSIeirc\)/ner Enf or cenrent Véb Servers Sow HTTP Denial of Service |reject 2
109. 66. 182. 51 |l srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 2
2.54.188. 20 I'sr ael 147.237.77. 17 |nazi i of . i \Awsl aSteir(;/ner Enf or cenent Wb Servers S ow HITP Denial of Service |reject 2
125. 46. 26. 253  |Chi na 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 2
5. 22.130. 65 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
149.78. 214. 197 |l srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence Inval id ACK nunber noni t or 1
31. 210. 188. 95 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
109. 66. 34. 248 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
216.243.31. 2 Lhited Sates 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN ACK -> RST rej ect 1
2.52.175.123 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
62.37.83. 114 Spai n 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
188. 120. 154. 221|l srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence Inval id ACK nunber noni t or 1
180. 97. 106. 161 [Chi na 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
128.232.110.29 |Unhited Ki ngdom 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
23.254.243.17 |lhited Sates 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 1
85. 130. 186. 224 |Israel 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
213. 8. 204. 30 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
46.19. 86. 146 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence Inval id ACK nunber noni t or 1
185. 35. 62. 222 |Sntzerl and 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
149. 88. 37. 235 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1




02-10-2016 to 02-11-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo ‘Target Address |Ste ‘S gnature Action ‘Count
109. 66. 149. 48 | srael 147.237.77. 17 |nazi .idf.i|O stributed PHP At enpt B ock 2
46.19. 86. 132 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
208. 115. 111. 75 g];::: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-he B ock 1
Unhaut hori zed URL Access to
95. 86. 90. 191 | srael 147.237.77. 17 |nazi .idf . i jmazi . i df . i1 /5221- 6388- he/ i gf . aspx&a=u&ved=0ahukewj e6nf 1- ozkahvnnbokhxzsancqgf |B ock 1
ggnmai &usg=af gj cng5r ntl wl r f def goylnyn9gnbxhi w
66. 249. 66. 173 | srael 147.237.77. 17 |mazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4170-hel i gf . aspx B ock 1
5.29.187. 130 | srael 147.237.77. 17 |nazi . i df .1 |PHP Attenpt B ock 1
212.199. 224. 24 |l srael 147.237.77. 17 |mazi .idf . i |Mul ti pl e Uhaut hori zed URL Access from 212. 199. 224. 24 B ock 1
141. 212. 122. 177 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
85. 65. 117. 249 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
46.19. 86. 135 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. | pg B ock 1
208.115.113.91 gﬁ;ttg: 147.237.77. 17 |mazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / x” B ock 1
77.126.161.225 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
17.138.57.72 ;ﬂ;ttee: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/shared usercontrol s/ vodchannel / B ock 1
217.194. 198. 104|l srael 147.237.77. 17 |nazi .idf .i|O stributed PHP At enpt B ock 1
176.13.5. 221 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8344-he B ock 1
91. 206. 200. 160 |krai ne 147.237.77. 17 |mazi .i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ wp- | ogi n. php B ock 1
46.121. 82. 64 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
212.179. 3. 44 | srael 147.237.77. 17 |nazi .idf .i |D stributed PH? Attenpt B ock 1
109. 66. 149. 48 | srael 147.237.77. 17 |mazi .idf . i [Mil ti pl e Uhaut hori zed URL Access from 109. 66. 149. 48 B ock 1
79.176.57.1 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
23.254.243. 17 g];::: 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 1
217.194. 198. 104|l srael 147.237.77. 17 |nazi .i df .1 |0 stri but ed Lhaut hori zed URL Access on nazi.idf.il/xnhrpc. php B ock 1
207. 46. 13. 95 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
95. 86. 90. 191 | srael 147.237.77. 17 |nazi .i df .i [Mil ti pl e Uhaut hori zed URL Access from 95. 86. 90. 191 B ock 1
66. 249. 66. 169 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
5.29.187. 130 | srael 147.237.77. 17 |nazi .i df .i [Mil ti pl e Uhaut hori zed URL Access from 5. 29. 187. 130 B ock 1
212.179. 3. 44 | srael 147.237.77. 17 |nazi .idf.i|Mul ti pl e Uhaut hori zed URL Access from 212.179. 3. 44 B ock 1
109. 66. 149. 48 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to mazi.idf.il/xnhrpc. php B ock 1
79.178.118. 180 |lsrael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
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