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194.90. 233. 84, |srael

212.76. 104. 206, |srael

109. 67. 50. 138, |srael
216.4.56.139, Lhited Sates
23.254.243.17, Lhited Sates
85. 65. 177. 246, |srael

46. 120. 156. 245, | srael

220. 156.187. 4, India
208.115.113.91, Lhited Sates
5.39.222.159, Netherl ands




02-09-2016 to 02-10-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address
109. 67. 50. 138

| Attacker Geo

| Target Address

|9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
| srael 147.237.77. 17 nazi.idf.il Bl ock Udp All _Nets drop BBL.- | srael 3
142. 54. 160. 214 Lhited Sates 147.237.77. 17 nazi . idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




02-09-2016 to 02-10-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste
220. 156. 187. 4

|Sgnature |Davi ce Action |Oount |
I ndi a 147.237.77.17 |nazi.idf.il|C228: HITP. AnrefBot craw er B ock 2
52. 33. 227. 96 Lhited Sates |147.237.77. 17 |nazi.idf.il|17272: HITP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating Space Bl ock 1




02-09-2016 to 02-10-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
93. 173. 250. 234 | srael 147.237.77. 17 nazi . idf.il ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 1
212. 47.237. 95 Fance 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
82.117. 208. 243 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
194. 1. 238. 234 Russi an Federati on 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




02-09-2016 to 02-10-2016

|Top Attackers In FW |

Target Address

dte

Sgnature

Devi ce

‘ Attacker Geo

‘Name

Action

‘Count

84.94.198.122 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber alert 81
84.94.198. 122 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 73
46. 19. 85. 43 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval id ACK nunber noni t or 50
81.218.173.8 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence I nval i d sequence nunber noni t or 48
80.178. 157. 42 |lsrael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 36
46.19.85.7 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 36
212.76.127.10 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 27
46. 19. 85. 43 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber alert 25
212.76.127. 44 |lsrael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 18
46.19. 85. 231 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 18
46.19. 86. 107 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 10
84.111.50. 184 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 10
46.19. 85. 231 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber alert 9
212.76.127. 219 |l srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
195. 239. 16. 40 |Russi an Federation 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
46.19. 86. 107 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber alert 9
195. 239. 16. 53 |Russi an Federati on 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
2.52.56.207 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
46. 120. 156. 245 |l srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
5. 102. 195. 86 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval i d ACK nunber noni t or 5
37.26.146. 138 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence noni t or 4
64. 5. 53. 237 Lhited Sates 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
212.76.127. 111 |l srael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
79.127. 43. 185 'O;a”' Istamc Republ i€ 1) 17 537, 77. 17 |mazi .i o .i {Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 86. 170 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
79.127. 43. 185 :);a” Istamc Republ i€ 1) 17 537 77,17 |mazi i df .i {Bad TCP sequence Invalid ACGK nunber oni t or 4
37.26.146.138 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence alert 4
94. 230. 86. 255 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 4
213.8.118. 60 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 4
79.176.57.1 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence SN retransmit wth different w ndow scal e noni t or 4
23.254.243.17 |lhited Sates 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
2.54.179.183 |Israel 147.237.77.17 |nazi .i of . | \AW; asfi'r;]e' Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 2
185. 3.147. 216 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
2.54.16.131  [Israel 147. 237. 77. 17 |nazi . i of . i \AWZ asﬁro"ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
37.26.147.210 |lsrael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
2.54.134.138 | srael 147.237.77.17 |nazi .i df . i \\TSI :‘;r;?r Enf or cenent Véb Servers S ow HTTP Denia of Service rej ect 2
109. 184. 96. 102 |Russi an Federation 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
66. 249. 81. 216 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
149. 88. 34. 112 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber alert 1
46. 120. 98. 72 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 226. 28. 132 |l srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout alert 1
216.243.31. 2 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
85. 65. 124. 154 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
46.19. 85. 230 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
191.144.52. 48 |Col onbi a 147.237.77.17 |nezi .i of .i |[Bad TCP sequence ?g‘fm retransmt wth different wndow |y o 1
46.19. 85. 4 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 1
77.127.127.71 |lsrael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
176. 13. 13. 11 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
109. 253. 158. 25 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.117.72. 15 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval i d ACK nunber alert 1




02-09-2016 to 02-10-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Geo Target Address |Ste ‘S gnature Acti on ‘Count
194. 90. 233. 84 |l srael 147.237.77. 17 |nazi .i df.i |Mil ti pl e Uhaut hori zed URL Access from 194. 90. 233. 84 Bl ock 10
212.76. 104. 206 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 5
194. 90. 233. 84 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 3
216. 4.56. 139 gq'mt:: 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 3
Lhi ted . . .
23.254. 243. 17 Sates 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 3
- — - - - S r— ;
46. 120. 156. 245 || srael 147.237.77. 17 |azi i of i (12UE MOV T zed URL Access to www. mazi . i df. 11/4070-11595- he/ xZx—xex8x® xox xe 1oy 2
XY Xex‘x8x" x”, aspx
212.76.104. 206 |l srael 147.237.77. 17 |nazi .i df . i |Mil ti pl e Unaut hori zed URL Access from 212. 76. 104. 206 B ock 2
Uhaut hori zed URL Access to
95. 86. 87. 32 | srael 147.237.77. 17 |nazi .i df .i|mazi . i df .i1/3697- 10473- he/ i gf . aspx&a=u&ed=0ahukewj phnhsquvkahwre5okhssubkgq |B ock 1
f ggt man®usg=af gj cneucn®t 8xvj | zcvj - ri hnxj ei wii q
66. 249. 81. 216 |Israel 147.237.77. 17 |nazi .idf.i JUR_ is Above Root Drectory mnazi.idf.il/../inmages/ body.jpg Bl ock 1
5. 29. 58. 226 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. j pg Bl ock 1
85. 65. 177. 246 |l srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
213.8.118. 60 | srael 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed URL Access to 147.237.77. 17/ 4944- hel i gf . aspx B ock 1
95.175. 35. 73 | srael 147.237.77. 17 |nazi .idf.i {Mil ti pl e Uhaut hori zed URL Access from 95. 175. 35. 73 B ock 1
66. 249. 81. 248 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ favi con.i co B ock 1
5. 39. 222. 159 Net her | ands |147.237. 77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/rom0 Bl ock 1
208.115.113.91 g‘;tt:sd 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8330-he B ock 1
85. 65. 177. 246 |l srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
66. 249. 66. 173 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
173.252. 75. 118 gﬁ;tts: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to mazi.idf.il/sip_storage/files/6/5826.pg& nurefurl = Bl ock 1
66. 249. 81. 254 |l srael 147.237.77. 17 |n@zi . i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
87.69. 196. 147 |lsrael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
79.176.57.1 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237. 77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
46. 19. 86. 200 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx B ock 1

02-09-2016 to 02-10-2016



