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02-08-2016 to 02-09-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte | gnature | Devi ce Action |CP | ocati on. Locat i on | count
147.236. 238. 250 | srael 147.237.77. 17 nazi.idf.il Bl ock_Udp All _Nets drop BB.- | srael 3




02-08-2016 to 02-09-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Tar get Address |S te \S gnat ure |Davi ce Action |Oount
151. 80. 31. 131 Italy 147.237.77. 17 nazi.idf.il 28 HITP. AhrefBot craw er Bl ock 1
220. 156. 187. 4 I ndi a 147.237.77. 17 nazi.idf.il 228: HITP.  AhrefBot craw er B ock 1




02-08-2016 to 02-09-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte | gnature | Count
130. 25. 126. 247 Italy 147.237.77. 17 nazi.idf.il Tehila - Perl LW with fake user agent 6
130. 25. 126. 247 Italy 147.237.77. 17 nazi.idf.il LOCAL_RULES access attenpt to file nanager. php 2
46. 45. 137. 67 Tur key 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
114.37.21.8 Tai wan 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
218. 246.0.97 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
114.37.21.8 Tai wan 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
185. 130. 5. 165 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




02-08-2016 to 02-09-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
212.76.127.219 |Israel 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 90
46.19. 85. 232 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 81
80. 178. 157. 42 | srael 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 72
46.19. 85. 232 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 65
46. 19. 85. 213 | srael 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 38
212.76.127.10 | srael 147.237.77. 17 |nazi .idf.il|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 36
79.183.106. 164 |lsrael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence SWNretransnit wth different w ndow scal e noni t or 36
31.168. 165. 230 |Israel 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 36
46. 19. 85. 59 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber alert 36
212.76.127.111 |lsrael 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 36
46. 19. 85. 199 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 26
46.19. 86. 210 | srael 147.237.77. 17 |nazi .idf.il|]SYN At ack SYN -> SYN-ACK -> RST rej ect 25
2.52.14.20 | srael 147.237.77.17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 22
46.19. 85. 130 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 16
46.19. 85. 130 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 16
2.52.14. 20 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 9
37.26. 149. 191 | srael 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 9
2.52.14. 20 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 9
217.132.255.91 |lsrael 147.237.77.17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 9
195. 239. 16. 40 Russi an Federation [147.237.77. 17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
2.52.14. 20 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval i d sequence nunber noni t or 9
195. 239. 16. 53 Russi an Federation [147.237.77.17 |nmazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
46. 19. 86. 188 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
37. 46. 38. 63 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 213 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 5
41.82.92.179 Senegal 147.237.77. 17 |nazi . i df .il|Header Rgj ection header rejection pattern found i n request noni t or 4
212.76.127. 44 | srael 147.237.77. 17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 4
89.138. 111. 76 | srael 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 178 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
46.19. 85. 227 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 4
176.13.4. 97 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 3
185. 3. 147. 10 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 3
78.95.111. 61 Romani a 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
37.130.227.133 |Wnited Kingdom [147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
185. 89. 217. 227 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 2
157. 55. 39. 105 Lhited Sates 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 2
94. 230. 86. 157 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 2
89.138. 111. 76 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNtACK retransnit with different w ndow scal e |nonitor 2
157. 55. 39. 105 Lhited Sates 147.237.77. 17 |nazi .idf.ilJ]SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 1
213.204.101. 24 |Lebanon 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
104.131.107.95 |lhited Sates 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
5.102.254. 11 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 1
85. 130. 128. 143 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
193. 105. 134. 220 |Sweden 147.237.77. 17 |nazi .idf . i l|]SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
185. 89. 217. 228 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 1
184. 105. 139. 104 |Lhited Sates 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
155. 94. 254. 143 |lLhited Sates 147.237.77. 17 |nazi .idf.il|]SYN At ack SYN -> SYN-ACK -> RST rej ect 1
212.179.219.26 |lsrael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval i d ACK nunber noni t or 1
37.26.147.191 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
91. 207. 60. 64 kr ai ne 147.237.77.17 |nazi .idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1




02-08-2016 to 02-09-2016

|Top Attackers In V\AF|

Devi ce

‘Attacker G0 ‘Tar get Address|Ste ‘S gnature Acti on ‘Count
130. 25. 126. 247 |Italy 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 6
130. 25. 126. 247 |ltaly 147.237.77. 17 |nazi .idf .i [Mul ti pl e Admin Bl ocki ng from 130. 25. 126. 247 B ock 5
130. 25. 126. 247 |Itay 147.237.77. 17 |nazi .i df .i [Mil ti pl e Unaut hori zed URL Access from 130. 25. 126. 247 B ock 5
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 2
41.82.92.179 Senegal 147.237.77. 17 |nazi . i df .i |[Enai | collector robots 14 B ock 1
213. 8. 204. 57 | srael 147.237.77. 17 |mazi . i df . i jUnhaut hori zed UR. Access to mnazi.idf.il/xnrpc. php B ock 1
166. 137. 252. 32 |Lhited Sates 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 1
117.78. 13. 54 Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/14-he B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 4944- hel i gf . aspx B ock 1
192.118. 12. 102 |l srael 147.237.77. 17 |nazi .idf . i |D stri buted Unaut hori zed URL Access on 147.237. 77. 17/ 3849-5035- he/ i gf . aspx |B ock 1
91. 207. 60. 64 kr ai ne 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
41.82.92.179 Senegal 147.237.77. 17 |nazi .idf . i |eMii | Hoardi ng B ock 1
216. 72. 40. 186 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 1
176.13.4.97 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
130. 25. 126. 247 |Itay 147.237.77. 17 |nazi .i df . i |[Adm n B ocki ng B ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
194.90. 117.51 |[lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
130. 25. 126. 247 [Itay 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/adnin/categories. php/ | ogi n. php B ock 1
104. 131. 107. 95 [Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed Met hod HEAD for 147.237.77.17/ B ock 1
46.121. 229. 40 |Israel 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
185. 25. 151. 159 [Pol and 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to testp4. pospr.waw pl / t est proxy. php B ock 1
213. 8. 204. 57 | srael 147.237.77. 17 |nazi .i df . i |[PHP At t enpt B ock 1
Russi an .. . IUnaut hori zed URL Access to
146.185. 234. 48 Federati on 147.237.77. 17 |nazi . i df .| ww nazi . i df.i | /tenpl at es/ newsl i st/ newsl i st.in. aspxundefi ned Bl ock !
109. 169. 67.50 |United Kingdom |147.237.77.17 |nazi.idf.i|Miltiple Ml formed URL from 109. 169. 67. 50 B ock 1
54.167.183. 116 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3848-5222- hel i gf . aspx B ock 1
.. . . JURL is Above Root Director
185.89.217. 234 147.237. 77 17 |zt T ot o i1/ /i nages/ 1 be! e gat i on/ navi gati on_arrow gif Bl ock !
79.183. 106. 164 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 1

02-08-2016 to 02-09-2016




