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W 93.173.238.93, |srael
220.156. 187. 4, India

W 216.201. 148. 210, Wiited Sates
80. 178. 157. 42, | srael

W 79. 181. 206. 137, |srael

W 31.168. 114. 111, Israel

W 212.179.21. 194, |srael

W 79.176.230. 181, |srael
217.132.52.179, |srael

M 59.45.79.117, China




02-07-2016 to 02-08-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo | Target Address |gte | gnature | Devi ce Action |CP | ocati on. Locat i on | count
142. 54. 160. 210 Lhited Sates 147.237.77. 17 nazi.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




02-07-2016 to 02-08-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
220. 156. 187. 4 I ndi a 147.237.77.17 nazi . idf.il (228: HITP.  AhrefBot craw er B ock 8




02-07-2016 to 02-08-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | count |
216.201. 148. 210 Lhited Sates 147.237.77. 17 nazi .idf.il SQ Injection - Select Fom 8
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 2
115. 124. 64. 250 | ndonesi a 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1




02-07-2016 to 02-08-2016

|Top Attackers In FW |

Target Address

dte

Sgnature

Devi ce

‘ Attacker Geo

‘Name

Action

‘Count

213. 8.204. 16 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 386
213. 8. 204. 45 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 65
212.76.127.10 |lsrael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 54
46.19. 85. 198 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber alert 49
46. 19. 85. 202 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 49
46.19. 85. 202 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 49
46.19. 85. 198 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 36
212.76.127. 219 |l srael 147.237.77. 17 |nazi .idf .i|Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 27
46. 19. 86. 108 | srael 147.237.77. 17 |nazi . i df . i |ISYN At t ack SYN -> SYN- ACK -> RST rej ect 25
5. 102. 254. 99 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 20
5. 29. 68. 169 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 16
54.175.159. 67 |lhited Sates 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 16
46. 19. 86. 80 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 10
195. 239. 16. 53 |Russi an Federati on 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
37.26.148.241 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 9
37.26.147.247 |Israel 147.237.77.17 |nezi .i of . |Bad TCP sequence zg‘jm retransmt wth different window | oo 9
195. 239. 16. 40 |Russi an Federati on 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
37.26.148. 241 |lsrael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval i d ACK nunber alert 9
46. 19. 86. 108 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 9
109. 65. 197. 65 |lsrael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
79.127.43. 114 :);a”' Islamc Republ i€ 1) 17 537 77. 17 |nazi i o .i {Bad TCP sequence Invalid AGK nunber al ert 5
46. 19. 86. 80 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval i d ACK nunber alert 4
5.22.135. 233 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
37.142. 64. 90 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber alert 4
46.19. 86. 199 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37.142.64. 90 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
79.181.132.88 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
79.127.43. 114 Io;an, Islanc Repuol i c 147.237.77.17 |nazi .i df . i {Bad TCP sequence Inval id ACK nunber noni t or 3
5.22.131. 32 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
2.54.154.1 I sr ael 147.237.77.17 |nazi .i of . | \AW; asfi'r;]e' Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 2
46. 19. 85. 183 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 2
2.54.168.110 |Israel 147. 237. 77. 17 |nazi . i of . i \AWZ asﬁro"ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
46.19.85.183 [Israel 147.237.77. 17 |nazi .i of .i [Bad TCP sequence sScaI]:G< retransmt with different wndow ... 2
85. 64. 203. 158 |l srael 147.237.77. 17 |nazi .i df . i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 2
176. 13.1.57 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 2
5. 29. 68. 169 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 2
46.19. 85. 109 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 215. 78. 85 Pol and 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
176. 13. 23. 75 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 86. 2 | srael 147.237.77. 17 |nazi .i df . i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 1
146. 185. 234. 48 |Russian Federation  |147.237.77. 17 |nazi.idf.i|Bad TCP sequence ssca::‘]( retransmt wth different wndow ... 1
91. 135. 102. 169 |l srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 23 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
79.179.137.12 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 1
66. 249. 84. 244 |l srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.168.152.6 |Lhited Sates 147.237.77. 17 |nazi . i df .i |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 1
149. 78. 93. 55 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 203 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
130. 193. 51. 60 |Russi an Federation 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 1
216.218. 206. 79 |Lhited Sates 147.237.77. 17 |nazi .i df . i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 1




02-07-2016 to 02-08-2016

|Top Attackers In V\AF|

‘Attacker Geo ‘Target Addr ess

Ste

‘S gnature

Devi ce

‘Count

Action

93.173. 238. 93 |lsrael 147.237.77. 17 |nazi .idf.i [Mul ti pl e Uhaut hori zed URL Access from 93. 173. 238. 93 B ock 67
80. 178. 157. 42 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 4
79.181. 206. 137 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to wwy nazi .idf.il/tenpl at es/ newsl i st/undefi ned B ock 3
212.179.21. 194 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 2
79. 176. 230. 181 |I srael 147.237.77.17 |nazi . i of . | xl{:a:;gf” zed R Access to mnazi.idf. i1/7343- 11581- he/ xoexex? xixixexcexe gy 2
46.117. 63. 40 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
217.132.52. 179 |l srael 147.237.77. 17 |nazi . i df . i |haut hori zed URL Access to mazi.idf.il/xnirpc. php B ock 1
93.173.238.93 |lsrael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed UR. Access to nazi.idf.il/inages/ 1. he/l ogo. not B ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
5.29. 248. 144 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage/fil es B ock 1
66. 249. 78. 168 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to waw nazi . idf.il/14-10106- he B ock 1
Unaut hori zed URL Access to
95. 86. 88. 223 | srael 147.237.77. 17 |nazi . i df . i jmazi . i df . i1 /3697-9347- he/ i gf . aspx&a=u&ed=0ahukewj axoei ket kahwnv3i khf q0dcoqf |B ock 1
ggomai &usg=af qj cngwh6j vvnt gj r a335nu0r vddj ykyq
68. 180. 228. 160 |Lhited Sates |147.237.77.17 |mazi.idf.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / X B ock 1
31.168. 114. 111 |l srael 147.237.77. 17 |nazi .idf.i|D stributed PHP At enpt B ock 1
213. 8.204. 16 | srael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77.17/ 4223- hel i gf . aspx B ock 1
80. 246. 133. 175 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
66. 249. 78. 174 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
Russi an .. .JUnauthorized URL Access to
146. 185. 234. 48 Federati on 147.237.77. 17 |nazi . i df .| vy nazi . i df . i |/ tenpl at es/ newsl i st/ newsl i st. i n. aspxundef i ned Bl ock !
31.168. 114. 111 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to waw nazi . idf.il/xnrpc. php B ock 1
217.132.52. 179 |l srael 147.237.77. 17 |nazi .i df . i |[PHP At t enpt B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 4223- hel i gf . aspx B ock 1
176.13. 1. 57 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4637- 5227- he/ i gf . aspx B ock 1
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