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02-06-2016 to 02-07-2016

|Top Attackers In IPS|

Attacker Address

\Attacker Go \Tar get Address |Davi ce Action
220. 156. 187. 4 I ndi a 147.237.77. 17 nazi.idf.il (228: HITP.  AhrefBot craw er B ock
151. 80. 31. 147 Italy 147.237.77. 17 nazi.idf.il (228: HITP. AhrefBot craw er Bl ock
216.201. 148. 210 Lhited Sates 147.237.77. 17 nazi.idf.il 5670; HITP. SQ Injection (SALECT) Bl ock




02-06-2016 to 02-07-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |gte |9 gnature | count |
209. 126. 116. 147 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 2
54.68.171. 13 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
54.68.171. 13 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
198. 20. 69. 98 Lhited Sates 147.237.77.17 nazi.idf.il ET CRCP Dshi el d B ock Listed Source 1
218. 246.0.97 Chi na 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
54.68.171.13 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

Sgnature

Devi ce

Action

‘Count

46. 19. 85. 59 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 64
37.26.149.152 |Israel 147.237.77.17 |razi i df .i {Bad TCP sequence SrAqCretransmt wih different Wndow Jopnivor |37
138.134.102. 15 |lsrael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 36
79.179.217. 137 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 29
94. 159. 147. 75 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 27
46. 19. 85. 146 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 25
46. 19. 85. 146 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 25
77.126.167. 111 |Israel 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 22
2.52.60. 141 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
46. 19. 85. 59 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 16
212.76.127.10 | srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
195. 239. 16. 40 |Russi an Federati on 147.237.77. 17 |nazi . i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
212.76.127.219 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connecti on data noni t or 9
37.26.146.139 |israel 147.237.77.17 |nezi .i of .i |Bad TGP sequence ssca::‘]( retransmt with different window o .o 9
195. 239. 16. 53  |Russi an Federati on 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
46. 19. 85. 168 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 168 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 5
84.111.7.38 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 5
213.8.204. 2 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37.46. 38. 210 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 186. 41. 83 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 22 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 4
79.127.43. 190 :)][an, I'slanc Repudl ic 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 3
79.127. 43. 190 L;a”' 'slamc RepubliC 147 537 77,17 |nazi . i df . i [Bad ToP sequence Inval i d ACK nunber alert 3
185. 3.147. 175 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
46.19. 86. 91 | srael 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 2
37.237.208.101 |lraq 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN - > SYN- ACK -> Ti neout rej ect 2
37.237.208.101 |irag 147. 237.77. 17 |nazi .i of .i [Bad TCP sequence Ssca::a( retransmt with different wndow |, 2
46. 19. 86. 166 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.12.33 I srael 147.237. 77. 17 |nazi . i of . i \AW; asﬁr(fr Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
5.22.131. 62 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 2
2.54.17.119 | srael 147.237.77. 17 |nazi . i df . i yc?l aSIeirovner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
46.19. 86. 5 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 2
37.46. 39. 72 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
37.26. 149. 152 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber alert 1
46.120. 132. 129 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 1
5.22.131. 103 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
93. 73.250. 183 |lkraine 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 47 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
79.183. 165.219 |lsrael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.214.196. 25 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates 147.237.77. 17 |nazi .i df . i |dr op SAMrul e dr op 1
14.201.25.158 |Australia 147.237.77. 17 |nazi . i df . i [SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
46.19. 86. 216 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN - > SYN- ACK -> Ti neout rej ect 1
184. 105. 247. 232|lhited Sates 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
2.54.176. 32 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
46. 19. 86. 30 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 1
109. 253. 212. 163|l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different wndowscale |nonitor 1
79.176.111. 94 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 1




02-06-2016 to 02-07-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |Target Address|Ste ‘S gnature Action ‘Count
79.181. 204. 75 | srael 147.237.77. 17 |nazi .idf . i [Mul ti pl e Uhaut hori zed URL Access from 79. 181. 204. 75 B ock 20
213.151. 53. 39 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 19
192. 243. 55. 135 |Domi ni ca 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unaut hori zed URL Access from 192. 243. 55. 135 B ock 5
79.181. 165. 142 |Israel 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to mnazi.idf.il/xnrpc. php B ock 4
79.181. 165. 142 |lIsrael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 4
192. 243. 55. 133 |Doni ni ca 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unhaut hori zed URL Access from 192. 243. 55. 133 B ock 3
79.178. 136. 140 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
41.46.91.2 Egypt 147.237.77. 17 |nazi .i df . i |[PHP Attenpt B ock 2
192. 243. 55. 138 |Domi ni ca 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unhaut hori zed URL Access from 192. 243. 55. 138 B ock 2
192. 243. 55. 137 |Dom ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/tenplates/shared/ usercontrol s/ newsgal | ery/ B ock 1
146. 185. 234. 48 gz:;;r: on 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to igf.idf.il/tenpl ates/ newslist/newslist.in.aspxundefi ned B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to nazi.idf.il/14-10104- he B ock 1
192. 243. 55. 132 |Domi ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8330-he B ock 1
68. 180.228. 160 |lLhited Sates |147.237.77.17 |nazi.idf.i[Unhaut horized UR. Access to nazi.idf.il/14-8348-he B ock 1
66. 249. 78. 167 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il /4977 B ock 1
192. 243. 55. 131 |Donini ca 147.237.77.17 |nazi . i df .i [Mil ti pl e Unhaut hori zed URL Access from 192. 243. 55. 131 B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77. 17 |nazi.idf.i|Miltiple Illegal Byte Gde Character in Method from 169. 229. 3. 91 B ock 1
Unaut hori zed URL Access to
..o . Imazi.idf.il/3697-9028- he/ i gf . aspx&a=u&ed=0ahukewj | t 5Sh3hut kahuhpg4khuwcnm
31.44.135.215 I srael 147.237.77. 17 |nazi . i df .| ggoubccywaw&si g2=bduwsazpi Ei uvpguyzj nr g&usg=af qj c;ll\dhppl i udyhykccl ggm nga887e Bl ock !
aka
192. 243.55. 138 |Doni ni ca 147. 237.77. 17 |nazi . i of . i i{‘j‘it;l?rx',,_zzgptﬂ- Access to mazi.idf.il/4070-11595- he/ xzx—xoex§x® xxox xexY [ 1
192. 243. 55. 135 | Doni i ca 147. 237 77 17 \azi i o i xL?a:;g)(()ri zed URL Access to mazi.idf.il/3728-11581- he/ xgexcex? X'x'xexcexe B ock 1
94.159.147.75 |lsrael 147.237.77. 17 |nazi .idf .i |D stributed Uhaut hori zed URL Access on 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-10105- he B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unhaut hori zed URL Access from 192. 243. 55. 132 B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 6637- he/ bayabasha. aspx B ock 1
192. 243. 55. 129 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/14-8348-he B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to nazi.idf.il/14-10106- he B ock 1
162.244.29.92 |Canada 147.237.77. 17 |nazi . i df . i |[Paraneter Type Molation catid in nazi.idf.il/tenpl at es/ honepage/j oi nnai | i ngl i st . aspx B ock 1
68. 180. 228. 160 |lhited Sates |147.237.77.17 |nazi.idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-he B ock 1
66. 249. 78. 167 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / x” B ock 1
192. 243.55. 131 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-4980-he B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77. 17 |nazi.idf.i NJLL Character in URL B ock 1
37.142. 64. 36 | srael 147.237.77. 17 |nazi .i df . i |[PHP Attenpt B ock 1
207.46. 13. 95 Lhited Sates [147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
192. 243. 55. 135 |Domi ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery B ock 1
109. 65. 34. 171 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 1
79.179.217. 137 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to nazi.idf.il/14-4983-he B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to igf.idf.il/113-11581-he/ xoexoex? x'x'xexgexex?. aspx |B ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
41.46.91. 2 Egypt 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-8333-he B ock 1
164. 138. 121. 200]|! srael 147.237.77. 17 |nazi .idf . i[O stributed Lhaut hori zed URL Access on nazi.idf.il/inages/transvi deocounter. gi f B ock 1
192. 243. 55. 135 |Donini ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-7708-he B ock 1
79.181. 204. 75 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage/files/9/11479.)p B ock 1
192. 243. 55. 133 |Domi ni ca 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to igf.idf.il/14-he B ock 1
77.125.82. 141 | srael 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
192. 243. 55. 131 | Doni i ca 147. 237 77 17 \azi i o i xu;::t r;losrplxzed URL Access to mazi.idf.il/5551-11516- he/ xZx©@xaex'x™x? x§x"x™ B ock 1
Unknown HTTP Request Met hod ASAj gA—urAZ( CAEAR] [ #21] ][ [ #23] ] AAA 9AA,
169. 229. 3. 91 Lhited Sates |147.237.77.17 |mazi.idf.i|A[[#2]][' A (A& B ock 1
WAVAA?[ [ #15] ] ACSAL[ [#6]] [ [#18] ] 0ARA Al Ao; 5A [[#14]1rAlg in LR
37.142. 64. 36 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/xnhrpc. php B ock 1
192. 243. 55. 137 |Domi ni ca 147.237.77. 17 |nazi .i df .i [Mil ti pl e Unhaut hori zed URL Access from 192. 243. 55. 137 B ock 1
109. 253. 212. 163|l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
192. 243. 55. 134 |Donmi ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-8331-he B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-5475-he B ock 1
68. 180.228. 160 |lhited Sates |147.237.77.17 |mazi.idf.i|Miltiple Uhauthorized URL Access from 68. 180. 228. 160 B ock 1
46. 19. 86. 5 | srael 147.237.77. 17 |nazi .idf.i|D stri buted Unhaut hori zed URL Access on 147. 237. 77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
192. 243, 55. 130 |Doni i ca 147.237.77. 17 |razi i o .i ifa;;gf” zed URL Access to nazi. i df. 11/113- 11581- hef x0oxoex? x'xxexcexs Bock |1
169. 229. 3. 91 Lhited Sates [147.237.77.17|nazi.idf.i|Miltiple Abnornal |y Long Request from 169. 229. 3. 91 B ock 1
192. 243. 55. 138 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery B ock 1
192. 243. 55. 135 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/14-8347-he B ock 1
84.111.7.38 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
- .. . .JUnauthorized URL Access to
192.243.55. 133 |Dom ni ca 147.237. 77 17 Mzt VATV o6 5 o i1/ enpl at es/ newsl i st/ wn i di egogo. con pr of ect s/ 121440 B ock !
77.126.167. 111 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5039- he/ i gf . aspx B ock 1
192. 243. 55. 131 |Domi ni ca 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/sip storage/files B ock 1
192. 243. 55. 129 |Donini ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8344-he B ock 1
41.46.91. 2 Egypt 147.237.77. 17 |nazi .idf.i [Mil ti pl e Uhaut hori zed URL Access from4l.46.91. 2 B ock 1
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