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54.210. 137. 186, Whited Sates
220. 156. 187. 4, India

192. 243. 55. 134, Dom ni ca

80. 246. 133. 108, |srael

192. 243. 55. 136, Dom ni ca
192. 243. 55. 130, Domini ca
169.229.3.91, Lhited Sates
192. 243. 55. 133, Doni ni ca
87.68.77.242, |srael

192. 243. 55. 132, Domi ni ca
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02-05-2016 to 02-06-2016

|Top Attackers In IPS|
Attacker Address

|Attacker Geo |Target Address |Ste |S gnat ure |mvi ce Action |Oount |
220. 156. 187. 4 I ndi a 147.237.77.17 nazi.idf.il |C228: HITP. AhrefBot craw er B ock 13
202. 69. 240. 221 Hong Kong 147.237.77.17 nazi.idf.il |22280: HITP. Joonha (hject Injection Vil nerability B ock 1




02-05-2016 to 02-06-2016

|Top Attackers In |D|

Atacker Address |Attacker Geo |Target Address |Ste

|9 gnature | count |
89.248.172. 154 |Netherlands |[147.237.77.17 |nazi.idf.il|ET SCAN Potential VNC Scan 5800- 5820 1
183. 22. 40. 161 Chi na 147.237.77. 17 |nazi.idf.il|ET SCAN Behavioral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
209. 126. 116. 147 |Lhited Sates [147.237.77. 17 |nazi.idf.il|ET SCAN NVAP -sS w ndow 1024 1
111.137.177. 143 |Chi na 147.237.77. 17 |nazi.idf.il|ET SCAN Behavioral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
188. 6. 142. 254 Hungary 147.237.77. 17 |nazi.idf.i||[ET SCAN NVAP -sS w ndow 1024 1




02-05-2016 to 02-06-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name | gnature | Devi ce Action |Count |
212.76.127. 10 | srael 147.237.77.17 |nazi .idf.il|B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 117
54.210.137.186 |Lhited Sates 147.237.77. 17 |nazi.idf.il|drop SAMrul e drop 38
194. 73. 99. 35 United Kingdom [147.237.77.17 |nazi.idf.il{Bad TCP sequence SYNretransnit wth different wndow scal e |nonitor 25
85. 65.173. 131 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 16
46.116. 6. 234 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence SN retransmt wth different wndow scal e |nonitor 12
217.132.36. 147 |lsrael 147.237.77. 17 |mazi .idf.il{Bad TCP sequence SWNretransmit wth different wndow scal e |nonitor 10
46.19. 85. 162 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 10
46.19. 85. 141 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 10
46. 19. 85. 32 | srael 147.237.77. 17 |nazi .idf.il{Bad TCP sequence Inval i d ACK nunber alert 9
85. 64. 24. 193 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber aert 9
46. 19. 85. 32 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
195. 239. 16. 40 Russi an Federation [147.237.77. 17 |mazi.idf.il|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
85. 64. 24. 193 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
46. 19. 85. 34 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
212.29.197.181 |Israel 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 9
195. 239. 16. 53 Russi an Federation [147.237.77. 17 |nazi.idf.il|Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
46. 19. 85. 34 | srael 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN ACK - > RST rej ect 9
84.110. 109. 98 | srael 147.237.77. 17 |nazi .idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 8
149. 78.138.192 |lsrael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence SWNretransnmit wth different wndow scal e |nonitor 8
87. 68. 245. 100 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e |nonitor 8
84.110. 109. 98 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber alert 8
46. 19. 86. 173 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 8
46. 19. 86. 173 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 7
46. 19. 86. 75 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 5
2.52.144. 141 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 5
79.183.110. 73 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 5
2.52.144. 141 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 5
5.22.131. 43 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 158 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
2.54.191.130 | srael 147.237.77. 17 |nazi.idf.il|Véb Server Enforcenent Mol ation |VWeb Servers 9 ow HITP Denial of Service rej ect 4
5.102. 254. 141 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
37.26.147. 196 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 4
46.120. 219. 220 |l srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 4
37.26.147. 196 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 4
85. 65. 173. 131 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 2
2.54.132. 54 | srael 147.237.77. 17 |nazi.idf.il|Véb Server Enforcenent Mol ation |VWeb Servers 9 ow HITP Denial of Service rej ect 2
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
74.82.47.56 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
212.29.197.181 |lsrael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber alert 1
5.22.131. 75 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 1
54.72.73. 168 Irel and 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
184. 105. 247. 239 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
130. 193. 51. 60 Russi an Federation |147.237.77. 17 |nazi.idf.il]SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
46. 19. 85. 48 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
84.108. 11. 105 | srael 147.237.77. 17 |nazi .idf.il{Bad TCP sequence Inval i d ACK nunber alert 1
212.76.127.122 |lsrael 147.237.77. 17 |nazi.idf.il|Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 1
46. 19. 85. 2 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
68.180.228. 160 |lLhited Sates 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber aert 1
46.120. 86. 79 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1




02-05-2016 to 02-06-2016

|Top Attackers In V\AF|

Devi ce

‘Attacker Go Target Address |Ste ‘S gnature Acti on ‘Count
54.210.137. 186 |Lhited Sates 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 54. 210. 137. 186 B ock 11
54.210.137. 186 |Lhited Sates 147.237.77. 17 |nazi .i df . i |[PHP Att enpt B ock 8
80. 246. 133. 108 |l srael 147.237.77. 17 |nazi .idf.i |D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 6
192. 243. 55. 134 |Doni ni ca 147.237.77. 17 |nazi .i df.i |Mul ti pl e Uhaut hori zed URL Access from 192. 243. 55. 134 B ock 3
87.68. 77. 242 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter.gif B ock 2
192. 243. 55. 136 |Doni ni ca 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unhaut hori zed URL Access from 192. 243. 55. 136 B ock 2
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi .idf .i|Mil tiple |1l egal Byte Gode Character in Method from 169. 229. 3. 91 B ock 1
81.218.130.54 |[lsrael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx B ock 1
66. 249. 78. 167 |l srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8333-he B ock 1
46.120. 32. 184 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
2.52.51.154 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 3850-5216- he/ i gf . aspx B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/14-7710-he B ock 1
Russi an .. . JUhauthori zed URL Access to
146.185. 234. 48 Federati on 147.237.77. 17 |nazi . i of .| W nazi . i df.il/tenpl at es/ newsl i st/ newsl i st. i n. aspxundef i ned B ock !
194. 73.99. 35 Uni ted Ki ngdom |147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 1351. ) pg B ock 1
79.176. 13. 32 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 1
L .. . JUnauthorized URL Access to
192.243. 55, 134 1Dom ni ca 147.237.77. 17 |nazi i df .| nazi .idf.il/tenpl ates/ newsl i st/wwu i di egogo. con proj ect s/ 121440 Bl ock !
54, 210.137. 186 |Lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to waw nazi.idf.il/113-he/ pi wi k. php B ock 1
5.102. 254. 141 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4637-5227- he/ i gf . aspx B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8335-he B ock 1
185. 49. 14. 190 |Pol and 147.237.77. 17 |nazi . i df . i jUnaut hori zed URL Access to testp3. pospr.waw pl /test proxy. php B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
192. 243. 55. 136 |Donm ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8350- he B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-7711-he B ock 1
54.167.183. 116 |Lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3848-5222- he/ i gf . aspx B ock 1
2.54.154. 19 | srael 147.237.77. 17 |nazi .idf.i|D stri buted Unaut hori zed URL Access on 147. 237. 77. 17/ 4944-he/ i gf . aspx B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to nazi.idf.il/14-4980-he B ock 1
149. 78. 138. 192 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
217.132. 36. 147 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 1351. j pg B ock 1
79.181. 18. 45 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter.gif B ock 1
54.210.137. 186 |Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to www nazi . idf.il/14-he/ pi w k. php B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-7713-he B ock 1
40.77.167. 8 Lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
192. 243. 55. 129 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsli st/ undefi ned B ock 1
87.68. 245. 100 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
68.173.144.90 |lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter.gif B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ |B ock 1
192. 243. 55. 134 | Do ni ca 147. 237 77. 17 \nazi i o i thO:)l(J"t.I;osrplxzed URL Access to igf.idf.il/5551-11516-he/ xZx@xoex'x™x? x§x"x™ 5 ock 1
2.54.186. 73 | srael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77. 17/ 4944- hel i gf . aspx B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8346-he B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi . i df .i [Mil ti pl e Abnornal |y Long Request from 169. 229. 3. 91 B ock 1
54.210.137. 186 |Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to www nazi.idf.il/piw k. php B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-7712-he B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/14-8345-he B ock 1
46.116. 6. 234 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 192. 243. 55. 130 B ock 1
93.172.157. 62 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
68. 180. 228. 160 |Wnited Sates  |147. 237. 77. 17 |nazi . i of . xmvaff.zf’xréxz__e:ﬂ,. L;LIOXACCGSS to mazi.idf.il/4070- 11505 el xzx—xqexGx xox xe|gy 1
192. 243. 55. 137 |Dom ni ca 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-he B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / x” B ock 1
2.54.191.130 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi . i df .i [Mil ti pl e Uhaut hori zed URL Access from 192. 243. 55. 132 B ock 1
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