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02-04-2016 to 02-05-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address
54.67.38. 74

| Attacker Geo

| Target Address |ste

| gnature | Devi ce Action |CP | ocati on. Locat i on |count |
Lhited Sates 147.237.77.17 nazi .idf.il |DOS- htt pdx- hr eadr equest - FS dest - r eset BBL- Fr ankf urt 1
142. 54. 160. 213 Lhited Sates 147.237.77. 17 nazi .idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




02-04-2016 to 02-05-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address \Ste

|Sgna1ure |Davi ce Action |Oount |
220. 156. 187. 4 I ndi a 147.237.77.17 nazi.idf.il |C228: HITP.  Anref Bot craw er B ock 32
121. 100. 143. 153 Chi na 147.237.77.17 nazi.idf.il |22280: HITP. Joonha (pj ect Injection Vil nerability B ock 2




02-04-2016 to 02-05-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature |count |
61. 240. 144. 67 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
180. 97. 106. 161 Chi na 147.237.77. 17 nazi . idf.il ET SCAN Potential SSH Scan 1
194. 44. 19. 210 Lkr ai ne 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
128. 199. 58. 141 S ngapor e 147.237.77. 17 nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
185. 112. 81. 67 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




02-04-2016 to 02-05-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

‘ Target Address

Ste

dgnature

5. 29. 68. 221 | srael 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 96
2.52.133.2 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 81
212.76.127.10 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 59
212.76.127.219 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 45
46. 19. 85. 103 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 36
46.19. 85. 103 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 36
46. 19. 85. 209 | srael 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
176. 228. 76. 25 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 18
84.94. 74. 185 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 16
109. 186. 163. 111 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 16
5. 102. 254. 99 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 14
37.46. 39. 167 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 12
46.117. 80. 182 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 10
84.94. 74. 185 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 9
84.108. 83. 27 | srael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK - > RST rej ect 9
109. 186. 163. 111 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 9
195. 239. 16. 40 gz:;;”i o 147.237.77.17 |nazi .i of .i {8 ock HTTP Non Conpl i ant Fail ed to handl e connection data moni t or 9
5.102. 254. 134 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
46.19.85. 14 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 9
195. 239. 16. 53 gs:;;”i on 147.237.77.17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai l ed to handl e connection data moni t or 9
77.127.32. 63 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 7
5. 102. 254. 60 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 5
93.172.157.62 |lsrael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK -> RST rej ect 5
31.210.187. 172 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 5
46.117.80.182 |Israel 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 5
94. 230. 86. 174 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber noni t or 5
79.179.52.248 | srael 147.237.77. 17 |nazi .i of .i |Bad TCP sequence Ssca::m retransmt wth different wndow oy o 4
37.26.147. 148 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 61 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
149. 78. 219. 19 | srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 72 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 4
37.46. 39. 209 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
31.210.188.25 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
87.69.123.41  [israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence Sscaljgm retransmt with different window o ;0o 4
46. 19. 85. 22 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 212 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 72 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
192. 243. 55. 133 |Donmi ni ca 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
79.179. 52. 248 | srael 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 4
37.26.147. 148 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 4
89. 138. 120. 7 | srael 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
217.132. 98. 28 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
192. 243. 55. 135 |Domi ni ca 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
2.54.3.7 I srael 147.237. 77. 17 |nazi . i of . i “Wsl asﬁr(;’ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
2.54.11. 34 I'sr ael 147.237.77. 17 |nazi i of . i \Awsl asteir(;/ner Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 2
79.181.213.106 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnmit wth different w ndow scal e noni t or 2
2.52.9.191 | srael 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
79.179. 52. 248 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 2
2.54.38. 47 I'sr ael 147.237.77. 17 |nazi i of . i \Awsl asteir(;/ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
213.57.133.213 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 2
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|Top Attackers In V\AF|

‘Attacker Geo ‘Target Addr ess

Ste

‘S’ gnature

Devi ce

‘Count

Action

212.76.122. 67 |lsrael 147.237.77. 17 |nazi .idf .i|D stribut ed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 9
109. 67. 101. 43 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 4
80. 246. 130. 137 |1 srael 147 237. 77. 17 \nazi i of . i Xl{:a:;g;ri zed URL Access to mnazi.idf.il/7343-11581- he/ xoex0ex? x'x'xexpexs B ock 3
46.120. 116.55 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
87.68. 77. 242 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Unaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
37.26.148.186 |lsrael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 1/ 2061. j pg B ock 1
192. 243. 55. 135 |Doni ni ca 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8330-he B ock 1
93.172.157.62 |1srael 147.237. 77. 17 \rnazi i df i Pargqet er Type M oI_ati on Mast er $ucHeader $ucSear ch@nt rol $t xt Search in B ock 1
nazi .idf.il/683-he/igdf.aspx
68. 180. 230. 40 |lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
66. 249. 65. 238 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/5013- he/i gf . aspx B ock 1
2.52.40. 155 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/resource/ userfol | ow esourcel creat e/ B ock 1
149. 78. 105. 168 |l srael 147.237.77. 17 |mazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/591-he/i gf . aspx B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
77.127.32. 63 | srael 147.237.77. 17 |nazi . i df . i f[Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 65. 245 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 692-he/i gf . aspx B ock 1
213.8.204.78 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
31.168. 114, 111 |Israel 147.237.77. 17 |nazi .i df . i |[PHP Att enpt B ock 1
176.228. 76. 25 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 113-he/i gf . aspx Bl ock 1
66. 249. 65. 231 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 41-he/ i gf . aspx Bl ock 1
192. 243.55. 137 |Domi ni ca 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / |B ock 1
146. 185. 234. 48 gz:;nl o 147.237.77.17 nazi . i df .i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/newslist/newsl ist.in. aspxundefined |B ock 1
79.178.175. 1 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4146-hel i gf . aspx B ock 1
66. 249. 78. 167 |l srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ vodchannel / |Bl ock 1
217.132.51. 233 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4944- he/i gf . aspx B ock 1
31.168.114. 111 |Israel 147.237.77. 17 |mazi . i df . i {Unhaut hori zed UR. Access to mnazi.idf.il/xmrpc. php B ock 1
192. 243. 55. 131 |Doni ni ca 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8331-he B ock 1
93 172.157. 62 |1srael 147 237 77. 17 \razi i df i Pargnpat er Type Mol a}ti on Mast er $ucHeader $ucSear chCont r ol $t xt Search in B ock 1
nazi . i df.il/4150- he/ i gf . aspx
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 671-he/i gf . aspx B ock 1
66. 249. 65. 231 |lsrael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 675-heli gf . aspx B ock 1
199. 203.215.1 |Israel 147.237.77. 17 |nazi . i df . i [haut hori zed URL Access to 147.237.77.17/sip storage/files/1/1351.j pg B ock 1
Russi an .. . .{Uhaut hori zed URL Access to
146. 185. 234. 48 Federati on 147.237.77. 17 nazi i df .| viwy nazi . i df . i1/ tenpl at es/ newsl i st/ newsl i st. i n. aspxundef i ned Bl ock !
79.181. 213. 106 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. j pg B ock 1
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