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183. 60. 243. 190, Chi na

220. 156. 187. 4, India

192. 116. 232. 69, |Israel
169.229.3.91, Lhited Sates
66. 249. 78. 242, | srael

138. 134. 102. 16, |srael
52.89.219.227, Lhited Sates
46. 19. 86. 105, |srael

66. 249. 78. 167, | srael

81. 218. 56. 125, |srael




02-03-2016 to 02-04-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address
81.218. 56. 125

| Attacker Geo

| Target Address

|Ste

|9 gnature | Devi ce Action | P 1 ocati on. Locat i on | Count
| srael 147.237.77. 17 nazi .idf.il Bl ock Udp All _Nets drop BBL.- | srael 2
142. 54. 160. 211 Lhited Sates 147.237.77. 17 nazi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
146. 185. 239. 100 Russi an Federation 147.237.77. 17 nazi.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




02-03-2016 to 02-04-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Address |Ste |Sgna1ure |Davi ce Action |Oount |
220. 156. 187. 4 I ndi a 147.237.77. 17 nazi.idf.il 28: HITP.  AhrefBot craw er B ock 24
183. 60. 243. 190 Chi na 147.237.77. 17 nazi .idf.il Q003: HITP: phpM/Admi n access B ock 1




02-03-2016 to 02-04-2016

|Top Attackers In |D|

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | count |
52. 89. 219. 227 Lhited Sates |147.237. 77. 17 |nazi.idf.il|ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
37.200. 225. 36 Oman 147.237.77. 17 |nazi.idf.il|ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential Scan or Infection 1
89. 248. 174. 81 Netherlands |147.237.77.17 |nmazi.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 243. 190 |Chi na 147.237.77. 17 |nazi.idf.i||SERVER APACHE Apache Tontat Vb Application Manager access 1
189. 219. 192. 237 |Mexi co 147.237.77. 17 |nazi.idf.il|ET SCAN Behavioral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
183. 60. 243. 190 |Chi na 147.237.77. 17 |nazi.idf.il|GPL WEB SERVER WEB- M SC JBoss web- consol e access 1
183. 60. 243. 190 |Chi na 147.237.77. 17 |nazi . i df. i ||SERVER- WEBAPP adm n. php access 1
218. 246. 0. 97 Chi na 147.237.77. 17 |nazi.idf.i||ET SCAN NVAP -sS wi ndow 1024 1




02-03-2016 to 02-04-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |Ste Sgnature

‘Name

212.76.127.219 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 189
46. 19. 85. 164 | srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN - > SYN-ACK -> RST rej ect 81
31.210.186.42 |lsrael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 27
79.179.219. 220 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SN retransmt wth different w ndow scal e |nonitor 20
212.76.127.10 | srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 18
195. 239. 16. 53  |Russi an Federation 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
212.76.127. 44 | srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
195. 239. 16. 40 |Russi an Federati on 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
84.108. 175. 183 |l srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 9
8. 37.227. 68 Anonynous Pr oxy 147.237.77. 17 |n@zi .i df .i |Bl ock HTTP Non Conpl i ant Response out of state noni t or 9
212.76.127. 111 |Israel 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
46. 19. 85. 156 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber alert 9
46.19. 85. 164 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 85. 28 | srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN - > SYN-ACK -> RST rej ect 5
46. 19. 85. 156 | srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 5
46. 19. 85. 28 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 206 | srael 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 4
8. 37.227. 69 Anonynous Pr oxy 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Response out of state noni t or 4
79.182.24.157 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN - > SYN-ACK -> RST rej ect 4
195. 160. 242. 40 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 4
37. 46. 38. 40 | srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 4
195. 160. 242. 40 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
84.108.175. 183 |Israel 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Invalid ACK nunber alert 4
5.22.131. 48 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber noni t or 2
216.218.206. 70 |lLhited Sates 147.237.77. 17 |nazi . i df . i |SYN Attack SYN - > SYN-ACK -> RST rej ect 2
156. 158. 189. 2 ;f‘”za”' a nited RpUBIIC (1) 537 77 17 |mazi i of i [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 2
2.54.27.251 I'sr ael 147.237.77.17 |nazi . i df .i “Vég aSteir(;/ner Enf or cenent Véb Servers Sow HTTP Denial of Service  |reject 2
5. 102. 254. 60 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 2
5.22.131. 1 | srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 2
79.127.43. 241 Iran, Islamc Republic of |[147.237.77.17|nazi.idf.i|Bad TCOP sequence Inval i d ACK nunber noni t or 1
62.219.161. 150 |Israel 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
176.228.71.8 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber alert 1
146. 185. 239. 102|Russi an Federati on 147.237.77. 17 |nazi .i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
85. 65. 97. 194 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
66. 249. 65. 18 | srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval i d ACK nunber noni t or 1
46.121. 210. 232 |Israel 147.237.77.17 |nazi .i df .i |Bad TCP sequence :ggm retransmt with different wndow oo 1
176. 13. 12. 165 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
95. 86. 65. 199 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
84.108. 127. 149 |lsrael 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 1
5.22.131.81 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
79.176. 240. 227 |l srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1
62.219. 168. 120 |l srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber alert 1
176.228.71.8 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46.121. 28. 121 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
46. 19. 85. 147 | srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval id ACK nunber alert 1
85. 65. 97. 194 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
8.37.227.81 Anonynous Pr oxy 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Response out of state noni t or 1
80. 246. 130. 97 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber alert 1
212.179.1.218 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47.58 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At tack SYN - > SYN-ACK -> RST rej ect 1




02-03-2016 to 02-04-2016

|Top Attackers In V\AF|

Devi ce

‘Attacker G0 |Target Address|Ste ‘S gnature Action ‘Count
183. 60. 243. 190 |Chi ha 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 183. 60. 243. 190 B ock 166
183. 60. 243. 190 |Chi ha 147.237.77. 17 |nazi .idf.i [Mul ti pl e Adnmin Bl ocki ng from 183. 60. 243. 190 B ock 27
183. 60. 243. 190 [Chi na 147.237.77. 17 |nazi .i df . i |[PHP Att enpt B ock 18
192. 116. 232. 69 |l srael 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 192. 116. 232. 69 B ock 15
183. 60. 243. 190 [Chi na 147.237.77. 17 |nazi .i df . i [Too Many of the Sane Response Code (404) in Session from 183. 60. 243. 190 B ock 4
138. 134. 102. 16 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 3
46.19. 86. 105 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 2
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
Unaut hori zed URL Access to
213.151. 58. 160 |l srael 147.237.77. 17 |nazi .i df .i jnazi . i df . i | / 5551- 6165- he/ i gf . aspx&a=u& ed=0ahukew 9unwj s9zkahvf pg4khzdbbyy |B ock 1
gf ggpmangusg=af gj cnhy2acvcggs65j oi 5pygéylj f dl ua
66. 249. 78. 167 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefi ned B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.17|nazi.idf.i|[NLL Character in Header Nane at B ock 1
157.55.39. 135 |Lhited Sates [147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
82.81.73.137 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4146- he/ i gf . aspx B ock 1
194. 90. 128. 185 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/sip storage/files/7/6117.pg B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77. 17 |nazi.idf.i|Miltiple Illegal Byte Gode Character in Method from 169. 229. 3. 91 B ock 1
) .. . .JUnauthorized URL Access to
157.55.39.76 Wnited Sates  147.237.77. 17 mazi i df. | wn nazi . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ vodchannel / Bl ock !
217.118. 93. 115 ij::;q on 147.237.77. 17 |nazi . i df . i |[Paranet er Type M ol ati on pagenumin nazi.idf.il/700-he/igf.aspx B ock 1
68. 180. 228. 160 |Wnited Sates |147.237. 77. 17 |nazi i of.i l:g:;“ gosrp'xzed WRL Access to mazi.idf. i1/5651- 11516- hel xZxExoexxTx? x§x™ g oo 1
183. 60. 243. 190 [Chi na 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to igf.idf.il/cgi-nod header | ogo. cgi B ock 1
66. 249. 78. 167 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
176. 13. 5. 127 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/sip_storage/ fil es/ 1/ 2061. j pg B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.17|nazi.idf.i|lllegal Byte Gode Character in Header Nane B ock 1
89. 138. 121. 244 |1 srael 147.237.77. 17 |nazi i of i ¥ 7L €N Type Mol ati on Mast er Suctbader $ucSear chontrol $txt Search in B ock 1
waw nazi i df . i |/ 582-he/ i gf . aspx
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 5477- he/ i gf . aspx B ock 1
201. 245.9. 162 |Col onbi a 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/503-en/igf.aspx B ock 1
66. 249. 65. 231 |l srael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77. 17/ 55-he/ i gf . aspx B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77. 17 |nazi.idf.i|Mil tiple Mal forned UR. from 169. 229. 3. 91 B ock 1
157.55. 39. 78 Lhited Sates |147.237.77.17|nazi.idf.i ?Tﬂi:i:ﬂiidaﬁ( Access to www mazi.idf.il/113-11701- he/ x©x¢x3x? xOxoe X"x> B ock 1
68.180. 230. 40 |lhited Sates |147.237.77.17 |nazi.idf.i|Uaut horized URL Access to 147.237.77.17/robots. t xt B ock 1
66.249. 78. 181 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-4980- he B ock 1
183. 60. 243. 190 |Chi na 147.237.77. 17 |nazi . i df . i JAdnmi n Bl ocki ng B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.17 |mazi.idf.i|lllegal HITP \ersion Al B ock 1
98. 143. 148. 107 |Lhited Sates |147.237.77. 17 |nazi.idf.i|Waut hori zed URL Access to 147.237.77. 17/ check B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 62- hel i gf . aspx B ock 1
213.151. 37.24 |lsrael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
183. 60. 243. 190 [Chi na 147.237.77. 17 |nazi .i df . i [Too Many 404: Response Code per Session B ock 1
66. 249. 78. 17 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-8330-he B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.17|nazi.idf.i|Miltipl e Unknown HTTP Request Met hod from 169. 229. 3. 91 B ock 1
’ .. . JUnauthorized URL Access to
157.85.39. 83 United Sates  |147.287.77.17 nazi . idf.i ww nazi . i df . i | /tenpl at es/ shar ed/ user cont rol s/ newsgal | ery/ Bl ock !
79.179. 219. 220 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 120-hel i gf . aspx B ock 1
192. 116. 232. 69 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/ 1. he/general /twitter.gif B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.17|nazi.idf.i|Miltiple Abnornal |y Long Request from 169. 229. 3. 91 B ock 1
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