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02-02-2016 to 02-03-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo

| Target Address |gte |9 gnature | Devi ce Action | oP | ocatii on. Locat i on |count |
82.81. 37. 155 | srael 147.237.77. 17 nazi.idf.il |Block Wdp All Nets drop BBL.- | srael 3
185. 130. 215. 3 147.237.77. 17 nazi.idf.il |L4 Source or Dest Port Zero drop BBL- Fr ankf urt 2




02-02-2016 to 02-03-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure |Davi ce Action |Oount |
220. 156. 187. 4 Indi a 147.237.77. 17 nazi.idf.il 228: HITP. AhrefBot craw er Bl ock 33
208. 52. 161. 99 Lhited Sates 147.237.77. 17 nazi .idf.il Q003: HITP: phpM/Admi n access B ock 1
188. 165. 15. 66 France 147.237.77. 17 nazi.idf.il 28. HITP. AhrefBot craw er Bl ock 1
188. 165. 15. 241 France 147.237.77. 17 nazi.idf.il 28. HITP. AhrefBot craw er Bl ock 1




02-02-2016 to 02-03-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature |count |
46. 166. 129. 183 Net her | ands 147.237.77. 17 nazi.idf.il |ET SCAN NVAP -f -sS 1
46. 166. 129. 183 Net her | ands 147.237.77. 17 nazi.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
158. 130. 6. 191 Lhited Sates 147.237.77. 17 nazi.idf.il |ET SCAN Rapi d POP3 Gonnections - Possi bl e Brute Force Attack 1
209. 126. 116. 147 Lhited Sates 147.237.77. 17 nazi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46. 166. 129. 183 Net her | ands 147.237.77. 17 nazi .idf.il |ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 65 Chi na 147.237.77. 17 nazi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
168. 62. 238. 153 Lhited Sates 147.237.77. 17 nazi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1




02-02-2016 to 02-03-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
89. 139. 167. 227 |lsrael 147.237.77. 17 |nazi .idf.il|]SYN At t ack SYN - > SYN-ACK -> RST rej ect 49
190. 95. 243. 229 |Ecuador 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 25
74.208. 77. 114 Lhited Sates 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 25
46.19. 85. 167 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNFACXK retransnit wth different w ndow scal e |nonitor 16
46. 19. 85. 157 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 16
79.183.171.130 |lsrael 147.237.77. 17 |nazi .idf.il|]SYN At ack SYN -> SYN-ACK -> RST rej ect 16
46.117.207. 178 |l srael 147.237.77.17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 10
195. 239. 16. 40 Russi an Federation [147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
195. 239. 16. 53 Russi an Federation [147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
46.19. 85. 167 | srael 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
109. 160. 224. 249 |l srael 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 5
109. 160. 224. 249 |l srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNPAXK retransnmit wth different w ndow scal e |monitor 5
109. 65. 221. 17 | srael 147.237.77.17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 4
91. 200. 12. 141 kr ai ne 147.237.77.17 |nazi.idf.il|drop SAMrul e drop 4
31.168. 49. 198 | srael 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 4
71.204.146.106 |lLhited Sates 147.237.77. 17 |nazi .idf.il|]SYN At ack SYN -> SYN- ACK -> Ti neout rej ect 4
46. 19.86.5 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
91.200. 12.7 Lkr ai ne 147.237.77. 17 |nazi . i df .il|dr op SAMrul e drop 4
212.199. 251. 227 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 3
212.199. 251. 227 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 2
84.94.32.197 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 1
206. 116. 145. 8 Canada 147.237.77. 17 |nazi .idf.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.59 Lhited Sates 147.237.77. 17 |nazi .idf.il|]SYN At ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi .idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 235 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
146.185. 234. 48 |Russian Federation [147.237.77.17 |nazi.idf.il|Bad TCP seqguence SYNtACK retransnit with different w ndow scal e |nonitor 1
41.237.123. 131 |Egypt 147.237.77. 17 |nazi . i df .il|dr op SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5. 39. 93. 143 France 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
87.68. 73. 82 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 1
79.176.111.188 |lsrael 147.237.77.17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
46.121. 28. 121 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
157. 55. 2. 133 Lhited Sates 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber alert 1
130. 193. 51. 60 Russi an Federation [147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
37.26. 148. 186 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
84.111.102.115 |lsrael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNtAXK retransnit wth different w ndow scal e |monitor 1
180. 97. 106. 36 Chi na 147.237.77.17 |nazi.idf.il|drop SAMrul e dr op 1
46.117.123. 179 |l srael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
149. 78. 56. 175 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 1
87.69.232.91 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
64. 125. 239. 89 Lhited Sates 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
157.55. 2. 133 Lhited Sates 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 86. 5 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval i d ACK nunber alert 1
146. 185. 234. 48 |Russian Federation [147.237.77.17 |nazi.idf.il[|]SYN Attack SYN - > SYN-ACK -> RST alert 1
37.26.148. 186 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 1
98. 143. 148. 107 |lhited Sates 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.52.14. 236 | srael 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
84.228. 30. 131 | srael 147.237.77. 17 |nazi .idf.il|]SYN At ack SYN -> SYN-ACK -> RST rej ect 1
77.201.201. 147 |Fance 147.237.77.17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 1
184.105. 139.98 |lLhited Sates 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 1




02-02-2016 to 02-03-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo ‘Tar get Address|Ste ‘S gnature Action ‘Count
37.60.47. 215 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 19
149. 78. 43. 129 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefined B ock 4
41.237.123. 131 |Egypt 147.237.77. 17 |nazi . i df.i |PHP Att enpt B ock 2
37.147.33.61 gj:;;”ion 147.237.77.17 |nazi .i f .i |Paranet er Type Mol ation Forumd in mazi.idf.il/foruns/tenpl ates/foruns/forumaspx |B ock 1
157. 55. 39. 76 Lhited Sates |147.237.77.17 |nazi.idf.il|Waut hori zed URL Access to waw nazi.idf.il/14-8344-he B ock 1
80.178. 195. 236 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
66.249.78.174  |lsrael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
41.237.123. 131 |Egypt 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
212.76.103.235 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 1
31. 168. 49. 198 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed HTTP Met hod B ock 1
141.212.122. 177|\lhited Sates |147.237.77. 17 |mazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 14-he/i of . aspx B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
66.249. 75. 146 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8334-he B ock 1
37.147.33.61 gj:;;”ion 147.237.77.17 |nazi . i of .i |Parameter Type Miol ation lang in mazi.idf.il/foruns/tenpl ates/foruns/f or um aspx B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.17 |nazi.idf.ilAbnornal |y Long Request net hod B ock 1
2.52.20.186 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
82.9.7.103 LK!i“r:gegom 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 7/ 1087. j pg B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
46. 19. 85. 242 | srael 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. j pg B ock 1
37.26.149. 193 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to mnazi.idf.il/idf B ock 1
Russi an .. . .JUnauthorized URL Access to
146.185.234. 48 Federation 147.237.77. 17 |nazi . i df .| v nazi . i df . i1/ tenpl at es/ newsl i st/ newsl i st. i n. aspxundef i ned Bl ock !
68. 180.228. 160 |lLhited Sates |[147.237.77.17|mazi.idf.i|lhaut horized URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / B ock 1
66. 249. 75. 164 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-8331-he B ock 1
Illegal Byte Gde Character in Method AF[#8]] AmA YA [#17]][[#4]]1 A
169. 229. 3. 91 Lhited Sates [147.237.77. 17 |nazi . i of . i [AVAtA@VAR h! AT[[#1]]; Asl JA Ba A¥A #A: Aui Aer AEAA?* A° [ [ #14] ] PATAZ B ock 1
[[#30]] AVa[ [ #23] ] EA2cZAceAAC] [ #5] 1 A" A4 AL VY
31.44.133.76 | srael 147.237.77. 17 |nazi .idf.i |0 stribut ed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 1
Unaut hori zed URL Access to
95. 86. 106. 29 | srael 147.237.77. 17 |mazi . i df . i jmazi . i df . i | / 5566- he/ i gf . aspx&a=u&ved=0ahukewj f xuwf _dj kahxczwskhqaj dg4qf gggm|B ock 1
ac&usg=af gj cneryl f we5cpl a8u- j onyyf hvpwsag
66. 249. 78. 242 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
46.120. 97. 101 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
80. 178. 195. 236 |l srael 147.237.77. 17 |nazi .i df . i |PHP Attenpt B ock 1
66. 249. 78. 10 | srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to igf.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
41.237.123.131 |Egypt 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to mnazi.idf.il/xnrpc. php B ock 1
Unknown HTTP Request Method A7 [#8]1AmM A }A[[#17]]1[[#4]]1A
169.229. 3. 91 Wited Sates |147.237.77.17 |nazi.idf i [AVALAGVAR ! AT[ [ #1]]; Aol JA Ba A¥A #A- Aui Aer AEAGA?* Ao [ [ #14] | PAYAZ B ock 1
[ [#30]] AVa[ [ #23] ] EA?cZAceSACI [#5] 1A A4 AL VY in LRL
31.168.49.198 |lsrael 147.237.77. 17 |nazi . i df .i [Mil ti pl e Uhaut hori zed URL Access from 31. 168. 49. 198 B ock 1
95.135.13. 241  |krai ne 147.237.77. 17 |nazi . i df . i |Paranet er Type M ol ati on PageNumin nazi . i df.il/4040- he/i gf . aspx B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
66. 249. 69. 98 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 1
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