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W 84.228.171. 134, |srael
94. 230. 89. 146, | srael
W 202. 162. 202. 194, | ndonesi a
220.156. 187. 4, India
H 81.218.241. 26, |srael
H 159. 203. 142. 207, Whited Sates
¥ 95.86.104. 103, |srael
W 149.78.43. 129, |srael
46. 116. 208. 128, | srael
H 95. 86. 83. 225, |srael




01-31-2016 to 02-01-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo | Target Address |gte | gnature | Devi ce Action |CP | ocati on. Locat i on | count
142. 54. 160. 214 Lhited Sates 147.237.77. 17 nazi.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




01-31-2016 to 02-01-2016

|Top Attackers In IPS|
Attacker Address

|Attacker Geo |Target Addr ess |S te |S gnat ure |Davi ce Action \Ooum |
220. 156. 187. 4 I ndi a 147.237.77.17 nazi .idf.il |C228: HITP. Ahref Bot craw er B ock 12
202.162. 202. 194 | ndonesi a 147.237.77.17 |nazi.idf.il |@25: HITP. access to adnini strator/index. php -> Quaranti ne B ock 2




01-31-2016 to 02-01-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |ste |9 gnature | count |
202.162. 202. 194 | ndonesi a 147.237.77. 17 nazi.idf.il SERVER- WEBAPP adm n. php access 2
168. 62. 238. 153 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




01-31-2016 to 02-01-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo

Target Address |Ste

Sgnature

84.228.171. 134 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 3736
94. 230. 89. 146 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 100
46. 19. 86. 251 | srael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN- ACK -> RST rej ect 64
212.76.127.219 |lsrael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 36
79.127. 43.56 ;a”' Islamic RpUBIIC |17 537 77. 17 |nazi i of i {Bad TCP sequence I'nval i d ACK nunber noni t or 18
79. 127. 43. 56 I()][an, Islanic Repudl ic 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 14
212.76.127.10 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 13
208.115.111. 75 |lhited Sates 147.237.77. 17 |nazi . idf .i|drop SAMrul e dr op 12
8. 37.227. 69 Anonynous Pr oxy 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Response out of state noni t or 9
5.28.135. 151 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 9
212.76.127.111 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connecti on data noni t or 9
109. 67. 203. 227 |l srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 9
195. 239. 16. 40 |Russi an Federati on 147.237.77. 17 |nazi . i df .i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
82. 166. 240. 203 |l srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN - > SYN-ACK -> RST rej ect 9
195. 239. 16. 53  |Russi an Federati on 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
2.54.177. 177 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 9
37. 46. 38. 93 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 5
5.22.130. 77 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invali d ACK nunber noni t or 5
157.55.39. 129 |lLhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 5
213. 8. 95. 227 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d sequence nunber noni t or 4
5.28.135. 151 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 4
157.55.39.129 |lhited Sates 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 4
212.76.127.44 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 4
46.116. 208. 128 |l srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invali d ACK nunber alert 4
46.19. 85. 159 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
87.68. 40. 94 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN - > SYN-ACK -> RST rej ect 4
191. 232. 136. 140|lhited Sates 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 4
84.229.132. 144 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
46.116. 208. 128 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
5.29. 223. 241 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invali d ACK nunber alert 4
2.54.177.177 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 4
8. 37.227. 68 Anonynous Pr oxy 147.237.77. 17 |nazi . i df .i |Bl ock HTTP Non Conpl i ant Response out of state noni t or 4
46. 116. 208. 128 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d sequence nunber noni t or 4
146. 185. 234. 48 |Russi an Federati on 147.237.77. 17 |nazi .i df .i |Bad TCP sequence noni t or 4
5.29. 223. 241 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
2.54.13.134  [Israel 147.237. 77. 17 |nazi . i of . i \AW; asﬁr(fr Enf or cenent Véb Servers S ow HITP Denial of Servi ce rej ect 2
94. 230. 86. 205 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber noni t or 2
212.76.127. 4 | srael 147.237.77. 17 |nazi . i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 2
109. 64.119.56 |l srael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN ACK -> RST rej ect 2
37.26. 149. 147 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 2
195. 200. 65. 67  |lkraine 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
85. 65. 118. 141 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
64.125. 239. 153 |lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At tack SYN -> SYN-ACK - > Ti neout rej ect 1
146. 185. 234. 48 |Russi an Federation 147.237.77. 17 |nazi .idf.i |Bad TCP sequence ig*-:(}( retransmt wth different w ndow noni t or 1
46. 120. 246. 247 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 1
109. 253. 223. 145]|I srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
208.115.111.75 |Whited Sates 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 254 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
96. 250. 65. 141  |lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
185. 130. 5. 196 147.237.77. 17 |nazi . i of . i \AW; asﬁr(fr Enf or cenent Masscan Port Scanner rej ect 1




01-31-2016 to 02-01-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo ‘Target Address [Ste ‘S’ gnature Acti on ‘Count
84.228.171. 134 |lsrael 147.237.77. 17 |nazi .idf . i |Mul ti pl e Whaut hori zed URL Access from 84.228.171. 134 Bl ock 69
94. 230. 89. 146 | srael 147.237.77. 17 |nazi .i df . i [Mil ti pl e Uhaut hori zed URL Access from 94. 230. 89. 146 Bl ock 35
202. 162. 202. 194l ndonesi a 147.237.77. 17 |nazi .idf .i|Mil ti pl e Unaut hori zed URL Access from 202. 162. 202. 194 B ock 15
81.218. 241. 26 | srael 147.237.77. 17 |nazi .i df .i |Mil ti pl e Uhaut hori zed URL Access from 81. 218. 241. 26 Bl ock 4
202. 162. 202. 194! ndonesi a 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 4
202. 162. 202. 194! ndonesi a 147.237.77. 17 |nazi .idf .i|Mil tipl e Admn B ocki ng from 202. 162. 202. 194 B ock 2
95. 86. 104. 103 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefined Bl ock 2
141.212.122.81 |lLhited Sates 147.237.77. 17 |nazi .i df .i {Uhaut hori zed URL Access to /X Bl ock 1
41.230.14.223 |Tunisia 147.237.77. 17 |nazi.idf.i|ll11egal Byte Gode Character in UR /14-heligf . aspx[[#20]]. B ock 1
159. 203. 142. 207|Lhited Sates 147.237.77. 17 |nazi . i df.i|Uhaut hori zed UR. Access to nazi.idf.il/14-he B ock 1
66. 249. 78. 167 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 1
Russi an .. . JUhaut hori zed URL Access to
146.185. 234. 48 Federation 147.237.77. 17 nazi i df .| viw nazi . i df . i1/ tenpl at es/ newsl i st/ newsl i st. i n. aspxundef i ned B ock !
46. 19, 86. 251 srael 147 237 77. 17 \rnazi i df i Par anet er _Typg Mol ation _Mist er $ucHeader $ucSear chQont r ol $t xt Search in B ock 1
wwn nazi . i df . i |/ 6547-hel i gf . aspx

191.232.136.96 |Lhited Sates 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
95. 86. 83. 225 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 14- he/ i gf . aspx Bl ock 1
149.78.43.129 |l srael 147.237.77. 17 |nazi . i df . i |Uaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned Bl ock 1
84.228.171. 134 |Israel 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to nazi.idf.il/wepdwukl t gznj g2m eln2rk Bl ock 1
46.116. 208. 128 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
192. 116. 190. 250]! srael 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
78.110.173.202 |Wnited K ngdom |147.237.77.17 |mazi.idf.i|Uaut horized URL Access to 147.237.77.17/ 14-he/i gf . aspx Bl ock 1
159. 203. 142. 207|lhited Sates 147.237.77. 17 |nazi .idf .i [Mil ti pl e Unaut hori zed URL Access from 159. 203. 142. 207 Bl ock 1
91. 228. 248. 251 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f Bl ock 1
66. 249. 65. 231 |l srael 147.237.77. 17 |nazi .idf.i|Whaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1

01-31-2016 to 02-01-2016




