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W 220.156. 187.4, India
40.77.167.28, Lhited Sates
W 46.121.138.54, Israel
2.54.147.141, |srael
H 109. 66. 172. 96, |srael
M 2.54.6.148, |srael
W 37.21.99.112, Russian Federation
W 91. 200. 12. 138, |krai ne
86. 62. 73. 199, Russi an Federati on
H 188. 143. 232. 24, Russi an Federation
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|Top Attackers In IPS|

Attacker Address

\ Attacker Geo

01-29-2016 to 01-30-2016

| Target Address

|Ste |Sgnature |DeviceAction |Oount |
220. 156. 187. 4 I ndi a 147.237.77. 17 nazi.idf.il 28: HITP. AhrefBot craw er Bl ock 22
188. 165. 15. 121 France 147.237.77. 17 nazi.idf.il 28: HITP. AhrefBot craw er Bl ock 1
79.181. 9. 205 | srael 147.237.77. 17 nazi.idf.il Q008: HITP: Xenu User Agent Bl ock 1
188. 165. 15. 233 R ance 147.237.77. 17 nazi.idf.il (28: HITP. AhrefBot craw er Bl ock 1
86. 62. 73. 199 Russi an Federation 147.237.77. 17 nazi.idf.il Q008: HITP: Xenu User Agent B ock 1
188. 165. 15. 61 France 147.237.77. 17 nazi.idf.il 28: HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste | gnature | count |
37.21.99.112 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 2
113. 207. 36. 253 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
46. 148. 22. 26 Li t huani a 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

Sgnature

Bl ock HTTP Non

212.76.127.10 | srael 147.237.77. 17 |nazi .idf . i Conpl i ant Fail ed to handl e connection data noni t or 81
87.68. 162. 2 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 81
2.52.6.59 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 36
37.26.148. 186 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 32
. . .. . .{Block HTTP Non . . .
195. 239. 16. 40 Russi an Federation 147.237.77. 17 |nazi .idf . i Conpl i ant Fail ed to handl e connection data noni t or 9
212.76.127.219 |Israel 147. 237. 77. 17 |nazi .i df . | ?'bg:lki ;';rp hon Fai l ed to hand e connection data moni t or 9
185.120. 125.5 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 9
195. 239. 16. 53  |Russi an Federation 147.237.77. 17 |nazi .i df . i CBlbr?iflki ;I;I’P Non Fai |l ed to handl e connection data noni t or 9
94. 230. 86. 130 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 8
130. 193. 51. 60 Russi an Federation 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 5
37. 46. 39. 60 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 199 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 246 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
212.76.127. 111 |israel 147.237.77. 17 |nazi . i of . ?'bg"_jlki ;TP hon Fail ed to hand e connection data fmoni t or 4
79.181.191.86 |lsrael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 4
46.19. 85. 119 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
5.22.131. 64 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval id ACK nunber noni t or 4
109. 67. 30. 174 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 17 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 3
80. 246. 133. 42 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 3
130.193.51.60 |Russian Federation 147.237.77. 17 |nazi .i of .i |Bad TCP sequence 3?:“ retransmt wth different wndow oo 2
85. 250. 86. 244 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
79.127. 43. 235 :)fra”' Islamc Repudlic 117 537 7717 |nazi i df i {Bad TcP sequence I'nval i d AGK nunber al ert 1
46. 19. 86. 254 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber aert 1
216.243.31. 2 Lhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN ACK -> RST rej ect 1
188. 120. 148. 191 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
84.109. 83. 203 |l srael 147.237.77. 17 |nazi .idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 1
46. 121. 44. 217 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
31.154.94.79 | srael 147.237.77. 17 |nazi .idf.i |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
184.105. 139. 92 |lLhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 1
79.127. 43. 235 :)][an, Islanic Republ i c 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 86. 254 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
195. 60. 232. 57 |l srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 1
84. 228. 26. 80 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 1
64.125.239. 121 |lhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 236|Lhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 1
109. 67. 25. 153 |l srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 1
46.117. 240. 229 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 1
74.82.47.52 Lhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 1
46. 19. 86. 145 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN ACK -> RST rej ect 1
37.46. 38. 135 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.121. 44.217 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 1
46.19. 85. 183 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber noni t or 1
5.22.134. 207 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
173.208.176.2 |lLhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 1
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Devi ce

Attacker Address |Attacker Geo ‘Tar get Address|Ste ‘S’ gnature Action ‘Count
46.121. 138. 54 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user cont rol s/ vodchannel /  |B ock 2
2 54 6. 148 lsrael 147 237 77. 17 \nazi i df i Par anet er Typ_e Mol ati on Mast er $ucHeader $ucSear chQont r ol $t xt Search i n B ock 2
WA nazi L i df . i |/ 14-he/ i gf . aspx
' .. . . lUnauthori zed URL Access to mazi.idf.il/113-11516- he/ A—AYA—AcA—A'A—a€e"
40.77.167. 28 Lhited Sates 147.237.77. 17 |nazi . i df . i A—a,cA—A? A—ASA—a€?A—a,cA—A"A—a€?. aspx B ock 2
2.54.147. 141 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 2
157.55.39.172 |lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to www nazi . idf.il/6216-he/igf.aspx),\h B ock 1
91.200. 12. 138  |lkrai ne 147.237.77. 17 |nazi .i df .i [Mil ti pl e Unhaut hori zed URL Access from 91.200. 12. 138 B ock 1
109. 66. 172. 96 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/xnhrpc. php B ock 1
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |mazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/14-4983-he B ock 1
188. 143. 232. 24 RJSIS::I”i o 147. 237.77. 17 |nazi .i of .i [Paraneter Type Viol ation _ EVENTVALI DATION i n mazi . i df.il1/700-he/i gf . aspx B ock 1
91.200. 12. 138  |lkrai ne 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/5479-heligf. aspx/trackback/ B ock 1
66.249.78.168  |Israel 147.237.77.17 |nazi . i of . | i{";“t:sor;)'( zed R Access 1O win nazi . idf. i1/113- 11581 hef xoexaex? xixixexce gy 1
Russi an .. . . JUhauthorized URL Access to
146.185.234. 48 Federation 147.287.77. 17 |nazi i df .| viwn nazi . i df . i |/ tenpl at es/ newsl i st/ newsl i st. i n. aspxundef i ned Bl ock !
85. 65. 244. 66 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 1
40.77. 167. 28 Lhited Sates 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/4262-he/ B ock 1
194.176. 105. 138|Uhi t ed Ki ngdom|147. 237. 77. 17 |nazi . i df . i |lhaut hori zed URL Access to nazi.idf.il/sip_storage B ock 1
109. 65. 155. 159 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
66.249. 78. 242 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
5.29. 82.218 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
149. 78.41. 173 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
85.93.91. 84 Ger many 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to nazi.idf.il/sip storage/files B ock 1
46. 19. 86. 68 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
109. 66. 172. 96 | srael 147.237.77. 17 |nazi .idf .i |0 stributed PHP At enpt B ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/raobots. t xt B ock 1
31.154. 94. 55 | srael 147.237.77. 17 |nazi . i df . i |[Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
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