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W 5.9.156. 11, Germany
220. 156. 187. 4, India

W 81.218.36. 195, Israel
84.108. 210. 235, | srael

W 46. 119. 121. 146, \krai ne

M 110. 83. 80. 161, China

W 95.86.119. 64, |Israel

W 94.76.23.7, Bahrain
217.132.3.229, |srael

W 2.52.20.51, |srael
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|Top Attackers | n DDoS- Def ence |
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01-28-2016 to 01-29-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste

|Sgna1ure |mvi ce Action |Oount |
220. 156. 187. 4 I ndi a 147.237.77.17 nazi.idf.il |C228: HITP. AhrefBot craw er B ock 11
46.119. 121. 146 Lkr ai ne 147.237.77.17 |nazi.idf.il |Q025: HITP. access to adnini strator/index. php -> Quarantine B ock 1




01-28-2016 to 01-29-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | count |
94.76.23. 7 Bahrai n 147.237.77. 17 |nazi.idf.i|[|ET SCAN NVAP -sS w ndow 1024 2
94.76. 14. 46 Bahrai n 147.237.77. 17 |nazi.idf.i|[|[ET SCAN NVAP -sS w ndow 1024 1
119. 112. 73. 226 |China 147.237.77. 17 |nazi.idf.il|ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
219. 146. 12. 120 |Chi na 147.237.77.17 |nazi.idf.il|ET SCAN Potential SSH Scan 1
94.76.11. 99 Bahrai n 147.237.77.17 |nazi.idf.il|ET SCAN Potential VNC Scan 5800- 5820 1
172.98. 200. 238 147.237.77.17 |nazi.idf.il|JET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte
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212.76.127.219 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 45
37. 26. 149. 209 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 34
208. 115.111. 75 |lhited Sates 147.237.77. 17 |nazi .i df . i |dr op SAMrul e dr op 32
208.115.113.91 |Whited Sates 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 26
79.176. 14. 69 | srael 147.237.77. 17 |nazi .i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 26
46. 19. 85. 90 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 26
46. 19. 85. 90 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber alert 25
85.130. 255. 129 I srael 147.237.77.17 |razi i df .i {Bad TCP sequence St retransmt wih different Wndow Jopnivor |25
217.132.17. 247 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different wndowscale |nonitor 20
5. 29. 238. 42 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 16
130. 193.51. 60 |Russi an Federati on 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 12
79.127.43. 244 |1 Islanc RepuDlic 147 537 7717 |mmzi i o .i [Bad TCP sequence Inval i d ACK nurber dert 10
79.127. 43. 244 ;a”' Islamic RpUBIIC 147 537 77. 17 |nazi i of i {Bad TCP sequence I'nval i d ACK nunber noni t or 10
149. 78. 97. 135 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 9
149.78.97.135 |lIsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
213.8.204.9 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 9
31.210.186. 136 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
195. 239. 16. 40 |Russi an Federation 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
5. 102. 254. 146 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber noni t or 9
195. 239. 16. 53  |Russi an Federati on 147.237.77. 17 |nazi . i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
212.76.127.111 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
130.193.51.60 |Russian Federation  |147.237.77.17 |nazi.idf.i{Bad TCP sequence Ssca:g‘x retransmt wth different wndow |, o 6
5.29. 238. 42 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 5
85. 130. 255. 129 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.190. 227 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 4
85. 65. 71. 175 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invali d ACK nunber noni t or 4
37.26.147. 154 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence noni t or 4
79.176.117. 225 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
46.19. 85. 151 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 4
2.52.190. 227 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 4
85. 65. 71. 175 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 4
79.127. 119. 140 ;a”' Islamc RpUBIIC |17 537 77. 17 |mazi i of i {Bad TGP sequence I'nval i d AGK nunber alert 3
79.127. 119. 140 'O;a” Islanmc RepUDlIC 147 537 77 17 |mmzi i o .i [Bad TCP sequence I'nval i d ACK nunber noni t or 3
2.54.143.1 I srael 147.237. 77. 17 |nazi . i of . i \AW; asﬁr(fr Enf or cenent Véb Servers S ow HITP Denial of Servi ce rej ect 2
31.210.186. 117 |lsrael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber noni t or
2.54.188. 172 | srael 147.237.77. 17 |nazi . i df . i yc?l aSIeirovner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
146.185.234. 48 |Russian Federation  |147.237.77.17 |nazi.i of .i|Bad TGP sequence Ssca:(fc( retransmt with different window ..o 2
5.9.156. 11 Ger many 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 2
2.54.164. 17 | srael 147.237.77. 17 |nazi . i df . i \cht:l aS;eirc\J/ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
37.142. 68. 40 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
216.218. 206. 103|Lhited S ates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
82. 80. 161. 65 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 1
207. 46. 13. 86 Lhited Sates 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
31.154. 94. 52 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
180. 76. 15. 149 Chi na 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.22.134. 225 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
79.127. 43. 235 'O;a” Islanmc RepUDIIC 147 537 77 17 |mmzi i o .i [Bad TCP sequence I'nval i d ACK nunber al ert 1
87. 68. 55. 196 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.110.208.35 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 1
80. 74. 103. 31 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
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5.9.156. 11 CGer many 147.237.77. 17 |nazi .idf.i |[Mil ti pl e Unaut hori zed URL Access fromb5. 9. 156. 11 B ock 35
84.108. 210. 235 |l srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 4
Unaut hori zed URL Access to
95. 86. 119. 64 | srael 147.237.77. 17 |nazi .idf.i|m mazi . i df.il/7322-11795- he/ nazi . aspx&a=u&ved=0ahukew smdhok8zkahwdwhgk |B ock 2
hdsi bxagf ggdmak&uisg=af gj cngb9i 08t waf bb4l gxj m _t dvhcb7w
217.132. 3. 229 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 2
5.22.131.76 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 2
81.218.36.195 |lsrael 147.237.77. 17 |nazi .i df . i |Unaut hori zed HTTP Met hod B ock 2
2.52.20.51 | srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/sip storage B ock 2
110. 83.80. 161 [China 147.237.77. 17 |nazi . idf.i|Mil tipl e Unaut hori zed URL Access from 110. 83. 80. 161 B ock 2
46.119. 121. 146 |lkrai ne 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/wp-1ogin. php B ock 1
2.54.166. 81 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. j pg B ock 1
149.78.31.181 |lIsrael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 1
79.182.192. 75 | srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed URL Access to igf.idf.il/xnhrpc. php B ock 1
66.249. 78.181 |lsrael 147.237.77. 17 |nazi . i df.i|Uhaut hori zed URL Access to nazi.idf.il/14-4980-he B ock 1
5.9.156. 11 Ger many 147.237.77. 17 |nazi . i df.i|Unhaut hori zed URL Access to nazi.idf.il/7247-11477-he/ 404. aspx B ock 1
207. 46. 13. 86 Lhited Sates |147.237.77.17 |nazi.idf.i|Waut hori zed URL Access to nazi.idf.il/5013-he/ B ock 1
122.152. 167. 14 [Japan 147.237.77. 17 |nazi .idf.i|D stributed PH? Attenpt B ock 1
79.176.114.48 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to www nazi .idf.il/inages/ transvi deocounter. gi f B ock 1
66. 249. 78. 3 | srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed URL Access to igf.idf.il/14-8333-he B ock 1
157. 55. 39. 149 Lhited Sates |147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
109. 253. 193. 178|l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
81. 218. 36. 195 | srael 147.237.77. 17 |nazi .i df . i |Mil ti pl e Uhaut hori zed URL Access from 81. 218. 36. 195 B ock 1
66. 249. 78. 181 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
122.152. 167. 14 |Japan 147.237.77. 17 |nazi .idf .i|Uhaut hori zed UR. Access to igf.idf.il/index.php B ock 1
89.139.0.4 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 571-heli gf . aspx B ock 1
79.176.117. 225 |lsrael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 78. 131 | srael 147.237.77. 17 |nazi . i df.i|Unhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
5.9.156. 11 CGer many 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/14-7707-he B ock 1
157.55.39.225 |lhited Sates |147.237.77.17 |nazi.idf.i|Unhaut hori zed URL Access to nazi.idf.il/700-he/igf.aspx?pagenun¥l? B ock 1
110. 83.80. 161 |Chi na 147.237.77. 17 |nazi .idf.i|Mil ti pl e Admn B ocki ng from 110. 83. 80. 161 B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |n@zi . i df . i {Unhaut hori zed URL Access to 147.237.77. 17/ 3848-5183- he/ i gf . aspx B ock 1
217.132.17.247 |lsrael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
46.119. 121. 146 |lkrai ne 147.237.77. 17 [nazi .idf . i |PHP At t enpt B ock 1
146. 185. 234. 48 :ZZ::FI on 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/ newslist/newslist.in. aspxundefi ned B ock 1
95. 86. 119. 64 | srael 147.237.77. 17 |nazi .idf.i |Mil ti pl e Uhaut hori zed URL Access from 95. 86. 119. 64 B ock 1
79.182.192.75 |lsrael 147.237.77. 17 |nazi . i df . i |PHP At t enpt B ock 1
66. 249. 78. 167 |l srael 147.237.77. 17 |nazi . i df.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefined B ock 1
5.9.156. 11 CGer many 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to mazi.idf.il/14-8330-he B ock 1
194. 9. 253. 237 zlnt:gom 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 3849-5039- he/ i gf . aspx B ock 1
81.218. 36. 195 | srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/sip storage/files/5/ B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
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