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W 5.9.156. 11, Gernany
149.78.41. 173, |srael
W 147. 236. 238. 250, |srael
176. 205. 189. 129, lhited Arab Emrates
W 220. 156. 187. 4, India
W 217.132.52.179, |srael
W 31.168.14.82, Israel
W 94.76. 14. 140, Bahrain
66. 249. 78. 248, | srael
B 146. 185. 234. 48, Russi an Federati on




01-27-2016 to 01-28-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo
147.236. 238. 250

| Target Address |gte

| gnature | Devi ce Action |CP | ocati on. Locat i on | count
| srael 147.237.77. 17 nazi.idf.il Bl ock_Udp All _Nets drop BB.- | srael 3
142. 54. 160. 214 Lhited Sates 147.237.77. 17 nazi.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




01-27-2016 to 01-28-2016

|Top Attackers In IPS|
Attacker Address

|Attacker Geo |Tar get Address |S te \S gnat ure |Davi ce Action |Oount
220. 156. 187. 4 I ndi a 147.237.77. 17 nazi.idf.il @28: HITP. AhrefBot craw er Bl ock 2
188. 165. 15. 75 France 147.237.77. 17 nazi.idf.il @28 HITP. AhrefBot craw er Bl ock 1




01-27-2016 to 01-28-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |ste |9 gnature |count |
84.228.227.111 | srael 147.237.77. 17 nazi.idf.il |ET DOS Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos attack 1
94.76.23.7 Bahrai n 147.237.77. 17 nazi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
94.76. 14. 140 Bahrai n 147.237.77. 17 nazi.idf.il |ET SCAN Rapi d POP3S Gonnections - Possi bl e Brute Force Attack 1
218. 246. 0. 97 Chi na 147.237.77. 17 nazi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1




01-27-2016 to 01-28-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address [Ste Sgnature
77.127.81. 218 | srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 122
177.220. 216. 122 |Arazi| 147.237. 77. 17 \vazi i o i Sreaning Engine: TCP Segrnent Linit |[TCP segnent out of maxi mum al | oned drop 64
Enf or cenent sequence. Packet dropped.
208.115.111.75 |Whited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 23
208.115.113.91 |lLhited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 20
46.19. 85. 163 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 18
31.168. 14. 82 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 13
46. 19. 85. 253 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 10
46.19. 85. 163 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber aert 9
195. 239. 16. 40 gz:;;”i o 147.237.77.17 |nazi .i df .i B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data monitor |9
46. 19. 85. 253 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 9
195. 239. 16. 53 :32::1”' on 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
37.26. 147. 214 | srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
191. 255. 226. 236 |Brazi | 147.237.77. 17 |nazi .i df .1 |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 6
109. 67. 107. 150 |l srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
85. 130. 255. 129 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5
85. 130. 255. 129 |Israel 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 72 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.46. 39.211 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 47 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 4
204. 4.182. 15 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 47 | srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
204. 4. 182. 15 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 4
46.19. 86. 113 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 244 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber noni t or 2
46. 19. 86. 66 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 2
2.52.25.237 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
176. 228. 86. 245 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
37.46. 39. 74 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 2
146.185. 234, 4g |ESSIan 147.237.77. 17 |nazi .i f .i [Bad TCP sequence SINAK retransmt with different wndow oo [y
Federati on scal e
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
207. 46. 13. 86 Lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
94, 242.195. 186 |Luxenbourg 147.237.77. 17 |nazi . i df . i |SYN ALt ack SYN - > SYN- ACK -> Ti neout rej ect 1
46.19. 85. 5 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
85. 130. 174. 248 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
195. 191. 162. 251|Pol and 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 1
5.29.104. 77 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence ig*-:c( retransmt with different w ndow noni t or 1
46.117.187.18 |Israel 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 1
184. 105.139. 75 |lhited Sates 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 88. 72. 42 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
46.19. 85. 224 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
212.179.213.7 | srael 147.237.77. 17 |nazi . i df.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 47 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber alert 1
94.159.156.99 | srael 147.237.77. 17 |nazi .i of .i |Bad TCP sequence fgg‘fm retransmt with different wndow o |g
199. 203. 215. 1 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 117 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19.85.244  |Israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence Szg‘:’:m retransmt with different wndow 0o |g
149.50.124.29 |lhited Sates 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber alert 1
98. 221. 5. 253 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
46.19.85.5 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN ACK -> RST rej ect 1
85.130. 174. 248 |l srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1




01-27-2016 to 01-28-2016

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

Target Address

dte

Devi ce

‘ Sgnature

Action

‘Count

5.9.156. 11 CGer many 147.237.77. 17 |nazi .idf.i|Mil ti pl e Uhaut hori zed URL Access fromb5. 9. 156. 11 B ock 7
149. 78.41. 173 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 6
178. 40. 65. 64 9 ovaki a 147.237.77. 17 |nazi . i df . i {Lhaut hori zed UR_ Access to nazi.idf.il/sip storage/fil es/ 9/ 8699.]) pg B ock 1
109. 110. 81. 151 gj:;;”i on 147.237.77.17 |nazi . i of .i |Parameter Type Viol ation TabNumin mazi.idf.il/4277-heligf . aspx B ock 1
46. 19. 85. 82 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip _storage/fil es/ 1/ 1351. j pg B ock 1
217.132.52.179 |lsrael 147.237.77. 17 |nazi .i df . i |PHP Att enpt B ock 1
157.55.39.225 |lLhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/6054-he/ B ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
5.9.156. 11 CGer many 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to nazi.idf.il/5676-7827-helifg. aspx B ock 1
199. 47.81. 13 Lhited Sates 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to nazi.idf.il/3845- B ock 1
Russi an .. {Unauthorized URL Access to
146.185. 234. 48 Federation 147.237.77. 17 |nazi . i df .| ww nazi . i df.il/tenpl at es/ newsl i st/ newsl i st.in. aspxundefi ned Bl ock !
.. . .JUnauthorized URL Access to
66.249.64.253 I srael 147.237.77. 17 |nazi i df .| W nazi . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ vodchannel / Bl ock !
217.132.52. 179 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
176. 205, 189. 12| 8 A8 1947 537,77, 17 |razi i of i {[PHP At t enpt B ock 1
Enrat es
66. 249. 79. 246 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storagel/files/9/8699.|pg B ock 1
Unaut hori zed URL Access to
.. maziLidf.il/165-8911- he/i gf . aspx&sa=u&ed=0ahukew 7h9l z6nr kahxbshgkhch7bg8
31.44.129.183 | srael 147.237.77. 17 |nazi . i df .| 4ubcghqgei ozak&si g2=t nd- qal gvoaej zhwxholxa&usg=af qj cnezgd549r en568f gnBwh7 Bl ock !
nf 3kl j Xg
207.46.13.172 |Whited Sates 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 1351. j pg B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx B ock 1
176. 205. 189. 129 ;il]rtaetdesﬁrab 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/xmrpc. php B ock 1
79.181. 61. 45 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4223- he/ i gf . aspx B ock 1
31.168. 14. 82 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
207. 46. 13. 177 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/6054- he/ B ock 1
157.55.39. 114 |Lhited Sates 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 6221- 9268- he/ i gf . aspx B ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
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