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Top Attackers 

5.9.156.11, Germany

149.78.41.173, Israel

147.236.238.250, Israel

176.205.189.129, United Arab Emirates

220.156.187.4, India

217.132.52.179, Israel

31.168.14.82, Israel

94.76.14.140, Bahrain

66.249.78.248, Israel

146.185.234.48, Russian Federation
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

147.236.238.250 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 3

142.54.160.214 United States 147.237.77.17 mazi.idf.il block-sp-traf1 drop BBL-Frankfurt 1

 01-27-2016 to 01-28-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

220.156.187.4 India 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 2

188.165.15.75 France 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 1

 01-27-2016 to 01-28-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

84.228.227.111 Israel 147.237.77.17 mazi.idf.il ET DOS Large amount of TCP ZeroWindow - Possible Nkiller2 DDos attack 1

94.76.23.7 Bahrain 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

94.76.14.140 Bahrain 147.237.77.17 mazi.idf.il ET SCAN Rapid POP3S Connections - Possible Brute Force Attack 1

218.246.0.97 China 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

 01-27-2016 to 01-28-2016 



Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

77.127.81.218 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 122

177.220.216.122 Brazil 147.237.77.17 mazi.idf.il
Streaming Engine: TCP Segment Limit
Enforcement

TCP segment out of maximum allowed
sequence. Packet dropped.

drop 64

208.115.111.75 United States 147.237.77.17 mazi.idf.ildrop SAM rule drop 23

208.115.113.91 United States 147.237.77.17 mazi.idf.ildrop SAM rule drop 20

46.19.85.163 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 18

31.168.14.82 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 13

46.19.85.253 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 10

46.19.85.163 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 9

195.239.16.40
Russian
Federation

147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 9

46.19.85.253 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 9

195.239.16.53
Russian
Federation

147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 9

37.26.147.214 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

191.255.226.236 Brazil 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 6

109.67.107.150 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 5

85.130.255.129 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

85.130.255.129 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 5

46.19.85.72 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

37.46.39.211 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.47 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

204.4.182.15 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

46.19.85.47 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

204.4.182.15 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.86.113 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

46.19.85.244 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.66 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

2.52.25.237 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 2

176.228.86.245 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

37.46.39.74 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

146.185.234.48
Russian
Federation

147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

216.243.31.2 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

207.46.13.86 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

94.242.195.186 Luxembourg 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

46.19.85.5 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

85.130.174.248 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

195.191.162.251 Poland 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

5.29.104.77 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

46.117.187.18 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

184.105.139.75 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

149.88.72.42 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.224 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

212.179.213.7 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.85.47 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

94.159.156.99 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

199.203.215.1 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.117 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.244 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

149.50.124.29 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

98.221.5.253 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.85.5 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

85.130.174.248 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

5.9.156.11 Germany 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 5.9.156.11 Block 7

149.78.41.173 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 6

178.40.65.64 Slovakia 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/9/8699.jpg Block 1

109.110.81.151
Russian
Federation

147.237.77.17 mazi.idf.ilParameter Type Violation TabNum in mazi.idf.il/4277-he/igf.aspx Block 1

46.19.85.82 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 1

217.132.52.179 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 1

157.55.39.225 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/6054-he/ Block 1

66.249.78.254 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

5.9.156.11 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 1

199.47.81.13 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/3845- Block 1

146.185.234.48
Russian
Federation

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
www.mazi.idf.il/templates/newslist/newslist.in.aspxundefined

Block 1

66.249.64.253 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
www.mazi.idf.il/templates/shared/usercontrols/vodchannel/

Block 1

217.132.52.179 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

176.205.189.129
United Arab
Emirates

147.237.77.17 mazi.idf.ilPHP Attempt Block 1

66.249.79.246 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/9/8699.jpg Block 1

31.44.129.183 Israel 147.237.77.17 mazi.idf.il

Unauthorized URL Access to
mazi.idf.il/165-8911-he/igf.aspx&sa=u&ved=0ahukewj7h9lz6mrkahxbshqkhch7bq8
4ubcqhqeiozak&sig2=tmd-qalgvoaejzhwxho1xa&usg=afqjcnezgd549ren568fqm3wh7
nf3kljxg

Block 1

207.46.13.172 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 1

66.249.78.242 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 1

176.205.189.129
United Arab
Emirates

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

79.181.61.45 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4223-he/igf.aspx Block 1

31.168.14.82 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

207.46.13.177 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/6054-he/ Block 1

157.55.39.114 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/6221-9268-he/igf.aspx Block 1

66.249.78.248 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1
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