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Top Attackers



01-26-2016 to 01-27-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | Devi ce Action | P 1 ocati on. Locat i on

37.142. 236. 147 | srael 147.237.77. 17 nazi .idf.il |HTTP- POST- Segnent ed- DoS dest - r eset BBL- | srael 214
109. 67. 128. 170 | srael 147.237.77. 17 nazi.idf.il |Block Udp ALl Nets drop BBL- | srael 3
212.179. 54. 237 | srael 147.237.77. 17 nazi.idf.il |Bock Udp All Nets drop BBL- | srael 3
142. 54. 169. 165 Lhited Sates 147.237.77. 17 nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




01-26-2016 to 01-27-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
220. 156. 187. 4 I ndi a 147.237.77.17 nazi . idf.il (228: HITP.  AhrefBot craw er B ock 6




01-26-2016 to 01-27-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste | gnature |count |
81. 202. 58. 210 Spai n 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 2
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 104. 41. 141 Ml dova, Republic of 147.237.77. 17 nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
185. 130. 5. 235 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
218. 246.0.97 Chi na 147.237.77.17 nazi . idf.il ET SCAN NVAP -sS wi ndow 1024 1




01-26-2016 to 01-27-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

Sgnature

2.52.52.28 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 36
2.52.128. 211 | srael 147.237.77. 17 |nazi .i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 36
46. 19. 85. 15 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 26
37.19.121. 244 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 16
46. 19. 85. 15 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber alert 13
31.210.187. 166 |lsrael 147.237.77. 17 |nazi .i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 12
185. 3. 147. 151 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 10
79. 181. 49. 145 | srael 147.237.77. 17 |nazi .i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
212.76.127.111 |lsrael 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
5.29.241. 82 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 85. 33 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
37.142.168.35 |lsrael 147.237.77. 17 |nazi .i df.i|Bad TCP sequence I nval i d ACK nunber alert 9
37.26. 147. 209 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
5.22.130. 84 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
84.229. 32. 46 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9
195. 239. 16. 40 gs:;;”i on 147.237.77.17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |9
109. 186. 154. 182]l srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
80. 82, 64. 68 Net her | ands 147.237. 77. 17 \vazi i of i Sreaning Engine: TCP Segnent Linit [TCP segment out of maxi numal | owed drop 9
Enf or cenent sequence. Packet dropped.
195. 239. 16. 53 gz:;;r: on 147.237.77. 17 |nazi . idf.i|Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 9
37.142.236. 147 |lsrael 147.237.77. 17 |nazi . i df . i |Véb Server Enforcenent Mol ation Wb Servers S ow HITP Denial of Service rej ect 6
46. 19. 85. 219 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46.19. 86. 113 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 6
37.142.168.35 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 5
213.57.241.199 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 242 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 43 | srael 147.237.77. 17 |nazi .i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 159 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 180 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 86. 138 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
5.29.241. 82 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 4
46. 19. 86. 43 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
51.255.38.230 |Wnited Kingdom|147.237.77.17|nazi.idf.i|{SYN Attack SYN -> SYN-ACK -> RST rej ect 4
94.230. 86. 206 |l srael 147.237.77. 17 |nazi .idf.i |Bad TCOP sequence I nval i d ACK nunber noni t or 4
123.57.175. 207 |Chi na 147.237.77. 17 |n@azi . i df . i |drop SAMrul e drop 2
2.54.156. 159 | srael 147.237.77. 17 |nazi . i df . i [SYN At ack SYN - > SYN ACK -> Ti neout rej ect 2
46.19. 85. 219 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 2
203.133. 169. 12 |74 REPUDIIC 1147 237.77. 17 |mazi i o i [SYN Attack SYN -> SYN-ACK -> RST rej ect 2
130. 193. 51. 60 23:::3 on 147.237.77. 17 |nazi .i df . i [SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 2
109. 186. 21. 82 | srael 147.237.77. 17 |nazi . i df . i |Véb Server Enforcenent Mol ation Wb Servers S ow HITP Denial of Service rej ect 2
207. 46. 13. 156 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
208. 115.111. 75 |lhited Sates 147.237.77. 17 |nazi .i df . i |dr op SAMrul e dr op 2
5.29.21.178 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 1
184. 105. 247. 211 |lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 150 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
66. 249. 69. 106 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
151. 236. 221. 126|Uni t ed Ki ngdom |147.237.77. 17 |nazi . i df.i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.120. 103. 233 |l srael 147.237.77. 17 |nazi .idf.i |Bad TCOP sequence I nval i d ACK nunber noni t or 1
37.26.147.209 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 1
46.19. 86. 138 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
85. 130. 226. 205 |l srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1




01-26-2016 to 01-27-2016

|Top Attackers In V\AF|

Attacker Address

Ste

Devi ce

Attacker Geo ‘Target Addr ess

‘S gnature

Action

‘Count

149. 78. 41. 173 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefined B ock 6
85. 250. 146. 85 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 3
66.249. 79. 245 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/raobots. t xt B ock 1
54.173.75.145 |lhited Sates |147.237.77.17 |nazi.idf.i|Uauthorized URL Access to nazi.idf.il/wp-1o0gin. php B ock 1
2 5412 238 lsrael 147237 77. 17 \rnazi i of i Par anet er Typg \Viol ati on Mast er $ucHeader $ucSear ch@nt rol $t xt Search in B ock 1
WAN mazi L i df . i 1/ 14-he/ i gf . aspx
Unaut hori zed URL Access to
164. 138. 123. 181 |l srael 147.237.77. 17 |nazi .i df . i jmazi . i df . i 1 /7109- 11196- he/ i gf . aspx&a=u&ed=0ahukewi oli r vnsf kahx| 83i khy01dnO |B ock 1
gf ggnnai &usg=af gj cnf vehbazc7nq2vi Ocf wzqedbzj 85w
79.178.152. 252 | srael 147, 237. 77. 17 |nazi .i o (72 38 Er Type Mol ation PageNnber in B ock 1
nazi .idf.il/foruns/tenpl ates/foruns/forum aspx
66. 249. 78. 168 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to www mazi . idf.il/tenpl ates/ general / x* B ock 1
41.33.216.162 |Eypt 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
146. 185. 234. 48 :Z:::Inl on 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to igf.idf.il/tenpl ates/newslist/newslist.in.aspxundefi ned B ock 1
80. 82. 64. 68 Net her | ands 147.237.77. 17 |mazi . i df . i {Unaut hori zed URL Access to al gassam ps/ ar abi ¢/ Z8UUPUSE USU Bl ock 1
68. 180.230.40 |lhited Sates |147.237.77.17|nazi.idf.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 78. 10 | srael 147.237.77. 17 |nazi . i df . i |Paraneter Type Mol ation Back inigf.idf.il/6053-heligf.aspx B ock 1
2 5412 238 s a6l 147 237 77. 17 \razi i of i Par anet er _Typg Mol ation 'Mast er $ucHeader $ucSear chGont r ol $t xt Search in B ock 1
W nazi L i df . i | / 6547- hel i gf . aspx
169. 229. 3. 91 Lhited Sates |[147.237.77.17 |nazi.idf.i|lllegal Byte Gode Character in Mt hod B ock 1
95. 86.103. 171 | srael 147.237.77. 17 |nazi .i df . i [Mul ti pl e Uhaut hori zed URL Access from 95. 86. 103. 171 B ock 1
79.178. 152. 252 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/ admin B ock 1
66. 249. 79. 231 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 3850-5187- he/ i gf . aspx B ock 1
46. 19. 85. 89 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
81.218. 140. 160 |l srael 147.237.77. 17 |nazi . i df . i |[PHP At t enpt B ock 1
77.126.62.217 |lsrael 147.237.77. 17 |nazi .idf.i |D stributed Lhaut hori zed URL Access on nazi.idf.il/inages/transvi deocounter. gi f B ock 1
66. 249. 78. 10 | srael 147.237.77. 17 |nazi .i df . i [Paraneter Type Mol ation TabNumin igf.idf.il/3793-heli gf. aspx B ock 1
40. 77. 167. 92 Lhited Sates [147.237.77.17|nazi.idf.i |Uhaut hori zed URL Access to 147.237.77.17/si p storage/fil es/ 7/ 1087. pg B ock 1
207.46.13. 172 Lhited Sates [147.237.77.17|nazi.idf.i|D stributed Whaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
Unaut hori zed URL Access to
95.86. 103. 171  |lsrael 147.237.77. 17 |nazi . i df . i fmazi . i df . i |/ 6368- 9571- he/ i gf . aspx&a=u&ed=0ahukew srtj wnsj kahxgwad4khehzb6u |B ock 1
gf ggomai &usg=af gj cneuj mB0ac3i nBynbngdng5| x9p_gg
79.182. 96. 48 | srael 147.237.77. 17 |nazi .i df . i |[PHP At t enpt B ock 1
66. 249. 79. 239 | srael 147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
54.173. 75. 145 Lhited Sates 147.237.77. 17 |nazi .i df . i |[PHP At t enpt B ock 1
157. 55. 39. 13 Lhited Sates |147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to nazi.idf.il/4316-he/ B ock 1
81.218. 140. 160 |Israel 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to igf.idf.il/xnhrpc. php B ock 1
77.237.138.202 |Czech Republic |147.237.77. 17 |nazi .idf.i|Unaut hori zed Met hod HEAD for / B ock 1
66. 249. 78. 17 | srael 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to igf.idf.il/tenpl ates/shared/ usercontrol s/ newsgal | ery/ B ock 1
41.33.216.162 |Egypt 147.237.77. 17 |nazi . i df .i |PHP Attenpt B ock 1
141.212.122. 160|lhited Sates |147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
79.182. 96. 48 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to mnazi.idf.il/xnmrpc. php B ock 1
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