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Top Attackers

M 110. 83. 80. 161, China
220.156. 187. 4, India

W 95.86.124.55, Israel
212.179. 54. 237, |srael

W 37.142.64. 16, |srael

H 37.26.148.162, |srael

W 89.138.197. 124, |srael

W 172.245.218.130, Whited Sates
66. 249. 78. 242, | srael

W 31.168. 114. 111, |srael




01-25-2016 to 01-26-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
212.179.54. 237 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All _Nets drop BBL.- | srael 6




01-25-2016 to 01-26-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess \Ste
110. 83. 80. 161 Chi na

|S gnat ure |Davi ce Action |Oount |
147.237.77. 17 nazi.idf.il |ClO8: HITP. Trying to | ocate existing FCKeditor B ock 122
220. 156. 187. 4 I ndi a 147.237.77. 17 nazi.idf.il |28 HITP. Ahref Bot craw er B ock 15
172.245. 218. 130 Lhited Sates 147.237.77. 17 nazi.idf.il |0543: HITP. php.cgi Access B ock 1




01-25-2016 to 01-26-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |gte |9 gnature | count |
185. 130. 5. 234 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244 Latvia 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
188. 166. 245. 249 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




01-25-2016 to 01-26-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

‘ Target Address

Ste

dgnature

208.115.111.75 |lWhited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 39
54. 244, 22. 103 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN- ACK - > Ti meout rej ect 25
109. 64. 55. 107 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 23
46. 19. 85. 37 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 14
195. 239. 16. 40 RJSf;;”i o 147. 237.77. 17 |nazi .i f .i [Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 9
195. 239. 16. 53 g;z:;nl on 147.237.77. 17 |nazi .idf.i|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
212.76.127.10 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
85. 65. 46. 121 | srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 5
46.19. 86. 182 | srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.121. 208. 2 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
5. 29. 109. 51 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
185. 120. 125. 8 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 4
46.19. 86. 164 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
94, 188. 139. 68 I srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 4
85.65.46.121 | srael 147.237.77. 17 |nazi .i of .i |Bad TCP sequence Ssca::m retransmt wth different wndow oy o 4
46.19. 86. 182 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
84.108. 14. 203 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
109. 186. 154. 182|l srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
85. 250. 182. 70 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 4
2.52.6.49 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
85. 93.91. 84 Ger many 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 3
94. 159. 147. 232 |Israel 147. 237.77. 17 |nazi .i of .i [Bad TCP sequence Sscaljgm retransmt wth different window .. 2
149. 78. 97. 135 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 2
2.54.181.8 | srael 147.237.77. 17 |nazi .idf . i \AWSI aSteirc:/ner Enf or cenent Veéb Servers S ow HITP Denial of Service rej ect 2
176. 13. 0. 244 | srael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 2
94. 159. 147. 232 |l srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 2
85. 65. 46. 121 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
177.101. 44. 233 |Bazil 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
46. 19. 86. 148 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
37.26. 147. 252 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
213.57.181.49 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 1
84.109. 68. 35 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 1
195. 60. 232. 57 | srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.54.144. 109 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
80.179.9.7 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence :;(IJ‘;OO( retransmt w th different w ndow noni t or 1
173.52.213. 147 |Lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
141.212.122.120|lhited Sates 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 68 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
89. 139. 149. 106 |l srael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN- ACK -> Ti neout rej ect 1
216.243.31. 2 Lhited Sates 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
84.111.197. 92 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
212. 25. 84. 200 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 1
2.52.164. 83 | srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.94.32.197 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
64.125.239. 217 |lhited Sates 147.237.77. 17 |nazi .i df . i [SYN At tack SYN -> SYN- ACK -> Ti neout rej ect 1
37.46. 39. 16 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
213.57.181. 49 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
2.54.147. 18 I'sr ael 147.237.77. 17 |nazi .i of . i MW; ;eir(:’ner Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 1
84.109. 89. 153 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
82.102.169. 113 |Israel 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1




01-25-2016 to 01-26-2016

|Top Attackers In V\AF|

Attacker Address

Ste

Devi ce

Attacker Geo ‘Target Addr ess

‘S‘ gnature

Action

‘Count

95. 86. 124. 55 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 7
37.26.148. 162 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 6
110. 83.80.161 |Chi na 147.237.77. 17 |nazi .i df .i |Mil ti pl e Unhaut hori zed URL Access from 110. 83. 80. 161 B ock 5
172.245.218. 130|lhited Sates 147.237.77. 17 |nazi .i df .i [Mil ti pl e Unaut hori zed URL Access from 172. 245. 218. 130 B ock 3
37.142.64.16 | srael 147.237.77. 17 |nazi .i df . i |PHP Att enpt B ock 3
37.142.64. 16 | srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to igf.idf.il/xnhrpc. php B ock 3
109. 66. 50. 202 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefined B ock 2
89. 138. 197. 124 |lsrael 147.237.77. 17 |nazi .idf.i |PHP At t enpt B ock 2
89.138.197. 124 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 2
87.68. 75. 159 | srael 147.237.77. 17 |nazi .idf.i|D stribut ed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p _storage/fil es/ 1/ 1351. | pg B ock 1
207. 46. 13. 27 Lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
62. 90. 131. 86 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
146. 185. 234. 48 g;z:;nl on 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to igf.idf.il/tenpl ates/ newslist/newslist.in. aspxundefined |B ock 1
95. 86. 72. 102 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
79.179. 62. 65 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 1/ 2061. j pg B ock 1
66. 249 78. 174 | srael 147. 237. 77 17 \azi i of i gauzt;fcr)i zed URL Access to mazi.idf.il/3697-9630-he/igf.aspx 10 xx xex'x7x’ B ock 1
87.69. 190. 18 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3697- 10520- he/ i gf . aspx B ock 1
66. 249. 78. 10 | srael 147.237.77. 17 |nazi . i df . i [Paraneter Type Mol ation TabNumin igf.idf.il/4941-he/igf. aspx B ock 1
149. 88. 71. 158 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/hir . B ock 1
85.93.91. 84 Ger many 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
66.249. 78. 242 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
197.48.118.33  |Egypt 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
. .. . IUnaut hori zed URL Access to
110.83.80. 161  |Chi na 147.237.77. 17 |nazi . i df .| igf.idf.il/editor/editor/fil enanager/browser/defaul t/ connect or s/ asp/ connect or. asp Bl ock !
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4943- 8365- he/ i gf . aspx B ock 1
66. 249. 78. 17 | srael 147.237.77. 17 |nazi .idf . i |[Paraneter Type Mol ati on TabNumin igf.idf.il/3793-heligf. aspx B ock 1
157.55.39.171 |lhited Sates 147.237.77. 17 |mazi . i df . i [Unaut hori zed UR. Access to nazi.idf.il/700-he/igf.aspx?pagenun¥l? B ock 1
31.168.114.111 |lIsrael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
104. 131. 147. 112|lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
85. 250. 182. 70 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
197.48.118.33 |Egypt 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
141.212.122. 112|Lhited Sates 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to /x B ock 1
68. 180. 230. 40 |lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 78. 167 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefined B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi .idf.i|Mil tiple ||l egal Byte Gode Character in Method from 169. 229. 3. 91 B ock 1
31.168.114. 111 |Israel 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
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