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Top Attackers

192. 118.10. 10, |srael
212.179.54. 237, |srael

164. 138. 125. 32, Israel

66. 249. 78. 242, | srael

109. 65. 49. 130, |srael

149. 78. 41. 173, |srael
169.229.3.91, Lhited Sates
207.46.13.27, Whited Sates
79.182.96. 48, |srael
157.55.39.234, Lhited Sates




01-24-2016 to 01-25-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address
212.179.54. 237

| Attacker Geo

| Target Address |gte

|S gnature | Devi ce Action | CP_I ocat i on. Locat i on |Count |
| srael 147.237.77. 17 nazi.idf.il |Block Wdp All Nets drop BBL.- | srael 9
109. 65. 49. 130 | srael 147.237.77. 17 nazi.idf.il |L4 Source or Dest Port Zero drop BR.- | srael 3




01-24-2016 to 01-25-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-24-2016 to 01-25-2016

|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |ste |9 gnature | count |
89.248. 174. 81 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
93.174. 93. 181 Net her | ands 147.237.77. 17 nazi . idf.il ET SCAN Potential VNC Scan 5900- 5920 1




01-24-2016 to 01-25-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address [Ste Sgnature
176.195.72.11 |Russi an Federati on 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 225
212.76.127.219 |lsrael 147.237.77. 17 |nazi . i df . i CBlbr?i(J:lki ;I;I’P hon Fail ed to handl e connection data noni t or 81
188. 161. 48. 7 (F;ajcis;i';'ja” ferritory, 147. 237.77. 17 |nazi .i of .i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 62
188.161.48.7 | estinian Territory, 147. 237.77. 17 |nazi .i of .i [Bad TCP sequence SINCAK retransmt with different wndow | ..o 62

Qccupi ed scal e
79.180.58.171 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SWNretransmit wth different wndowscale |[nonitor 53
46.19.85.171  |Israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence ssca::‘]( retransmt wth different wndow | ., 27
81.218. 48. 37 | srael 147.237.77. 17 |nazi .idf . i |drop SAMrul e dr op 22
188.143. 232. 22 |Russi an Federation 147.237.77.17 |nazi .i df .i |Bad TCP sequence fggfgm retransmt with different wndow | oo o 17
37.46.39.124 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 17
84.109. 0. 29 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN - > SYN- ACK -> Ti nmeout rej ect 16
176. 77. 96. 48 Russi an Federation 147.237.77. 17 |nazi . i df . i |SYN At tack rej ect 16
46. 120. 206. 131 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 16
94. 230. 86. 89 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber noni t or 16
46.19. 85. 133 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 14
46.19. 85. 171 | srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack rej ect 13
46. 19. 85. 84 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 9
37.46. 39. 192 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 9

. . .. . .{Block HTTP Non . . .

195.239. 16. 40 |Russi an Federation 147.237.77. 17 |nazi . i df .| Conpl i ant Fail ed to handl e connection data noni t or 9
46.117. 82. 100 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 9
195. 239. 16. 53  |Russi an Federation 147.237.77. 17 |nazi . i df . i CBlbr?i(J:lki ;I;I’P hon Fail ed to handl e connection data noni t or 9
46.120. 206. 131 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 9
46. 19. 85. 78 | srael 147.237.77. 17 |nazi . i df .1 |SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
213. 8. 204. 28 | srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
46.19. 85. 171 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.148.238 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence fg’;ﬁ retransmt with different w ndow noni t or 6
188. 143. 232. 22 |Russi an Federati on 147.237.77. 17 |nazi . i df .1 |SYN Att ack SYN - > SYN- ACK - > Ti neout rej ect 5
46. 19. 85. 29 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 5
37.46. 39. 18 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 206 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 4
207.241.237.211|Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At ack SYN -> SYN-ACK -> RST rej ect 4
37. 26. 149. 145 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence noni t or 4
62.219. 153. 194 |Israel 147.237.77. 17 |nazi . i df .1 |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46.117. 82. 100 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber alert 4
46.19. 85. 73 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 94 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
85. 250. 95. 204 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SWNretransmt wth different wndowscale |[nonitor 4
197.214.99.35 [Ngeria 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
37.26. 149. 145 | srael 147.237.77. 17 |nazi . i df.i|{Bad TCP sequence alert 4
46.19. 86. 138 | srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.120. 103. 43 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37.26.148.238 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 3
2.52.157.198 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
31.210.187. 215 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 3
146. 185. 234. 48 |Russi an Federation 147.237.77. 17 |nazi .i of .i |Bad TCP sequence fggzbm retransmt wth different wndow | ., 2
2.54.139. 208 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 1
141.212.121. 192|Lhited Sates 147.237.77. 17 |nazi .idf . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 19 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
79.179.197. 110 |lsrael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d sequence nunber noni t or 1
5.29. 37.107 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber alert 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 1




01-24-2016 to 01-25-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo Target Address [Ste ‘S gnature Acti on ‘Count
192.118. 10. 10 I srael 147.237.77. 17 |nazi .i df .i |Mil ti pl e Uhaut hori zed URL Access from 192.118. 10. 10 Bl ock 19
164. 138. 125. 32 |[Israel 147.237.77. 17 |nazi .i df . i |Mil ti pl e Uhaut hori zed URL Access from 164. 138. 125. 32 Bl ock 4
62. 219. 160. 20 | srael 147.237.77. 17 |nazi . i df . i |Uaut hori zed UR. Access to nazi.idf.il/sip_storage Bl ock 2
164. 138. 125. 32 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files Bl ock 2
157. 55. 39. 234 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 2
149. 78.41. 173 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 2
68. 180. 228. 160 |lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/14-8331-he Bl ock 1
207. 46. 13. 27 Lhited Sates 147.237.77. 17 |nazi .idf.i|D stributed Unaut hori zed URL Access on 147.237.77. 17/ robot s. t xt Bl ock 1
80. 246. 130. 121 |Israel 147.237.77. 17 |nazi i of . (FX 3L Sr Type Vol ation phrase in Bl ock 1
nazi.idf.il/foruns/tenpl ates/ f oruns/ sear chresul t s. aspx
66. 249. 78. 242 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3728- 6976- he/ i gf . aspx B ock 1
2.54.184. 39 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/hi Bl ock 1
192 117, 138. 2101 srael 147 237 77. 17 \vazi i df i Par anet gr_Typ_e Mol atiqn Mast er $ucHeader $ucSear chCont r ol $t xt Search in B ock 1
W mazi L i df . i |/ 14-hel i gf . aspx
Unaut hori zed URL Access to
157.55.39.171 |lhited Sates 147.237.77. 17 |nazi .i df . i |mazi . i df . i 1/599- he/ i gf . aspx&a=u&ei =t hgi t oot | m goi kngl sf &ed=0cbqqf j ad&usg=af |B ock 1
gj cne_kOj | 7d6l 9f - 7f r dr pk8wb6t opw
79.180.58. 171 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
66. 249. 65. 231 | srael 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
207.46. 13. 27 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
85. 250. 95. 204 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx Bl ock 1
66. 249. 78. 242 I srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
46. 35. 253. 161 :32::1”' on 147.237.77. 17 |nazi .i df . i |Parameter Type Mol ati on TabNumin mazi.idf.il/3793-he/i gf . aspx B ock 1
157.55 39. 171 |Uited Sates 147.237. 77. 17 \vazi i o i ﬂLhAeingllgilAzEe%;J;_DA?cess to waww nazi.idf.il/4054-heligf . aspxAEAACACAEACACLE, 8 ock 1
79.182. 96. 48 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
.. . {Unaut hori zed URL Access to
66.249. 65. 231 | sr ael 147.237.77. 17 nazi i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx Bl ock !
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi .i df . i |Abnornal | y Long Request net hod Bl ock 1
Russi an . . {Unaut hori zed URL Access to
146.185. 234. 48 Federati on 147.237.77. 17 nazi i df .| WA nazi . i df.i | /tenpl at es/ newsl i st/ newsl i st. i n. aspxundefi ned Bt ock !
66. 249. 78. 254 | srael 147.237.77. 17 |nazi .1 df.i|Unaut hori zed URL Access to 147.237.77.17/ 3728-9371- he/ i gf . aspx B ock 1
46.116. 202. 137 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
192. 118. 10. 10 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed UR. Access to nazi.idf.il/inages/ 1. he/lines/ nenuright corner. gif Bl ock 1
79.182. 96. 48 | srael 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed URL Access to mnazi.idf.il/xnmrpc. php Bl ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi .idf.i|D stributed Unaut hori zed UR. Access on 147.237.77.17/robots. t xt Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi .idf.i|lllegal Byte CGode Character in Mt hod Bl ock 1

01-24-2016 to 01-25-2016




