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01-23-2016 to 01-24-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
212.179.54. 237 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All _Nets drop BBL.- | srael 6
74.91. 28. 60 Lhited Sates 147.237.77. 17 nazi . idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




01-23-2016 to 01-24-2016

|Top Attackers In IPS|

Attacker Address

\ Attacker Geo

\ Target Address

|Davi ce Action
220. 156. 187. 4 I ndi a 147.237.77. 17 nazi.idf.il @28: HITP. AhrefBot craw er Bl ock 3
172. 245. 218. 130 Lhited Sates 147.237.77. 17 nazi.idf.il 0543: HTTP: php. cgi Access Bl ock 2
188. 165. 15. 79 France 147.237.77. 17 nazi.idf.il 28: HITP. AhrefBot craw er Bl ock 1
184. 168. 193. 34 Lhited Sates 147.237.77. 17 nazi.idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 1




01-23-2016 to 01-24-2016

|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |ste | gnature | count |
184. 168. 193. 34 Lhited Sates 147.237.77. 17 nazi.idf.il SQ Injection - Select From 3
46. 161. 40. 120 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




01-23-2016 to 01-24-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

Sgnature

SYNtACK retransnit with different w ndow

77.126. 253. 68 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence scal e noni t or 49
46. 19. 86. 76 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 49
46.117.137. 163 |l srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 37
46.19. 85. 248 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 36
46.19. 85. 123 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval id ACK nunber alert 36
46. 19. 85. 248 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 36
46. 19. 85. 123 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36
37.26.146. 180 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 36
208.115.113.91 |Lhited Sates 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 26
37. 26. 146. 180 | srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 25
37.26. 147. 197 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
149. 78. 198. 160 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 25
208. 115.111. 75 |lhited Sates 147.237.77. 17 |nazi .i df . i |dr op SAMrul e drop 23
149. 78.198. 160 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber aert 16
212.76.127.10 |lsrael 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
212.76.127.219 |lsrael 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
195. 239. 16. 40 :ZZ:;} o 147.237.77. 17 |nazi .i of .i|B ock HTTP Non Conpl i ant Failed to handl e connection data moni t or 9
195. 239. 16. 53 gs:;;”i on 147. 237.77. 17 |nazi .i of .i [Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data moni t or 9
93.172.227. 234 |lsrael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence SYNretransmt wth different wndow scal e |nonitor 5
46.19. 86. 178 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.27.146 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN ACK -> RST rej ect 5
185. 3.147. 122 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 86. 178 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 5
46.19. 85. 161 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber alert 4
77.125.145. 193 |lsrael 147.237.77. 17 |nazi . i df . i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
213. 8. 204. 35 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46.121.121. 14 |Israel 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different wndow scal e |nonitor 4
46.19. 85. 161 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
94, 159. 179. 210 |Israel 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
23.101.61. 176 Irel and 147.237.77. 17 |nazi .i df . i |drop SAMrul e drop 4
46. 19. 85. 206 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 4
213. 57. 107. 62 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
94.159. 179. 210 |Israel 147.237.77. 17 |nazi .i f .i |Bad TCP sequence EZQ‘L:G( retransmt with different wndow |, ooy
37.46. 39. 145 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
31.210.186. 11 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 4
46.117.48. 61 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
91.134.58.127 |Rugaria 147.237.77. 17 |nazi i of .i {Bad TCP sequence SMwAGCretransmt with different Wndow Jopniror 3
2.54.153. 23 | srael 147.237.77. 17 |nazi.idf.i|Vb Server Enforcenent M ol ation b Servers S ow HITP Denial of Service rej ect 2
104. 209. 188. 207|Wited Sates  |147.237.77. 17 |nazi .iof .i [ nstant Messengers Instant nessenger pattern found, noni t or 2
appl i cati on: Skype
91.134.58.127 |Bulgaria 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 2
5.22.135.193 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
46. 19. 85. 161 | st ael 147 237.77. 17 \vmzi i df i Srean ng Eﬁgi ne. TP Invalid Invalid segnent retransnission. Packet drop 5
Ret r ansni ssi on dr opped.
84.111.173.54 |lsrael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
46.19. 85. 187 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
104.45.18.178 |wited Sates  |147.237.77.17|mezi i of.i [Instant Messengers Instant nessenger pattern found, noni t or 1
appl i cation: Skype
40.78.146.128 |lhited Sates 147.237.77. 17 |nazi . idf.i|l nstant Messengers I nst _ant _mas.senger pattern found, noni t or 1
appl i cation: SKkype
87.69. 12. 235 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
212.179.173. 137|l srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
31. 210. 186. 35 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval id ACK nunber noni t or 1
79.183. 51. 251 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1




01-23-2016 to 01-24-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |[Target Address|Ste ‘S gnature Acti on ‘Count
5.9.98.130 CGer many 147.237.77. 17 |nazi .idf .i [Mil tipl e Unaut horized URL Access fromb5. 9.98. 130 B ock 24
172.245.218. 130|lhited Sates |147.237.77. 17 |nazi.idf.i{Miltiple Wauthorized UR Access from 172. 245. 218. 130 B ock 7
31.154. 169. 205 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ newsgal | ery/ B ock 1
Unaut hori zed URL Access to
157.55.39.171 |lhited Sates |147.237.77.17 |nazi.idf.i|mazi.idf.il/599-he/i gf.aspx&a=u&ei =t hgi t oot | m goi kngl sf &ed=0cbqqgf j ad&usg=af q |B ock 1
j cne_kOj | 7d6l 9f - 7f r dr pk8wb6t opw
109. 67. 52. 48 | srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to igf.idf.il/xnirpc. php B ock 1
84.94.24. 104 | srael 147.237.77. 17 |n@azi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
176. 228. 144. 106l srael 147.237.77. 17 |nazi .idf.i|D stribut ed Unaut hori zed URL Access on 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
46. 120. 68. 255 | srael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt B ock 1
157. 55. 39. 86 Uited Sates 1147237 77 17 |nazi i o i l;,,l’"liztp:ori zed URL Access to igf.idf.il/5551-11516- he/ xZx@xoex'x™x? x§x"x™x(g B ock 1
85. 250. 45. 174 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8347-he B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi .idf .i|D stributed Unaut hori zed URL Access on 147.237.77. 17/ 4944- hel i of . aspx B ock 1
37.26. 147. 242 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. j pg B ock 1
157.55.39. 182 |lhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 6221- 9268- he/ i gf . aspx B ock 1
109. 67. 181. 63 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p storage/fil es/ 7/ 1087. | pg B ock 1
84.108. 70. 102 |lsrael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
105. 62,53 168 |55 147.237.77. 17 |nazi .i f . i |Unaut hori zed LRL Access to /1ogin B ock 1
Federation
46. 120. 68. 255 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
157. 55. 39. 129 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
93.172.227. 234 |lsrael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 1
79.183.51. 251 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/450- he. aspx B ock 1
66. 249. 78. 167 | srael 147.237.77. 17 |nazi . i df . i |Paraneter Type M ol ati on PageNumin nazi.idf.il/5013-he/i gf . aspx B ock 1
37.46. 39. 184 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
Russi an .. . .{Unauthori zed URL Access to
146.185. 234. 48 Federati on 147.237.77. 17 nazi i df .| WA n@zi . i df. i | /tenpl at es/ newsl i st/ newsl i st. i n. aspxundefi ned Bl ock !
84.108. 70. 102 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Mil ti pl e Uhaut hori zed URL Access from 68. 180. 228. 160 B ock 1
46.120. 132. 129 |l srael 147.237.77. 17 |nazi . i df .i|Uhaut hori zed URL Access to igf.idf.il/tenpl ates/ newslist/undefi ned B ock 1
5. 9. 98. 130 Ger many 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to igf.idf.il/shared usercontrol s/ vodchannel / B ock 1
] .. f{Unauthorized URL Access to mazi.idf.il/5551-11516- he/ x3 xYA;AYx3 ACx3 xY
157.55.39. 171 |Whited Sates |147.237.77.17|nazi.idf.i g A x VA AV xVA;AYX3 A2 x3 A§x® xVAg Ay VA, A3 XYA;ACAI/?(3 VA, AV: aspx B ock 1
109. 67. 52. 48 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
81.218.2.118 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
66.249.78.174 |lsrael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to nazi.idf.il/U..UU@ Bl ock 1
40.77.167. 80 Lhited Sates |147.237.77. 17 |nazi.idf.i|Unaut hori zed URL Access to vww nmazi . i df.il/4054-heligf . aspxAta-A? B ock 1
172.245.218. 130|lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to mazi.idf.il/cgi-bin/php B ock 1
] .. . {Unaut horized URL Access to nazi.idf.il/113-11516- he/ x3 xYA;Al/x3 ASx3 xY

157.55.39.63  |United Sares 147,237, 77. 17 |mai 1. [ GRG0 T 5 R 0 A ¥ Ag At xR fes 2 A At Ag At aspx 2ok |
85. 250. 45. 174 | srael 147.237.77. 17 |nazi .idf.i|D stributed PH? At enpt B ock 1
68. 180. 228. 160 |lhited Sates [147.237.77.17|nazi.idf.i|lUhaut hori zed URL Access to nazi.idf.il/14-8330-he B ock 1
46.121.121. 14 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4944-he/ i gf . aspx B ock 1
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