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Top Attackers

W 110. 84. 32. 140, China
212.179.54. 237, |srael

W 37.8.87.37, Palestinian Territory, Qcupied
88. 204. 187. 90, Kazakst an

W 109. 67. 206. 237, |srael

Il 68.180.230.40, Lhited Sates

[ 66.249. 66. 165, | srael

W 85.93.91. 84, Gernany
197. 35.61. 65, Egypt

H 109. 66. 104. 145, |srael




01-22-2016 to 01-23-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Atacker Geo |Target Address
212.179.54. 237

|gte

|9 gnature | Device Action |DP location. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 8
180. 97. 106. 37 Chi na 147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1
216.177.129. 21 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




01-22-2016 to 01-23-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste

|Sgna1ure |Davi ce Action |Oount |
110. 84. 32. 140 Chi na 147.237.77.17 |mazi.idf.il|ClO8: HITP. Trying to | ocate existing FCKeditor Bl ock 66
172.245.218. 130 |lLhited Sates |147.237.77.17 |nazi.idf.il|16798: HITP. QU Bash HITP Header Renote Code Execution Vul nerability Bl ock 1
220. 156. 187. 4 I ndi a 147.237.77.17 |nazi.idf.il|C228: HITP. AhrefBot craw er B ock 1




01-22-2016 to 01-23-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |gte |9 gnature | count |
5. 189. 146. 119 Cer many 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
88. 204. 187. 90 Kazakst an 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
88. 204. 187. 90 Kazakst an 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
221.131.184. 209 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
46. 161. 40. 120 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 93. 5. 65 Cer many 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
88. 204. 187. 90 Kazakst an 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
185. 130. 5. 29 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




01-22-2016 to 01-23-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Ste

Sgnature

Devi ce

Pal estinian Territory,

Action

‘Count

37.8.87.37 Qecupi ed 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 122
46.19.85.145  |Israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence fggfgm retransmt with different wndow | oo . 49
46. 19. 85. 106 | srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 36
208.115.113.91 |Whited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 29
46. 19. 85. 145 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 26
79.183.61. 3 | srael 147.237.77. 17 |nazi . i df . i |SYN At ack SYN -> SYN-ACK -> RST rej ect 26
208.115.111.75 |Whited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 25
109. 160. 174. 42 |l srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 22
109. 160. 174. 42 i srael 147.237.77. 17 |nazi .i of .i |Bad TCP sequence f:g;pm retransmt wth different wndow | ., 22
46.19. 85. 145 | srael 147.237.77. 17 |nazi . i df . i |SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 20
46. 19. 85. 145 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 17
46. 19. 85. 145 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 16
5.28.132. 87 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 9
212.76.127. 44 |lsrael 147.237.77. 17 |nazi . i df . i CBlbr?i(J:lki ;I;I’P hon Fail ed to handl e connection data noni t or 9
195. 239. 16. 40 Russi an Federation 147.237.77. 17 |nazi . i df . i g)rcr);Iki ;T-P Non Failed to handl e connection data noni t or 9
195. 239. 16. 53  |Russi an Federation 147.237.77. 17 |nazi .idf . i CBlbr?i(J:lki ;I;I’P Non Fail ed to handl e connection data noni t or 9
5.28.132. 87 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 9
54.229.23.42  |ireland 147.237.77.17 |nazi .i of . i Eor?;ki ;TP hon Failed to handl e connection data noni t or 8
46.117.26.150 |Israel 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 6
71.204.146. 106 |Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 5
46.117. 26. 150 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 5
5.29.177.117 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 145 | srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> Ti meout alert 4
46. 19. 85. 106 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
5.29.177. 117 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
79.178. 147. 32 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
54.194. 253.103 |[Irel and 147.237.77. 17 |nazi .i df .i g');’;lki ;TP hon Fail ed to handl e connection data moni t or 4
91.200.12.136 |Wkraine 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 4
84.111.126. 127 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
149. 88. 229. 74 | srael 147.237.77. 17 |nazi . i df . i |SYN At ack SYN -> SYN-ACK -> RST rej ect 4
91.200. 12. 143  |lkrai ne 147.237.77. 17 |nazi .idf . i |drop SAMrul e drop 4
46. 19. 85. 145 | srael 147.237.77. 17 |nazi . i df .1 |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
85.93.91. 84 CGer many 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence SYNretransmit wth different wndowscale |nonitor 3
37.46. 39. 148 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 3
130.193.51. 60 |Russi an Federation 147.237.77. 17 |nazi . i df . i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 3
109. 64. 5. 128 | srael 147.237.77. 17 |nazi . i df . i |SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 3
110. 84. 32. 140 Chi na 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 2
185. 3. 144. 116 | srael 147.237.77. 17 |nazi . i df.i|{Bad TCP sequence Inval id ACK nunber noni t or 2
46. 19. 85. 60 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
81. 218. 167. 46 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
157.55.39.213 |lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47.52 Lhited Sates 147.237.77. 17 |nazi .idf . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 157. 127l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
2.52.53.5 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
46.121.47. 118 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
109. 67. 206. 237 |l srael 147.237.77. 17 |nazi .i df . i|Bad TCP sequence Invalid ACK nunber aert 1
46. 19. 86. 110 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
85. 130. 249. 14 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
84.108. 58. 116 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
194.90. 198. 147 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1




01-22-2016 to 01-23-2016

|Top Attackers In V\AF|

Devi ce

‘Attacker Geo Target Address |Ste ‘S gnature Action ‘Count
110. 84. 32. 140 |Chi na 147.237.77. 17 |nazi .i df .i |Mil ti pl e Uhaut hori zed URL Access from 110. 84. 32. 140 B ock 7
Pal esti ni an
37.8.87.37 Territory, 147.237.77. 17 |n@azi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 4
Qccupi ed
46. 120. 220. 77 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
68. 180. 230. 40 |lLhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 2
109. 67. 206. 237 |l srael 147.237.77. 17 |nazi .idf.i|Mil tipl e Unaut hori zed URL Access from 109. 67. 206. 237 B ock 2
109. 67. 206. 237 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8338-he B ock 1
84.108.41.217 |lsrael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
197. 35. 61. 65 Egypt 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to waww nazi . idf.il/xnmrpc. php B ock 1
109. 66. 104. 145 |l srael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt B ock 1
66. 249. 66. 129 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 1
31.154.175.15 |lsrael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
Uhaut hori zed URL Access to
... . {mazi.idf.il/sip_storage/files/0/1140. doc&sa=u&ed=0ahukew 5l t el _| zkahukwcwkhym
212.76.119.93 |l srael 147.237.77. 17 |nazi . i df .| 2cewqf ggf mag&zi_gzzngqSi i ukecbknx_8nmB9w&usg=af gj cng;l\-‘pxi unigt aytj 9u2j a)tljs Bl ock !
3s5595w
85.93.91. 84 Cer many 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 66. 173 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
62. 128. 48. 84 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
207.46.13.55 |lLhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/sip storage/files B ock 1
109. 66. 104. 145 |l srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/xnmrpc. php B ock 1
79.176.177. 210 |l srael 147.237.77. 17 [nazi .idf . i |PHP At t enpt B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
31.168. 23. 245 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx B ock 1
Unaut hori zed URL Access to
110. 84. 32. 140 |China 147.237.77. 17 |n@azi .idf.i|mnazi.idf.il/editor/editor/fil enanager/ br onser/ def aul t/ connect or s/ asp/ connect or. as |B ock 1
p
85.93.91. 84 CGer many 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
66. 249. 66. 189 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/  |B ock 1
66. 249. 66. 46 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/ newslist/undefined B ock 1
207. 46. 13. 69 Lhited Sates 147.237.77. 17 |n@azi .i df .i |Mil ti pl e Uhaut hori zed URL Access from 207. 46. 13. 69 B ock 1
79.176.177.210 |l srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 4170-he/i gf . aspx B ock 1
197. 35. 61. 65 Egypt 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt B ock 1
91. 226. 212. 39 |lkrai ne 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi .idf . i |Uhaut hori zed UR. Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 1
66. 249.66. 72  |israel 147. 237. 77. 17 |vazi i f . i xq:a;;;?ri zed URL Access to mmazi.idf.il/7343-11581- he/ xaexoex? x'x'xexgexs B ock 1
207. 46. 13. 69 Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/120-he/ B ock 1

01-22-2016 to 01-23-2016



