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01-21-2016 to 01-22-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address
212.179. 54. 237

| Attacker Geo

| Target Address

|9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
| srael 147.237.77.17 nazi.idf.il Bl ock Udp All _Nets drop BBL.- | srael 6
79.176.212. 138 | srael 147.237.77. 17 nazi . idf.il Bl ock Udp All _Nets drop BBL- | srael 3
107. 150. 60. 244 Lhited Sates 147.237.77. 17 nazi.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




01-21-2016 to 01-22-2016

|Top Attackers In IPS|
Attacker Address

|Attacker Geo |Target Address |S te |S gnat ure |Davi ce Action |Oount |
220. 156. 187. 4 I ndi a 147.237.77.17 nazi .idf.il (228: HITP.  AhrefBot craw er B ock 5
95. 211. 70. 193 Net her | ands 147.237.77. 17 nazi .idf.il 5670: HITP. SQ I njection (SEECT) B ock 1




01-21-2016 to 01-22-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo

| Target Address |gte |9 gnature | count
95. 211. 70. 193 Net her | ands 147.237.77. 17 nazi.idf.il 2 Injection - Select Fom 3
66. 249. 66. 134 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
91.218. 113. 195 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
168. 62. 238. 153 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




01-21-2016 to 01-22-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Ste

dgnature

62.0.102. 94 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 529
62. 0. 102. 94 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d sequence nunber noni t or 49
62. 0. 102. 94 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 49
46.19. 85. 71 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 36
94. 230. 86. 236 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 36
46.19.85. 71 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber alert 36
46. 19. 85. 80 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 25
79.182. 197. 64 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
2.52.6.242 | srael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN- ACK -> RST rej ect 25
176.13.2. 64 | srael 147.237.77. 17 |nazi . i of . i [Bad TCP sequence Sgg;e”ansmt with different wndow oo ;i o 17
37. 26. 146. 219 | srael 147.237.77. 17 |mazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
213.57.214. 183 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
195. 239. 16. 40 |Russi an Federation 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
195. 239. 16. 53  |Russi an Federati on 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
46.19. 86. 153 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 9
217.132.127. 160]l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 8
152. 115. 70. 227 |Dennar k 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 8
2.52.163. 171 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 86. 122 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 5
2.52.163.171 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 153 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.52.163.171 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 4
46. 19. 85. 30 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
217.132.127. 160|l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber aert 4
85. 64. 115. 15 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.163.171 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber alert 4
206. 253. 226. 23 |Wited Sates 147.237.77.17 |nazi .i of .i |Bad TGP sequence fz;';e”ansmt wth different window oo o 3
203. 133. 168. 35 |Korea, Republic of 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
195. 160. 242. 40 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
86.104.160.99 |Ronani a 147.237.77. 17 |nazi . i df . i |drop SAMrul e dr op 2
217.132.127. 160|l srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN - > SYN- ACK -> Ti neout rej ect 2
2.54.33. 124 I srael 147.237.77. 17 |nazi . i of .i (€0 SBrver Bnfor cement Veb Servers S ow HITP Denial of rej ect 2
Mol ation Servi ce

5.22.131.18 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
188. 120. 148. 171 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19. 86. 1 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
207. 46. 13. 122 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN - > SYN- ACK - > Ti neout rej ect 2
46.19. 85. 167 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
94. 230. 86. 249 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 8 | srael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN- ACK -> RST rej ect 1
85. 114. 127. 80 z'cf;i'géa” Territory, 147.237.77.17 |nazi .i of .i |B ock HTTP Non Conpliant  |Failed to handl e connection data noni t or 1
5.29.122.103 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
81.218. 251. 252 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber aert 1
2.54.28.141 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
184. 105. 247. 240|Lhited Sates 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 70 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
141.212.121.192|lhited Sates 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST alert 1
93.172. 129. 58 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d sequence nunber noni t or 1
85. 64. 126. 226 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
207.46.13.127 |lhited Sates 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 1
5.22.130. 239 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 1




01-21-2016 to 01-22-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste Sgnature ; Count
Ceo Action
46. 4. 68. 142 CGer many 147.237.77. 17 |nazi .idf.i |Mil ti pl e Uhaut hori zed URL Access from 46. 4. 68. 142 B ock 8
66. 249. 65. 231 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx B ock 2
149. 78. 37. 10 | srael 147.237.77. 17 |nazi .idf.i |D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 2
157.55. 39. 191 Lsh'mts: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 2
81.218. 140. 160 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
208. 90. 57. 196 g‘;tt:: 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to wwwu nazi.idf.il/joinmailinglist.aspx B ock 1
79.178.31.109 |lIsrael 147.237.77. 17 |nazi . i df .i |D stri buted PH? Attenpt B ock 1
169. 229 3. 91 Lhi ted 147. 237 77. 17 \nazi i o i III~_I_ egal BytA"e Gode Character in Method ~AT[#23] ] AQ[ [ #31] ] ATA AT [ #24] ] n>QAY B ock 1
Sates A[[#17]]1AC
) .. . .|Paraneter Type Molation lang in
95.135.111.66 |Ukraine  |147.237.77. 17|mazi. i0f.T 00 5o {1/t enpl at econt rol s/ pi cturei nf of pi cturei nf o, aspx Bl ock !
41.233.17.133  |Eypt 147.237.77. 17 |nazi . i df .i {D stributed PH? Attenpt B ock 1
84.110. 39. 45 | srael 147.237.77. 17 |nazi . i df .i |PHP Att enpt B ock 1
79.183. 148. 166 |l srael 147.237.77. 17 |nazi .idf .i|O stributed PHP At enpt B ock 1
206. 253. 226. 23 g];::: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 66. 173 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/113-9193- he/i gf . aspx B ock 1
46. 4. 68. 142 CGer many 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to igf.idf.il/tenpl at es/ honepage/ 404. aspx B ock 1
Lhi ted .. {Unauthorized URL Access to
157.85. 39. 224 Sates 147.237.77. 17 |nazi . i of .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
. .. . . |Paraneter Type Molation DoclDin
95.135.111. 66  |krai ne 147.237.77. 17 |nazi . i df . i mazi i df il /tenpl at econt ol s/ pi ct urei rf of pi ct ur i nf o, aspx B ock 1
2.54.42. 69 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefi ned B ock 1
82. 80. 133. 53 | srael 147.237.77. 17 |nazi .idf.i |D stributed PHP Attenpt B ock 1
212.179.42. 227 |lsrael 147.237.77. 17 |nazi .i df . i |Paranet er Type M ol ati on PageNumin nazi.idf.il/3697-he/i gf . aspx B ock 1
79.178. 31. 109 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
66. 249. 65. 238 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 3834- 7123- he/ i gf . aspx B ock 1
169. 229. 3. 91 g;g: 147.237.77. 17 |nazi . i df . i {Mal formed URL B ock 1
104. 128. 144. 131|Canada 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/redi rect. php B ock 1
41.233.17.133 |Egypt 147.237.77. 17 |nazi .i df .i {MIl ti pl e Uhaut hori zed URL Access from 41.233.17.133 B ock 1
84.110. 39. 45 | srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
79.183. 148. 166 |l srael 147.237.77. 17 |nazi .idf.i|Mul ti pl e Uhaut hori zed URL Access from 79. 183. 148. 166 B ock 1
207.232.55.134 |lsrael 147.237.77. 17 |nazi . i df . i |PHP At t enpt B ock 1
79.177.22. 48 | srael 147.237.77. 17 |nazi .idf.i |D stributed PHP Attenpt B ock 1
46. 4. 68. 142 CGer many 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
169. 229. 3. 91 g‘;ttees 147.237.77. 17 |nazi . i df . i {Abnormal | y Long Request net hod B ock 1
. .. . .{Paraneter Type Molation FlelDin
95.135.111. 66 |lkrai ne 147.237.77. 17 |nazi .i df . i nazi i ok i1/t enpl at econt rol s/ pi ct ur ei nf o pi ctur ei nf o, aspx B ock 1
5.28. 154. 193 | srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsli st/ undefined B ock 1
82. 80. 133. 53 | srael 147.237.77. 17 |nazi . i df .i |D stri buted Uhaut hori zed URL Access on nazi.idf.il/xnirpc. php B ock 1
79.178. 110. 143 |l srael 147.237.77. 17 |nazi .idf.i|O stributed PHP At enpt B ock 1
169. 229 3. 91 Lhited 147. 237 77. 17 \nazi i o i IUJ.I'(nOV\n Fﬂ:l'P Request Met hod ~ AT [ #23]] AQ[ [ #31] ] ATA" AT [ #24] ] n>CQAY B ock 1
Sates A[[#17]]AC
66. 249. 65. 245 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
89. 138. 95. 227 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/si p storage/fil es/ 1/ 1351. ] pg B ock 1
81.218. 140. 160 |l srael 147.237.77. 17 |nazi .idf.i|O stributed PHP At enpt B ock 1
207.232.55. 134 |lsrael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to waww nazi.idf.il/xmrpc. php B ock 1
79.177.22. 48 | srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
46. 19. 86. 21 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 1351. | pg B ock 1
169. 229. 3. 91 g‘;ttees 147.237.77. 17 |nazi .idf.i{I11egal Byte Gode Character in Header Nane B ock 1
. .. . . |Parameter Type Molation folderid in
95.135.111.66 |kraine 147.237.77. 17 |nazi . i df . i nazi i ok i 1/t enpl at econt rol s/ pi ct urei nf of i ctur ei nf o, aspx B ock 1
Lhited .. JUnaut hori zed URL Access to
8.37.70.253 Sates 147.237.77. 17 |nazi . df .| nazi . i df.il/6072-8874-he/i gf . aspx&usg=al kj r hgnghknnr kf n8_fj ypzsohpr 3b2oa Bl ock !
84.94. 169. 160 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsli st/ undefi ned B ock 1
79.178.110. 143 |l srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to mnazi.idf.il/xnrpc. php B ock 1
176.13.2. 64 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 66. 169 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/ 3728- 7059- he/ i gf . aspx B ock 1
46. 4. 68. 142 Ger many 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to igf.idf.il/113-11581- he/ xcexaex? x'x'xexcexex?.aspx |B ock 1
94. 230. 86. 236 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
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