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216. 145.90. 255, Whited Sates
220. 156. 187. 4, India

212.179. 54. 237, |srael

106. 38. 241. 106, Chi na

46. 219. 247. 122, \Kkrai ne

91. 200. 12. 139, Wkrai ne
66.249.69.2, |srael

105. 155. 163. 105, Morocco
173.254.203.80, Lhited Sates
5.29.2.229, |srael




01-20-2016 to 01-21-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
212.179. 54. 237 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All _Nets drop BBL.- | srael 11




01-20-2016 to 01-21-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste |Sgna1 ure |mvi ce Action |Oount |
216. 145. 90. 255 Lhited Sates 147.237.77. 17 nazi . idf.il |Q12: HITP. prefix 1.01 in the URL B ock 26
220. 156. 187. 4 I ndi a 147.237.77. 17 nazi . idf.il |C228: HITP. AnrefBot craw er B ock 25
106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il |C103: HITP: User Agent Sogou+web+spi der B ock 8
5.28. 150. 110 | srael 147.237.77. 17 nazi.idf.il |C12: HITP. prefix 1.01 in the URL B ock 2
149. 88. 53. 191 | srael 147.237.77. 17 nazi.idf.il |C12: HITP. prefix 1.01 in the URL B ock 2
69. 30. 218. 166 Lhited Sates 147.237.77. 17 nazi.idf.il |Cl06: HITP. najestic bot B ock 2
79.181. 123. 166 | srael 147.237.77. 17 nazi.idf.il |Q12: HITP. prefix 1.01 in the URL B ock 2
188. 165. 15. 136 France 147.237.77. 17 nazi . idf.il |C228: HITP. AnrefBot craw er B ock 1
207. 46. 13. 122 Lhited Sates 147.237.77. 17 nazi.idf.il |C12: HITP. prefix 1.0l in the URL B ock 1
157. 55. 39. 50 Lhited Sates 147.237.77. 17 nazi.idf.il |C12: HITP. prefix 1.01 in the URL B ock 1
185. 73. 39. 108 147.237.77. 17 nazi.idf.il |22280: HITP. Joonha (hj ect Injection Vul nerability B ock 1




01-20-2016 to 01-21-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count |
66. 249. 65. 26 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
46. 219. 247. 122 Lkrai ne 147.237.77. 17 nazi.idf.il SERVER- WEBAPP adni n. php access 1
93.174. 93. 181 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
172.98. 200. 238 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1




01-20-2016 to 01-21-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
46. 19. 85. 188 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 36
46. 19. 85. 188 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 36
94. 159. 146. 86 | srael 147.237.77. 17 |nazi .idf . il|]SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 25
94. 159. 146. 86 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNFACXK retransnit wth different w ndow scal e |nonitor 25
37.26. 148. 213 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 16
46. 19. 85. 55 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNPAXK retransnmit wth different w ndow scal e |monitor 14
149. 88. 53. 191 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 12
149. 88. 53. 191 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 12
46. 19. 85. 55 | srael 147.237.77. 17 |nazi .idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
212.76.127.111 |lsrael 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 9
84.108. 100. 95 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
212.76.127.219 |lsrael 147.237.77. 17 |nazi .idf.il|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
195. 239. 16. 40 Russi an Federation [147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
212.179. 159. 253 |l srael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 9
195. 239. 16. 53 Russi an Federation [147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
185. 3. 147. 245 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 6
193. 169. 70. 108 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 5
62.0.106. 194 | srael 147.237.77. 17 |nazi .i df.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 196 | srael 147.237.77.17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 5
91. 200. 12. 106 kr ai ne 147.237.77.17 |nazi.idf.il|drop SAMrul e drop 4
84.108. 100. 95 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber alert 4
37.26.148. 213 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 4
2.52.4.41 | srael 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 4
109. 67. 136. 156 |l srael 147.237.77. 17 |nazi .i df.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
91. 200. 12. 136 kr ai ne 147.237.77.17 |nazi.idf.il|drop SAMrul e dr op 4
37.26.147. 153 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
91. 200. 12. 143 Lkrai ne 147.237.77. 17 |nazi . i df .il|dr op SAMrul e drop 4
5.22.129. 246 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 2
5.22.134. 229 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
64. 125. 239. 56 Lhited Sates 147.237.77. 17 |nazi .idf.il|]SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 1
188.120. 148.89 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19. 86. 181 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
87.69. 115. 178 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 1
216.218.206.95 |lLhited Sates 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
79.176. 158. 232 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNtACK retransmit with different w ndow scal e |nonitor 1
185. 3. 147. 128 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 86. 126 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
31.168. 213. 5 | srael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
66. 249. 75. 146 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 1
188. 120. 148. 203 |l srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 86. 218 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
37.26. 149. 157 | srael 147.237.77. 17 |nazi .idf.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
89. 139. 53. 165 | srael 147.237.77. 17 |nazi .idf.il|]SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi .idf . i l|]SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
2.54.153. 19 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 1
81.218.251.250 |lsrael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber alert 1
62.90. 122. 234 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
46.19. 86. 153 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 253. 158. 200 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
46. 19. 85. 77 | srael 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 1




01-20-2016 to 01-21-2016

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

‘ Target Address

Ste

‘S gnature

Devi ce

‘Count

Action

91.200.12.139 |Wkraine 147.237.77. 17 |nazi .idf . i [Mul ti pl e Uhaut hori zed URL Access from 91. 200. 12. 139 B ock 4
109. 65. 165. 181 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/tenpl ates/ newslist/undefi ned B ock 2
91.200. 12. 139  |lkrai ne 147.237.77. 17 |nazi .idf .i |D stri buted PHP Attenpt B ock 2
46.219. 247. 122 |lkrai ne 147.237.77. 17 |nazi .i df . i |[PHP At t enpt B ock 2
149.78. 29. 73 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 2
46.219. 247. 122 |Wkrai ne 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unaut hori zed URL Access from 46. 219. 247. 122 B ock 2
105. 155. 163. 105|Mor occo 147.237.77. 17 |nazi . i df . i JAdmi n Bl ocki ng B ock 1
5.29. 2. 229 | srael 147.237.77. 17 |nazi .idf.i|O stributed PHP At enpt B ock 1
79.181.211. 119 |lsrael 147.237.77. 17 |nazi .idf .i |D stri buted PHP Attenpt B ock 1
66. 249. 75. 155 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to igf.idf.il/14-7713-he B ock 1
217.69. 133. 223 gz:;;r: on 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/450-he. aspx B ock 1
157. 55. 39. 50 Lhited Sates 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to waw nazi . i df.il/5580- 7562- he/i gf . asp B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
46. 19. 86. 53 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to 147.237.77. 17/ sip storage/fil es/ 1/ 1351. | pg B ock 1
79.179. 3. 160 | srael 147.237.77. 17 |nazi . i df .i |D stri buted Uhaut hori zed URL Access on nazi.idf.il/xnirpc. php B ock 1
66. 249. 69. 98 | srael 147.237.77.17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/113 B ock 1
195.62.53. 168  |SSian 147. 237.77. 17 |nazi . i of . i [Uhaut hori zed URL Access to /adnin/1 ogi n B ock 1
Federation
128. 70. 102. 149 gj:;;”ion 147.237.77.17 |nazi . i of .i |Paraneter Type Mol ation lang in mazi.idf.il/foruns/tenpl ates/foruns/forumaspx |B ock 1
5.29. 2. 229 | srael 147.237.77. 17 |nazi .i df . i |D stri but ed Lhaut hori zed URL Access on nazi.idf.il/xnirpc. php B ock 1
105. 155. 163. 105|Mor occo 147.237.77. 17 |nazi . i df . i |PHP Attenpt B ock 1
79.181.211. 119 |lsrael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to mnazi.idf.il/xnrpc. php B ock 1
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / x” B ock 1
173.254.203.80 |Lhited Sates 147.237.77. 17 |nazi .i df . i |[PHP Att enpt B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3697- 10782- he/ i gf . aspx B ock 1
46.219. 247. 122 |krai ne 147.237.77. 17 |nazi . i df . i JAdmi n Bl ocki ng B ock 1
109. 160. 253. 22 |l srael 147.237.77. 17 |nazi .idf .i |0 stributed PHP At enpt B ock 1
79.181. 203. 252 |l srael 147.237.77. 17 |nazi .idf .i |D stri buted PHP Attenpt B ock 1
66. 249. 69. 114 | srael 147.237.77. 17 |nazi .i df .i [Mul ti pl e Uhaut hori zed URL Access from 66. 249. 69. 114 B ock 1
207.46.13.117 |lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
.. . .JUnauthorized URL Access to
66. 249. 65. 18 | srael 147.237.77. 17 |nazi . i df . i mazi i of i1/ tenpl at es/ shar ed/ user cont rof s/ nevsgal | ery/ B ock 1
5.29. 227. 158 | srael 147.237.77. 17 |nazi .idf .i |D stri buted PHP Attenpt B ock 1
105. 155. 163. 105|Mor occo 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/wp-adm n/ adm n- aj ax. php B ock 1
84.108.184.59 |lIsrael 147.237.77. 17 |nazi . i df .i |D stri buted PH? Att enpt B ock 1
68. 180. 230. 40 Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
173.254.203.80 |lhited Sates 147.237.77. 17 |mazi . i df . i jUhaut hori zed URL Access to igf.idf.il/wp-1ogin. php B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 6637- he/ bayabasha. aspx B ock 1
46.219. 247. 122 |krai ne 147.237.77. 17 |nazi . i df .i [Mil ti pl e Adm n Bl ocki ng from 46. 219. 247. 122 B ock 1
109. 160. 253. 22 |l srael 147.237.77. 17 |nazi . i df . i |D stri but ed Uhaut hori zed URL Access on nazi.idf.il/xnmrpc. php B ock 1
91.200.12. 139  |lkrai ne 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-he/igf . aspx/ xnirpc. php B ock 1
79.181. 203. 252 |Israel 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
66. 249. 69. 114 | srael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to nazi.idf.il/3834-7267-he/i of . aspx. 74 B ock 1
212.29.203. 226 |lsrael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg B ock 1
: .. . .JUnauthorized URL Access to
157.55.39. 49 United Sates 147.237.77. 17 |nazi i df .| nazi . idf.il/tenpl ates/ newslist/wwu i di egogo. cond proj ect s/ 121440 Bl ock !
66. 249. 65. 245 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 3849-5039- he/ i gf . aspx B ock 1
5.29. 227. 158 | srael 147.237.77. 17 |mazi .i df . i |0 stri but ed Uhaut hori zed URL Access on nazi.idf.il/xnirpc. php B ock 1
109. 65. 56. 39 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
84.108.184.59 |lsrael 147.237.77. 17 |nazi .idf .i |D stri buted Uhaut hori zed UR. Access on nazi.idf.il/xnrpc. php B ock 1
79.179. 3. 160 | srael 147.237.77. 17 |nazi . i df .i |D stri buted PH? Attenpt B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
188. 162. 40. 177 :Z:::Inl on 147.237.77. 17 |nazi .i df . i |Parameter Type M ol ati on TabNumin nazi .idf.il/3793-he/i df . aspx B ock 1
Russi an .. . .|Paraneter Type Molation Forumid in
128.70.102. 149 Federation 147.237.77. 17 |nazi i df .| nazi.idf.i I);F;eor uns/ t enpl at es/ f or uns/ f or um aspx Bl ock !
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