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Top Attackers

W 66. 249. 66. 189, |srael

46.120. 197. 54, |srael
W 79.178.101. 198, |srael
220.156.187.4, India
94. 245. 88. 231, Wnited Ki ngdom
212.179.227.181, |srael
66. 249. 66. 165, | srael
212.179.54. 237, |srael
66. 249. 66. 173, | srael
66.102.9.102, Lhited Sates




01-18-2016 to 01-19-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Atacker Geo |Target Address |Ste

|9 gnature | Device Action |DP location. Location |Count |
66. 249. 66. 189 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2887
212.179. 54. 237 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 3
202.112. 51. 96 Chi na 147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




01-18-2016 to 01-19-2016

|Top Attackers In IPS|

Attacker Address |Attacker Go |Target Addr ess |Ste |Sgna1 ure |Davi ce Action |Ooum |
46. 120. 197. 54 | srael 147.237.77. 17 nazi.idf.il |@12: HITP. prefix 1.0l in the URL B ock 530
79.178.101. 198 | srael 147.237.77. 17 nazi.idf.il |@12: HITP. prefix 1.01 in the URL B ock 17

220. 156. 187. 4 I ndi a 147.237.77.17 nazi.idf.il |C228: HITP.  AhrefBot craw er B ock 15

151. 80. 31. 128 Italy 147.237.77.17 nazi.idf.il |28 HITP. Ahref Bot craw er B ock 1

188. 165. 15. 78 France 147.237.77. 17 nazi.idf.il |28 HITP. Ahref Bot craw er B ock 1

94. 245. 88. 231 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il |5670: HITP. SQ Injection (SELECT) B ock 1

188. 165. 15. 81 France 147.237.77.17 nazi.idf.il |28 HITP. Ahref Bot craw er B ock 1
46.117.37.118 | srael 147.237.77. 17 nazi.idf.il |@12: HITP. prefix 1.01 in the URL B ock 1

94, 245. 88. 231 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 1




01-18-2016 to 01-19-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo  |Target Address |Ste | gnature | count |
94. 245. 88. 231 United Kingdom|147.237.77. 17 |nazi.idf.il|SQ Injection - Select Fom 6
191. 240. 136. 5 Brazil 147.237.77. 17 |nazi .i df . i |[ET SCAN NVAP -sS wi ndow 1024 1
212.179. 227. 181 |l srael 147.237.77. 17 |nazi.i df . i l|[ET SCAN NVAP -sS wi ndow 2048 1
66. 249. 66. 189 Lhited Sates 147.237.77. 17 |nazi.i df . i l|[ET SCAN NVAP -sA (2) 1
180. 166. 115. 243 |Chi na 147.237.77. 17 |nazi .idf.il|ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
212.179.227. 181 |l srael 147.237.77. 17 |nazi.idf.il|ET SCAN NVAP -f -sS 1
212.179. 227. 181 |l srael 147.237.77. 17 |nazi .idf . i l|[ET SCAN NVAP -sS wi ndow 3072 1




01-18-2016 to 01-19-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Ste

dgnature

‘ Target Address

81.218. 206. 248 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 197
37.26.149.242 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 52
46.120.197.54 |Israel 147.237.77. 17 |nazi .i df . i [SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 37
212.76.127. 44 | srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 36
62.90.111. 148 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 26
46. 19. 86. 109 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 25
46. 19. 85. 42 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 10
46.19. 86. 121 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 10
195. 239. 16. 53 :32::1”' on 147.237.77. 17 |nazi .idf.i|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
46.19. 86. 109 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 9
195. 239. 16. 40 :ZZ:;} o 147.237.77.17 |nazi .i df i {Bl ock HTTP Non Gonpl i ant Failed to handl e connection data moni t or 9
46. 19. 86. 63 | srael 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 160 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 7
46.19. 86. 214 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber noni t or 6
37.26.147. 177 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 5
37.26.147. 177 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 5
203. 133.168. 35 |Korea, Republic of |147.237.77. 17 |nazi .idf.i|SYN Attack SYN -> SYN ACK - > RST rej ect 5
46. 19. 86. 63 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 5
37.26.148.130 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 4
66.249.81.214 |lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
31. 210. 188. 85 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
37.26.148. 130 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 215 | srael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN- ACK -> Ti neout rej ect 4
46.19. 85. 160 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 42 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
5. 102. 254. 227 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber noni t or 4
85. 130. 129. 46 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 3
46. 19. 86. 220 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 3
193.194.92.202 |Ageria 147.237.77. 17 |nazi . i df . i|drop drop 2
2.54.57.72 I srael 147.237. 77. 17 |nazi . i of . i “Wsl asﬁr(;’ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
5.22.135.7 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
178. 255. 215. 87 |Fance 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 2
46. 19. 85. 66 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
46. 19. 85. 66 | srael 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 2
46.19. 85. 116 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
207.46.13. 72 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 120. 6. 168 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK -> RST rej ect 1
128.232.110.28 |United Kingdom |147.237.77.17|mazi.idf.i|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
212.117.136.8 |israel 147.237.77.17 |nazi .i of .i |Bad TCP sequence SZQ‘L:O( retransmt with different window o ;o 1
46.120.197.54  |Israel 147.237.77.17 |nazi .i df . i [Bad TGP sequence fZ'J:m retransmt with different window oy o 1
2.52.24.13 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
46. 19. 86. 207 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
184. 105. 139. 119|Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 86. 8 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
149. 88. 240. 139 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19. 85. 154 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
85. 130. 137. 126 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
66.249.81.217 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1




01-18-2016 to 01-19-2016

|Top Attackers In V\AF|

‘ Attacker Geo

‘ Target Address

Ste

‘S gnature

Devi ce

‘Count

Action

66. 102. 9. 102 Lhited Sates [147.237.77. 17 |nazi.idf.illhaut hori zed UR_ Access to igf.idf.il/tenplates/newslist/undefined B ock 2
66. 249. 66. 173 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 2
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 2
46.120. 197.54 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 2
213.151.44.9 |lsrael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3850-5187- he/ i gf . aspx B ock 1
157. 55. 39. 49 Lhited Sates [147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to www mazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3834- 10320- he/ i gf . aspx B ock 1
208.115.113.91 |Lhited Sates |147.237.77.17 |nazi.idf.i|lhaut hori zed URL Access to nazi.idf.il/sip storage/files B ock 1
79.176. 35. 98 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 7/ 1087. j pg B ock 1
62.0.102. 190 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ sip storage/fil es/ 1/ 1351. | pg B ock 1
157.55.39. 125 |[lhited Sates [147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 6221- 9268- he/ i gf . aspx B ock 1
66. 249. 66. 173 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/113-11068- he/ i gf . aspx B ock 1
Unhaut hori zed URL Access to
212.76.111. 178 |l srael 147.237.77. 17 |nazi . i df .i fmazi . i df . i | / 5772-8124- he/ i gf . aspx&a=u&ed=0ahukew gmupbyl pkahwhlhgkhqgf pcu8|B ock 1
gf ggenac&usg=af gj cnho9r xpgub3_t ul raul pr4i h2l j qg
79.180. 112. 232 |l srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.17|nmazi.idf.i|lllegal Byte Gbde Character in Mthod B ock 1
46. 120. 6. 168 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
213.57.241. 199 |l srael 147.237.77. 17 |nazi .i df . i |[Uhaut hori zed URL Access to 147.237.77. 17/ 4944- hel i gf . aspx B ock 1
128.70. 102, 149 | ool & 147.237.77. 17 |nazi .i df .i {Paraneter Type Viol ation PageNimin nazi.idf.i1/113-he/i gf . aspx Bock |1
207.46.13.137 |lhited Sates |147.237.77.17|nazi.idf.i|D stributed Unaut horized URL Access on 147.237.77. 17/ robot s. t xt B ock 1
79.143. 180. 15 |[Cer many 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/7006-11078-he/ nail to:i gf @df. gov. i | B ock 1

01-18-2016 to 01-19-2016




