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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




01-17-2016 to 01-18-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
220. 156. 187. 4 I ndi a 147.237.77.17 nazi . idf.il (228: HITP.  AhrefBot craw er B ock 1




01-17-2016 to 01-18-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 93. 5 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
172.98. 200. 237 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
101. 100. 185. 119 S ngapor e 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




01-17-2016 to 01-18-2016

|Top Attackers In FW |

Target Address |Ste Sgnature

‘Nama

Attacker Address ‘Attacker Geo

212.76.127.219 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 81
149. 78. 198. 160 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 25
201.175.20.39 |Mexico 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 25
37.26.146. 172 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 20
212.48. 81. 89 Uni ted Kingdom |147.237.77.17 |nazi.idf.i|B ock HTTP Non Conpli ant Fai | ed to handl e connection data noni t or 17
46. 19. 85. 160 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber alert 16
46.19. 85. 160 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 16
46.117. 108. 59 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval id ACK nunber noni t or 16
80. 250. 155. 217 |l srael 147.237.77. 17 |nazi . i df . i ISYN At t ack SYN -> SYN-ACK -> RST rej ect 16
5.22.135.136 | srael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 12
195. 239. 16. 53 gz:;;r: on 147.237.77. 17 |nazi . i df . i |Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 9
212.76.127.10 | srael 147.237.77. 17 |nazi .idf .i|Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
5.102. 254.126 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 9
212.76.127. 111 |Israel 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
46. 19. 86. 125 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN - > SYN-ACK -> RST rej ect 9
195. 239. 16. 40 :ZZ:; o 147.237.77. 17 |nazi .i df i |B ock HTTP Non Conpl i ant Failed to handl e connection data moni t or 9
46. 19. 86. 223 | srael 147.237.77. 17 |nazi . i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
109. 66. 168. 249 |l srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 5
37.142.171.176 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 4
46. 19. 86. 166 | srael 147.237.77. 17 |nazi . i df . i |SYN Attack SYN - > SYN-ACK -> RST rej ect 4
46.19. 86. 129 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
89. 138. 123. 150 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 4
37.142.171.176 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
109. 65.119. 176 |l srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 137 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
77.126. 60. 144 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNtACK retransnit with different w ndow scal e |nonit or 4
46.19. 86. 166 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 4
109. 66. 168. 249 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SYNFACXK retransnit wth different wi ndow scal e |nonitor 4
46. 19. 85. 46 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.211.34.236 |lkrai ne 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 3
46.117.108.59 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 2
2.54.8.231 I'sr ael 147.237.77. 17 |nazi i of . | \AWZ asfi'r;]e' Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 2
109. 66. 168. 249 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
2.54.131.49  [Israel 147. 237. 77. 17 |nazi . i of . i \AWS asﬁro"ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
46.19. 85. 156 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 2
84.109. 137. 130 |Israel 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
80.179.9.7 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 1
31.13.100.117 Irel and 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 1
162. 216. 46. 148 |Lhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN - > SYN-ACK -> RST rej ect 1
128.232.110. 28 |United Kingdom |147.237.77.17 |nazi.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
46. 19. 86. 64 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
104.45.18.178 |wited Sates 147.237.77. 17 |nazi .i of .i |I nstant Messengers ',S:l?paem messenger pattern found, application: | oy 1
216.218.206.91 |lLhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 85. 103 | srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN - > SYN-ACK -> RST rej ect 1
82.80.180.229 |lIsrael 147.237.77. 17 |nazi . i df.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
207. 46. 13. 61 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN- ACK -> Ti neout rej ect 1
69. 30. 244. 53 Lhited Sates 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1
184. 105. 247. 212|Lhited Sates 147.237.77. 17 |nazi . i df.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
5. 102. 254. 63 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
149. 78.198. 160 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 1




01-17-2016 to 01-18-2016

|Top Attackers In V\AF|

Devi ce

‘Attacker Geo Target Address |Ste ‘S gnature Action ‘Count
79.181.13.165 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
87.69. 220. 100 |l srael 147.237.77. 17 |nazi .idf.i|Dstributed Uhaut hori zed URL Access on nazi.idf.il/inages/transvi deocounter.gif |B ock 1
69. 30. 244. 53 Lhited Sates 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 1
46.117.24. 241 |l srael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
; .. . JUnaut hori zed URL Access to
157.55.39.3 United Sates 147.237.77. 17 nazi i df .| ww nazi . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ newsgal | ery/ Bl ock !
81.218. 70. 243 |l srael 147.237.77. 17 |nazi .idf.i|Mil tipl e Unaut hori zed URL Access from 81. 218. 70. 243 B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |n@azi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 3697- 9347- he/ i gf . aspx B ock 1
89. 138. 123. 150 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 3/ 1613. | pg B ock 1
77.237.138. 202 |Czech Republic 147.237.77. 17 |nazi . i df . i |Unhaut hori zed Met hod HEAD for / B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4146- he/ i gf . aspx B ock 1
157.55.39. 225 |lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nmazi.idf.il/sip storagel/files B ock 1
83.166.234.6 [0 & 147.237.77. 17 |nazi i f .i |Unaut hor i zed URL Access to 147.237.77.17/ 14-hel i gf . aspx Bl ock 1
67.149. 1. 135 Lhited Sates 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefined B ock 1
109. 65. 137.88 |l srael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
79.180. 211. 145 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66.249. 64. 175 |l srael 147.237.77. 17 |nazi .idf.i|Waut hori zed UR. Access to 147.237.77.17/robots. t xt B ock 1
85. 158. 139. 228 |United Kingdom [147.237.77.17|nazi.idf.i|Uaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8333-he B ock 1
141.212.122.81 |Lhited Sates 147.237.77. 17 |nazi .idf . i|Uhaut hori zed URL Access to /X B ock 1
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