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01-16-2016 to 01-17-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address
74.91. 28. 62
202.112. 51. 96

|Attacker Geo
Lhited Sates
Chi na

| Target Address | gnature
147.237.77. 17 nazi.idf.il bl ock-sp-traf 1
147.237.77. 17 nazi.idf.il bl ock-sp-trafl

| Devi ce Action
drop

1
drop BBL- Fr ankf urt

| P I ocat i on. Locat i on
BBL- Fr ankf urt

|Count




01-16-2016 to 01-17-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |S gnature |Davi ce Action Count
185. 130. 5. 207 147.237.77. 17 nazi.idf.il |20085: HITP. Mi ebl ackcat Security Scanner Initia Reguest B ock 1




01-16-2016 to 01-17-2016

|Top Attackers In ID|
Attacker Address

| Attacker Geo
185. 130. 5. 207

| Target Address

|gte |9 gnature | count
147.237.77. 17 nazi.idf.il ET WEB SERVER Mi ebl ackcat scanner 1
185. 130. 5. 207 147.237.77. 17 nazi.idf.il SERVER WEBAPP Set up. php access 1




01-16-2016 to 01-17-2016

|Top Attackers In FW |

Attacker Address

Ste

dgnature

‘At tacker Geo

‘ Target Address

109. 66. 166. 114 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence noni t or 64
85. 130. 240. 235 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 64
85. 130. 240. 235 |l srael 147.237.77. 17 |nazi .i df . i [SYN At tack SYN -> SYN ACK -> RST rej ect 64
46.19. 85. 200 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 36
37.26. 147. 226 | srael 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
77.126.169. 139 |lsrael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 21
37.26.146.206 | srael 147.237.77. 17 |nazi .i of .i |Bad TCP sequence ig‘fm retransmt wth different wndow oy o 19
46.19. 85. 207 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 16
109. 66. 166. 114 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 16
109. 66. 166. 114 |l srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 16
109. 66. 166. 114 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 16
46.117. 140. 254 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 12
79.176.222.53 |lsrael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK - > RST rej ect 9
195. 239. 16. 40 gs:;;”i on 147.237.77.17 nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data moni t or 9
46.19. 85. 44 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
195. 239. 16. 53 g;z:;nl on 147.237.77. 17 |nazi .idf.i|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
80. 249. 92, 17 Bel arus 147.237.77. 17 |nazi . i df . i |dr op drop 8
5. 102. 254. 81 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber noni t or 6
94. 230. 86. 167 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 6
93.172. 240. 136 |l srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 148. 242|l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 5
84.108. 46. 60 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.9.24 I'sr ael 147.237.77. 17 |nazi .i of .i MWSI aS;eir(;/ner Enf or cenent Wb Servers Sow HITP Denial of Service rej ect 4
69. 125. 160. 106 |Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN- ACK - > Ti nmeout rej ect 4
46.121.12. 76 | srael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK -> RST rej ect 4
131.253.24.9 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence noni t or 4
46. 19. 85. 44 | srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
84. 108. 46. 60 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber alert 4
31.154.151. 152 |Israel 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
188. 142. 190. 36 |Hungary 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 30 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
46.19. 85. 14 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.134.190  [israel 147.237.77. 17 |nazi .i of .i MWSI aS;eir(;/ner Enf or cenent Wb Servers Sow HITP Denial of Service rej ect 2
37.142.171. 176 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
207.46.13.114 |lhited Sates 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
5. 39. 93. 143 France 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
184. 164. 166. 154|lhited Sates 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 120. 184. 88 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 1
141.212.122.188|lhited Sates 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
213. 8.204. 33 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
84.94. 80. 52 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 1
131. 253. 24.9 Lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19. 85. 159 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
109. 65. 111. 251 |l srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
213.57.189. 33 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
42.156. 138. 104 |Chi na 147.237.77. 17 |nazi .i df . i [SYN At tack SYN -> SYN- ACK -> Ti neout rej ect 1
85.71.7.209 Cech Republic 147.237.77. 17 |nazi . i df . i |[SYN At ack SYN -> SYN-ACK -> RST rej ect 1
207. 46. 13. 147 Lhited Sates 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
80. 246. 133. 134 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 1




01-16-2016 to 01-17-2016

|Top Attackers In V\AF|
Attacker Address |Attacker Geo |Target Address|Ste |9 gnature | Devi ce Action|Count |

89. 138. 165. 109 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Lhauthori zed LR. Access on nazi.idf.il/tenpl ates/ newslist/undefined |B ock 6
2.54.55.91 | srael 147.237.77. 17 |nazi .idf.i|O stributed Uhaut hori zed URL Access on nazi.idf.il/inages/transvi deocounter. gi f B ock 3
109. 186. 154. 248|l srael 147.237.77. 17 |nazi . i df . i |haut hori zed UR. Access to nazi.idf.il/i nages/transvi deocount er. gi f B ock 3
213.57.106. 150 |[lsrael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/sip _storage B ock 2
95. 86. 66. 138 | srael 147.237.77. 17 |nazi .i df . i |Unhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter.gif B ock 2
79.176. 48. 97 | srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 2
217.132.123.12 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/shared/ usercontrol s/ vodchannel / |B ock 1
157. 55. 39. 72 Lhited Sates |[147.237.77.17 |nazi.idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8338-he B ock 1
87.69. 202. 21 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 4223- he/ i gf . aspx B ock 1
207.46.13.193 |lhited Sates |147.237.77.17 |nazi.idf.i|Waut hori zed UR. Access to 147.237.77.17/robots. t xt B ock 1
131. 253. 26. 232 |lhited Sates |147.237.77.17 |nazi.idf.i|Dstributed Uhaut hori zed UR. Access on nazi.idf.il/tenpl ates/ newslist/undefined |B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df.i |Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
54.167.183.116 |lhited Sates |147.237.77.17|nazi.idf.i|Uhauthorized URL Access to 147.237.77.17/ 4637-5227-he/i gf . aspx B ock 1
157. 55. 39. 72 Lhited Sates |147.237.77.17 |nazi.idf.i|Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/ 3697- 8411- hel i gf . aspx B ock 1
37.142.64. 49 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on nazi.idf.il/inages/transvi deocounter. gif B ock 1
131. 253. 26.238 |lhited Sates |147.237.77.17 |nazi.idf.i|Uhauthorized UR. Access to nazi.idf.il/tenpl ates/ newsli st/ undefi ned B ock 1
77.237.138. 202 |Czech Republic|147.237.77. 17 |nazi . i df.i|Uhaut hori zed Met hod HEAD for / B ock 1
62.219. 133. 21 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/sip storagel/ fil es/1/1351. ) pg B ock 1
157. 55. 39. 72 Lhited Sates |147.237.77.17 |mazi .idf.i|Uhaut hori zed URL Access to waw nazi.idf.il/14-8338-he B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 457-he/ i gf . aspx B ock 1
40. 77. 167. 20 Lhited Sates |[147.237.77.17 |nazi.idf.i|Unhaut hori zed URL Access to www nazi.idf.il/120-he/ B ock 1
217.132.123.12 |lsrael 147.237.77. 17 |nazi .idf.i|D stributed Uhauthori zed URL Access on nazi.idf.il/inages/transvi deocounter. gi f B ock 1
141.212.122.177|lhited Sates |147.237.77.17 |nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14- heli gf . aspx B ock 1
185. 130. 5. 207 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ scri pt s/ set up. php B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77. 17/ 5392- 7074- hel i gf . aspx B ock 1
46.117. 140. 254 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3848- 5183- he/ i gf . aspx B ock 1

01-16-2016 to 01-17-2016



