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W 217.132.126.59, |srael
31.210. 187. 200, |srael

[ 66.249. 64. 180, |srael
109. 66. 0. 190, | srael

B 66.249.64.2, |srael

H 141. 138. 154. 126, France

W 62.219.137.24, |srael

W 169.229.3.91, Lhited Sates
5.29.127. 224, |srael

W 132. 68. 247. 194, |srael




01-15-2016 to 01-16-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo

| Target Address
180. 97. 106. 161 Chi na

| gnature | Devi ce Action |CP | ocati on. Locat i on | count
147.237.77. 17 nazi.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
202.112. 51. 96 Chi na 147.237.77. 17 nazi.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




01-15-2016 to 01-16-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
151. 80. 31. 148 Italy 147.237.77. 17 nazi.idf.il 28 HITP. AhrefBot craw er Bl ock 1




01-15-2016 to 01-16-2016

|Top Attackers In |D|
Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | count |

59. 45.79. 117 Chi na 147.237.77.17 |nazi .i df . i |ET SCAN Potential SSH Scan 1
107.150. 36. 242 |lhited Sates 147.237.77.17 |nazi .i df . i |ET SCAN Potential SSH Scan 1
141. 138. 154. 126 |Fance 147.237.77. 17 |nazi .idf.i |ET SCAN Potential SSH Scan 1
1. 50. 157. 247 Chi na 147.237.77. 17 |nazi . i df . i |ET SCAN Behavi oral Lhusual | y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
95. 163. 118. 78 Russi an Federation |147.237.77. 17 |nazi .idf.i |[ET SCAN NVAP -sS w ndow 1024 1
141.138. 154. 126 |Fance 147.237.77. 17 |nazi .idf.i [ET SCAN NVAP -sS w ndow 1024 1




01-15-2016 to 01-16-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

Sgnature

‘Nama

87.69. 251. 3 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 50
94.242.228. 108 |Luxenbourg 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 36
79.178.212.135 |lsrael 147.237.77. 17 |nazi . i df . i ISYN At t ack SYN -> SYN-ACK -> RST rej ect 25
213. 57. 59. 55 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 25
185. 3. 144. 115 | srael 147.237.77. 17 |nazi .i df . i {drop SAMrul e drop 19
85. 130. 240. 173 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 18
85. 130. 240. 173 |l srael 147.237.77. 17 |nazi . i df.i |SYN At tack SYN - > SYN-ACK -> RST rej ect 18
87.68. 70. 137 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 17
87.69. 126. 144  |lsrael 147.237.77. 17 |nazi . i df . i ISYN At t ack SYN -> SYN-ACK -> RST rej ect 16
132. 68. 247.194 |l srael 147.237.77. 17 |nazi . i df.i |Bad TCP sequence SN retransmit wth different w ndow scal e noni t or 13
212.76.127.219 |lsrael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 13
79.183. 140. 4 | srael 147.237.77. 17 |nazi . i df . i |SYN Attack SYN -> SYN-ACK -> RST rej ect

195. 239. 16. 53 :ZZ:;} o 147.237.77. 17 |nazi .i df i |B ock HTTP Non Conpl i ant Failed to handl e connection data moni t or 9
195. 239. 16. 40 gs:;;”i on 147.237.77.17 |nazi . i df .i [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
109. 64. 144. 118 |l srael 147.237.77. 17 |nazi . i df.i |SYN At tack SYN - > SYN-ACK -> RST rej ect 9
79.183. 183. 108 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
87.69. 99. 215 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence I nval i d ACK nunber alert 4
46.19. 85. 220 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 4
31.210.187.200 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
46. 19. 86. 35 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNtACK retransnit with different w ndow scal e |nonitor 4
87.69. 99. 215 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 4
85. 130. 236. 110 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 3
85. 130. 236. 110 |l srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
2.52.140. 241 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
149. 78. 93. 78 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
5.22. 135. 206 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
128.232.110.28 |United Kingdom |147.237.77.17 |nazi.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
2.54.55. 187 | srael 147.237.77. 17 |nazi . i df . i \\73 aSIeir(;:]er Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
195. 154. 146. 225|F ance 147.237.77. 17 |nazi .i df . i {drop SAMrul e drop 2
46. 19. 86. 35 | srael 147.237.77. 17 |nazi . i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
5. 102. 254. 66 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
85. 130. 240. 173 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber aert 1
208. 115.113.91 |lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
192. 169. 244. 12 |lhited Sates 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
64.125.239.222 |lLhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 86. 20 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
95. 90.234.198  |Ger many 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
37.26. 149. 225 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber aert 1
87.69. 21. 182 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
213. 57. 206. 85 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber alert 1
5.22.129. 142 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
85. 64. 62. 88 | srael 147.237.77. 17 |nazi . i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
2.52.140. 241 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber alert 1
79.176. 225. 38 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 247. 207|Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 146 | srael 147.237.77. 17 |nazi . i df.i |Bad TCP sequence Inval i d ACK nunber alert 1
109. 253. 143. 80 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
46. 19. 85. 29 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
23.101.61.176 |irel and 147.237.77. 17 |nazi .i of .i |I nstant Messengers 'S:Etpzm messenger pattern found, application: | oy 1
2.52.140. 241 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 1




01-15-2016 to 01-16-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |Ste Sgnature ) Count
Ceo Action
217.132.126.59 |lsrael 147.237.77. 17 |nazi .idf . i |Mil ti pl e Unhaut hori zed URL Access from 217. 132. 126. 59 B ock 4
31.210.187. 200 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 3
217.132.126.59 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / B ock 2
62.219. 137. 24 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to ww nazi.idf.il/inages/transvi deocounter. gif B ock 2
212, 150. 236. 142|lI srael 147.237.77. 17 |nazi .idf.i|ll 1 egal Byte Gode Character in URL /14-he/igf . aspx[[#20]] . B ock 1
Lhited .. .{Unauthori zed URL Access to
157.85.39. 33 Sates 147.237.77. 17 nazi . i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
79.179.133.76 |lsrael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 4944-he/ i gf . aspx B ock 1
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/450- he. aspx B ock 1
185. 35. 67. 212  |FHance 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/5611-he/ nailto:igf @df.gov.il B ock 1
109. 66. 0. 190 | srael 147.237.77. 17 |nazi .idf.i|Mil tipl e Unhaut hori zed URL Access from 109. 66. 0. 190 B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx B ock 1
157.55. 39. 191 g‘;tt:: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-10104-he B ock 1
79.183.183. 108 |lsrael 147.237.77. 17|nazi .idf . i |Uhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 2061. j pg B ock 1
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nmazi.idf.il/sip storage/files B ock 1
207.46.13.5 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
109. 66. 0. 190 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
66.249.64.180 |lsrael 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to 147.237.77.17/ 6368- 9575- he/ i gf . aspx B ock 1
46.117.61. 201 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nmazi.idf.il/sip storage/files B ock 1
169. 229.3.91 gﬁ;ttg: 147.237.77. 17 |nazi .idf .i|Mil tiple Il1egal Byte Gode Character in Method from 169. 229. 3. 91 B ock 1
87.68. 70. 137 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 64. 21 | srael 147.237.77. 17 |nazi . i df . i |[Paraneter Type Mol ati on PageNumin i gf.idf.il/5010-he/i gf . aspx B ock 1
5.29.127. 224 | srael 147.237.77. 17 |nazi . i df.i|Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 1
207. 46. 13. 132 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8330-he B ock 1
132. 68. 247. 194 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 4944-he/i gf . aspx B ock 1
68. 180. 228. 160 g‘;ttees 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
Ui ted Unaut hori zed URL Access to
173. 252. 113. 119 Sates 147.237.77. 17 |nazi . idf.i|nazi .idf.il/113-8398-he/i gf . aspx&ei =q462svoeg8snigai j q188sa=g&oi =t r ans| at e& esnu |B ock 1
me3&ct =r esul t &r ev=/ sear ch
87.69. 251. 3 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
31.44.140. 227 |lsrael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 1

01-15-2016 to 01-16-2016



