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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
59.45.79. 117 Chi na 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 2
106. 77. 16. 164 I ndia 147.237.77. 17 nazi.idf.il GPL SCAN nnmap TCP 2
104.192. 0. 19 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220 Sweden 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 204. 188. 142 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS wi ndow 3072 1
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Target Address |Ste Sgnature
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‘At tacker Go

85. 130. 223.86 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 297
109. 253. 205. 63 |l srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Invalid ACK nunber noni t or 289
85. 130. 223. 86 |l srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 225
85.130. 179. 174 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invali d ACK nunber noni t or 51
71.52.141.162 |lLhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 49
71.52.141.162 |lLhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunier noni t or 49
71.52.141.162 |lLhited Sates 147.237.77. 17 |nazi . i df.i |SYN Attack SYN - > SYN-ACK -> RST rej ect 49
71.52.141. 162 |lLhited Sates 147.237.77. 17 |nazi . i df.i |SYN At tack SYN -> SYN-ACK - > Ti neout rej ect 49
85. 130. 179. 174 |l srael 147.237.77. 17 |nazi .i df . i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 36
185. 80. 68. 46 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 25
46. 19. 85. 21 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 25
46.19. 85. 21 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 25
5. 102. 254. 54 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 23
46. 19. 85. 192 | srael 147.237.77. 17 |nazi .idf . i {Bad TCP sequence SZ?:O( retransmt wth different w ndow noni t or 21
109. 66. 6. 191 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 18
122.201. 121.52 |Australia 147.237.77. 17 |nazi . i df .i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 17
37.26.146.219 |lsrael 147.237.77. 17 |nazi .idf.i |SYN Attack SYN - > SYN-ACK -> RST rej ect 16
46. 19. 85. 49 | srael 147.237.77. 17 |nazi . i df.i |SYN At tack SYN - > SYN-ACK -> RST rej ect 16
109. 66. 6. 191 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e alert 15
195. 239. 16. 53 :3;:1’} o 147.237.77.17 |nazi . i df .i [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |9
46.19.86.14  |israel 147.237.77. 17 |nazi .i of .i [Bad TCP sequence i{g:/;m retransmt wth different wndow oo g
85. 130. 223. 86 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber aert 9
46. 19. 85. 67 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
80. 82. 64. 68 Net her | ands 147. 237 77. 17 \nazi i o i Sreamng Engine: TCP Segnent Linit |TCP segnent out of maxi numall owed drop 9
Enf or cerent sequence. Packet dropped.

109. 65. 72. 185 |l srael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
46. 19. 85. 49 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 9
195. 239. 16. 40 RF;ZZE"I o 147.237.77.17 |nazi .i of .i |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data monitor |9
37.142.210.53 |Israel 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 9
91. 193. 51. 38 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 5
2.52.128. 30 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
91. 193. 51. 38 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 85. 113 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
85. 64.228. 184 |Israel 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 192 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 126 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
37.26.146.252 |lsrael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Invali d ACK nunber noni t or 4
2.54.49.154 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
2.52.62.161 | srael 147.237.77. 17 |nazi . i df.i |SYN Attack SYN - > SYN-ACK -> RST rej ect 4
46. 19. 85. 68 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 4
84.228.212. 175 [l srael 147.237.77. 17 |nazi .idf.i{Bad TCP sequence SZ?:O( retransmt wth different w ndow noni t or 4
216. 165. 204. 49 |Canada 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 4
37.142.210.53 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 4
212.76.127.44 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
46.19. 85. 113 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 86. 14 | srael 147.237.77. 17 |nazi .i df . i |SYN At t ack SYN - > SYN- ACK -> Ti meout rej ect 4
5. 102. 253. 23 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 3
207.46.13.114 |lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 3
87.69. 206. 200 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 2
89. 108. 144. 114 |Lebanon 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 2
87.69. 206. 200 |Israel 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Invalid ACK nunber noni t or 2
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173.208. 197. 218 gﬁ;ttg: 147.237.77. 17 |nazi .i df .i {Mil ti pl e Unaut hori zed URL Access from 173.208. 197. 218 B ock 25
213.151.57.241 |Israel 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 16
173. 208. 197. 218 ;ﬂ;ttees 147.237.77. 17 |nazi .idf.i|Mil ti pl e Adnmin B ocki ng from 173. 208. 197. 218 B ock 13
Lhi ted S
173. 208. 197. 218 Sates 147.237.77. 17 |nazi . i df . i |PHP Attenpt B ock 8
109. 65. 72. 185 |l srael 147.237.77. 17|nazi .idf.i|Mil ti pl e Uhaut hori zed URL Access from 109. 65. 72. 185 B ock 7
109. 65. 72. 185 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed HTTP Met hod B ock 6
65. 55. 218. 61 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/tenplates/ newslist/undefined B ock 2
109. 65. 193. 199 |l srael 147.237.77. 17 |nazi.idf.i|Mil tipl e Unaut hori zed URL Access from 109. 65. 193. 199 B ock 2
149. 88. 23. 182 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 2
109. 65. 193. 199 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8350-he B ock 2
- — - - - T —
79.183. 117. 90 | srael 147.237. 77. 17 \vazi i of i Unaut hOI’I zled LRL Access to waww mazi . idf.il/4070-11595- he/ xZx—x0ex8xa xax» B ock 1
X XexY XexX‘X§x" x” aspx
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi .idf . i |Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 4146- he/i gf . aspx B ock 1
109. 253. 216. 133|l srael 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77. 17/ 4944-he/i gf . aspx B ock 1
104. 131. 147. 112 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 1
Lhited .. . .{Unhauthori zed URL Access to

68. 180. 229. 218 Sates 147.237.77. 17 |nazi i df .| W nazi . i df . il /tenpl at es/ shared/ user cont r ol s/ vodchannel / Bl ock !
66. 249. 66. 165 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14- he/ i gf . aspx B ock 1
173. 208. 197. 218 g‘;tt:: 147.237.77. 17 |nazi . i df.i|Adm n B ocki ng B ock 1
80. 82. 64. 68 Net her|l ands |147.237. 77. 17 |nazi . i df . i |Unaut hori zed URL Access to habbo. yt/ public/ css/ 960 12 col . css B ock 1

.. .{Unhauthori zed URL Access to
66.249.66. 173 I srael 147.237.77. 17 nazi i df .| 147.237. 77. 17/ t enpl at econtr ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
66. 249. 64. 248 |l srael 147.237.77. 17 |nazi .i df . i |Unhaut hori zed URL Access to www nazi.idf.il/14-10105- he B ock 1
173.208. 197. 218 Lsh'mt:: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/freeaspupl oad/ upl oadt est er. asp B ock 1
79.179. 133. 76 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-he/ i gf . aspx B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3848- 5222- he/ i gf . aspx B ock 1
66.249. 64. 175 |lsrael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed UR. Access to 147.237.77.17/robots. t xt B ock 1
81.218. 241. 26 | srael 147.237.77. 17 |nazi .idf .i {Mil ti pl e Uhaut hori zed URL Access from 81.218. 241. 26 B ock 1
68. 180. 228. 160 g‘;ttees 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8334-he B ock 1
66. 249. 64. 253 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to www nazi.idf.il/14-10104- he B ock 1
207. 46.13. 114 g];::: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / B ock 1
157. 55. 39. 192 LSthlatt:sd 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to igf.idf.il/14-8331-he B ock 1
79 181. 175. 121 |1 srael 147 237, 77. 17 \azi i df i Par_arr_et er Type M ol_at|on Mast er $ucHeader $ucSear chQont r ol $t xt Search in B ock 1

nazi .idf.il/647-heligf. aspx

.. . {Unhauthori zed URL Access to
66. 249. 66. 165 I srael 147.237.77. 17 nazi i df .| 147.237. 77. 17/ t enpl at econtr ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !

.. . .{Unauthori zed URL Access to
66.249.64.175 I srael 147.237.77. 17 |nazi i df .| 147.237.77. 17/ t enpl at econtrol s/ pi ct urei nf o/ pi ct ur ei nf 0. aspx Bl ock !
109. 66. 6. 191 | srael 147.237.77. 17 |nazi .idf . i |{Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. | pg B ock 1
84.228. 92. 102 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 1
68. 180. 228. 160 g‘;tt:: 147.237.77. 17 |nazi . i df . i |Whaut hori zed URL Access to nazi.idf.il/sip storage/files B ock 1
66. 249. 66. 129 [l srael 147.237.77. 17 |nazi . i df .i {Unaut hori zed URL Access to nazi.idf.il/U..UU@ B ock 1
157. 55. 39. 236 LSthlatt:sd 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-4983-he B ock 1
2.54.36.91 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4146- he/ i gf . aspx B ock 1
109. 65. 72. 185 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR_ Access to nazi.idf.il/sip storage/files/ 9/ B ock 1
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