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W 109.67.81. 239, |srael
37.205. 0. 65, Turkey
W 183. 60. 252. 84, China
66. 249. 66. 165, | srael
B 66. 249. 66. 134, |srael
W 66.249. 66. 129, |srael
[0 185.6.17.44, Palestinian Territory, Qcupied
W 59.45.79.117, China
173.208. 136. 170, Lhited Sates
W 46.19.85.45, |srael




01-13-2016 to 01-14-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo | Target Address |gte | gnature | Devi ce Action |CP | ocati on. Locat i on | count
142. 54. 168. 142 Lhited Sates 147.237.77. 17 nazi.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




01-13-2016 to 01-14-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |Ste |Davi ce Action
37.205. 0. 65 Tur key 147.237.77.17 nazi.idf.il 5670: HITP. SQL I nj ection (SEECT) B ock 1




01-13-2016 to 01-14-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count
37.205. 0. 65 Tur key 147.237.77. 17 nazi.idf.il SQ Injection - Select Fom 3
66. 249. 81. 220 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 2
183. 60. 252. 84 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
45. 32. 36. 233 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 252. 84 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 24. 37. 185 Bul garia 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
40. 115. 58. 160 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 Lkr ai ne 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 252. 84 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1




01-13-2016 to 01-14-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Ste

dgnature

‘ Target Address

212.143.170. 69 |lsrael 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 900
212.76.127.219 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 36
212.235.28.71 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d sequence nunier noni t or 36
54.244.22.103 |Wited Sates 147.237.77. 17 |nazi .i of .i |Bad TGP sequence Sscaljgm retransmt with different window o ;0o 25
46. 19. 85. 226 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 25
46. 19. 85. 226 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 25
54.244.22.103 |lhited Sates 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 25
46.19. 85. 201 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 19
37.26.146. 188 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 17
149. 78. 93. 151 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 16
54.244.22.103 |Whited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 16
46.19. 85. 91 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 16
37.26.146.188 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber alert 16
149. 78. 93. 151 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 16
54.244.22.103 |lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 16
195. 239. 16. 53 :ZZ:; o 147.237.77.17 |nazi .i df i {Bl ock HTTP Non Gonpl i ant Failed to handl e connection data moni t or 9
37.26.147.254 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 9
54.244.22.103 |lhited Sates 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN - > SYN- ACK -> Ti neout alert 9
37.26. 147. 254 | srael 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
195. 239. 16. 40 :ZZ:; o 147.237.77.17 |nazi .i df i {Bl ock HTTP Non Gonpl i ant Failed to handl e connection data moni t or 9
176. 12. 160. 2 | srael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK -> RST rej ect 9
79.181. 144. 60 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 5
46.117. 141. 208 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
37.26.147. 254 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber alert 4
173.208. 136. 170|lhited Sates 147.237.77. 17 |nazi .i df .1 |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
78.211.51. 11 Fance 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
5.22.130. 162 | srael 147.237.77. 17 |nazi .idf . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
46.19. 85. 13 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.170.124  [israel 147.237.77. 17 |nazi .i of .i MWSI aS;eir(;/ner Enf or cenent Wb Servers Sow HITP Denial of Service rej ect 2
2.54.171. 15 | srael 147.237.77. 17 |nazi . i df . i \AWSI aSteirc:/ner Enf or cenent Véb Servers S ow HTTP Denial of Service rej ect 2
149.88.37. 126 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 2
149. 88. 37. 126 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 2
2. 54. 153. 50 I srael 147. 237. 77. 17 |nazi .i of . i \Awsl asteir(;/ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
93.172. 169. 153 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
37.19. 119. 186 | srael 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
185. 3. 144. 56 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84. 228. 62. 132 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN- ACK -> Ti meout rej ect 1
216.243.31. 2 Lhited Sates 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK -> RST rej ect 1
5.22.131. 6 | srael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 1
74.82.47.42 Lhited Sates 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
180. 76. 15. 34 Chi na 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 3 | srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 88. 228. 222 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212. 122. 148|lLhited Sates 147.237.77. 17 |nazi .i df . i [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
80. 178. 145. 134 |l srael 147.237.77. 17 |nazi .i df . i |SYN At tack SYN -> SYN- ACK - > RST rej ect 1
61.240. 144.67 |china 147. 237. 77. 17 |nazi .i of . i MWSI aS:eir(;/ner Enf or cenent Masscan Port Scanner rej ect 1
185. 35.62.186 |Satzerland 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN- ACK - > Ti meout rej ect 1
46.120. 70. 24 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
171.25.193. 132 |Sweden 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1




01-13-2016 to 01-14-2016

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

Target Address

dte

‘ Sgnature

Devi ce

‘Count

Action

nazi.idf.il/inages/transvi deocounter. gif

109. 67. 81. 239 | srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to waw nazi.idf.il/images/transvi deocounter. gif |B ock 9
109. 67. 81. 239 | srael 147.237.77. 17 |nazi .i df.i [Mil ti pl e Uhaut hori zed URL Access from 109. 67. 81. 239 B ock 2
109. 67. 81. 239 | srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 2
46. 19. 85. 45 I sragl 147. 237 77. 17 \razi i f i u?aut hori zaed URL Access to mnazi.idf.il/7343-11581- he/ xcexaex? X B ock 2
X‘xex0eXex2 aspx
66. 249. 66. 134 | srael 147.237.77. 17 |nazi .i df .i [Mil ti pl e Uhaut hori zed URL Access from 66. 249. 66. 134 Bl ock 2
185. 6. 17. 44 glcis;ilgéan Territory, 147.237.77. 17 |nazi . i df. i |Lhaut hori zed URL Access to mazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 66. 129 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8334-he B ock 1
193. 169. 86. 17  |krai ne 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
173.208. 136. 170|Lhited Sates 147.237.77. 17 |nazi.idf.i|Mil tiple Admn B ocking from 173. 208. 136. 170 B ock 1
77.75.79.109 Czech Republic 147.237.77. 17 |nazi .idf.i|Uhaut hori zed UR. Access to nazi.idf.il/sip storagel/files/9/8699.|pg B ock 1
66. 249. 66. 153 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 6510- 9854- he/ i gf . aspx B ock 1
5. 29. 88. 158 | srael 147.237.77. 17 |nazi .i df . i |Suspi ci ous Response Code B ock 1
187.161. 187. 84 |Mexi co 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
66. 249. 66. 169 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 66. 129 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/450- he. aspx B ock 1
207.46. 13. 35 Lhited Sates 147.237.77. 17 |nazi . i df .i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
173.208. 136. 170|Lhited Sates 147.237.77. 17 |nazi .idf.i [Mil ti pl e Unaut hori zed URL Access from 173. 208. 136. 170 B ock 1
79.182.139. 115 |Israel 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237. 77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
188. 143. 232. 26 |Russi an Federati on 147.237.77. 17 |nazi .idf . i |Mil ti pl e Unhaut hori zed URL Access from 188. 143. 232. 26 B ock 1
66. 249. 66. 173 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 5010- 9220- he/ i gf . aspx B ock 1
207.46. 13. 93 Lhited Sates 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 6221- 9268- he/ i gf . aspx B ock 1
185. 6. 17. 44 z'cf;i'géa” Territory, 147.237.77. 17 |mezi .i df .i |Mil ti pl e Unaut hori zed URL Access from 185. 6. 17. 44 B ock 1
.. . {Unauthori zed URL Access to
84.228. 29. 54 | srael 147.237.77. 17 |nazi . i df . i mazi i df.il/resourcel userfol | ow esourcel creat ef B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5039- he/ i gf . aspx B ock 1
.. . {Unauthori zed URL Access to
66. 249. 66. 49 | srael 147.237.77. 17 nazi . df .| wan nazi . i df . i1/ tenpl at es/ shar ed/ user cont rol s/ newsgal | ery/ Bl ock !
.. . {Uhauthorized URL Access to
192.118.92.3 | srael 147.237.77. 17 |nazi . i df . i ww nezi i dfi1/sip storagelfiles/7/11467.| pg B ock 1
141.212.122. 145|lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
77.75.76.172 Cech Republic 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files/ 9/ 8699.)pg B ock 1
66. 249. 66. 134 | srael 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to mazi.idf.il/14-8331-he B ock 1
212.179. 42. 225 |Israel 147, 237.77. 17 |nazi . i of . [0 ST buted thauthori zed LRL Access on Bl ock 1
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