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|Top Attackers In IPS|

Attacker Address |Attacker Go |Tar get Address |S te |Davi ce Action
157.55.39. 4 Lhited Sates 147.237.77. 17 nazi.idf.il Q)72: HITP. Access to - A ax.aspx B ock 1




01-12-2016 to 01-13-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte | gnature | count
61. 166. 33. 184 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
81. 82. 200. 255 Bel gi um 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
117. 31. 224. 80 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
212.48.74. 51 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
81. 82. 200. 255 Bel gi um 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
89. 248. 167. 162 Net her | ands 147.237.77.17 nazi . idf.il ET SCAN Potential SSH Scan 1
185. 106. 92. 109 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




01-12-2016 to 01-13-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address|Ste dgnature
84.111. 84. 98 | srael 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1369
40.77. 167. 43 Lhited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 760
212.76.127.219 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 333
132. 74. 244,137 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SN retransnmit wth different w ndow scal e noni t or 129
173.208. 136. 170|Lhited Sates 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 117
212.76.127.10 | srael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 45
141. 105. 68. 30 :ZZ:;} o 147.237.77.17 |nazi .i df i {Bl ock HTTP Non Gonpl i ant Failed to handl e connection data moni t or 40
2.52.140. 96 | srael 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 14
46.19. 86. 253 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 10
85. 250. 255. 225 |l srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
37.46. 39. 235 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
195. 239. 16. 40 g;z:;nl on 147.237.77. 17 |nazi .i df . i |B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
46.19. 86. 183 | srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
195. 239. 16. 53 :ZZ:; o 147.237.77.17 |nazi .i df i {Bl ock HTTP Non Gonpl i ant Failed to handl e connection data moni t or 9
31.210. 187. 226 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 5
94.159. 166. 221 | srael 147.237.77. 17 |nazi .i of .i |Bad TGP sequence Sscaljgm retransmt with different window o ;0o 4
217.132.72.224 |lsrael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
46.19. 86. 183 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
37.26.147.186 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
94, 159. 166. 221 |l srael 147.237.77. 17 |nazi . i df . i [SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 4
24.114. 43. 96 Canada 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.54.35. 106 I'sr ael 147.237.77. 17 |nazi .i of . i MW; ;eir(:’ner Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 2
207.46. 13. 18 Lhited Sates 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
213.8.71. 26 | srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 2
2.54.160. 56 I'sr ael 147.237.77. 17 |nazi .i of .i MWSI aS;eir(;/ner Enf or cenent Wb Servers Sow HITP Denial of Service rej ect 2
85. 64. 28. 23 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 44 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
149. 78. 58. 253 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
37. 26. 148. 143 | srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.22.131. 40 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 1
77.127.179. 106 |lsrael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
46. 146. 224. 35 RUSS| an 147.237.77. 17 |nazi . i df . i|Bad TCP sequence Inval id ACK nunber noni t or 1
Federation
194. 90. 198. 147 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
46.19. 86. 71 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
68. 144. 48. 134 Canada 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN- ACK -> Ti meout rej ect 1
46.121. 44. 147 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
185. 3. 147. 33 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 144 | srael 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 78. 58. 253 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
94. 159. 180. 66 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 1
5. 102. 253. 45 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
2.52.57.123 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
61.242.114.58 |China 147.237.77. 17 |nazi . i df . i |[SYN At ack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 146. 225|F ance 147.237.77. 17 |nazi .idf.i|drop SAMrul e drop 1
46.19. 85. 9 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
31.210.187. 226 |israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence ig‘fm retransmt wth different wndow oy o 1
89. 138. 177. 226 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
2.54.152.192 | srael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 1
71. 6. 165. 200 Lhited Sates 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 1
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95. 86. 118. 96 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 8
173.208. 136. 170|Lhited Sates |147.237.77.17 |nazi.idf.i|Mil tiple Admn Bl ocking from173. 208. 136. 170 B ock 5
173.208. 136. 170|Lhited Sates |[147.237.77.17 |nazi.idf.i|{Miltipl e Unhaut hori zed URL Access from 173. 208. 136. 170 B ock 5
141. 105. 68. 30 g;:::ﬂ on 147.237.77. 17 |nazi . idf.i|Mil tipl e Unaut hori zed URL Access from 141. 105. 68. 30 B ock 4
66. 249. 66. 173 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 5484- 7277- he/ i gf . aspx B ock 1
.. . {Unauthori zed URL Access to
66. 249. 66. 49 I srael 147.237.77. 17 |nazi . i df .| wwn nazi . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ vodchannel / Bl ock !
213. 8. 245. 50 | srael 147.237.77. 17 |nazi . idf.i|Mil tipl e Unhaut hori zed URL Access from 213. 8. 245. 50 B ock 1
173.208. 136. 170|lLhited Sates |147.237.77. 17 |nazi.idf.i|Adm n Bl ocki ng B ock 1
84.109. 116. 45 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
5.28. 131. 167 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4944-he/ i gf . aspx B ock 1
195. 154. 194. 111 |F ance 147.237.77. 17 nazi .idf.i |PHP Attenpt B ock 1
157.55. 39. 4 Lhited Sates |147.237.77. 17 |nazi.idf.i|lhaut horized UR. Access to nazi.idf.il/scripts/sites/ corenetrics/cnuatatagutils.inc B ock 1
66. 249. 66. 189 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut horized URL Access on nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
66. 249. 66. 134 | srael 147.237.77. 17 |nazi .i df . i |Mil ti pl e Uhaut hori zed URL Access from 66. 249. 66. 134 B ock 1
213. 8. 245. 50 | srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to www nazi.idf.il/sip _storagel/fil es/4/11464. ) pg B ock 1
149.78.80.199 |lIsrael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
93.173. 23. 127 | srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed UR_ Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
66. 249. 66. 169 | srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 6222-9239- he/ i gf . aspx B ock 1
65. 55. 212. 76 Lhited Sates |147.237.77. 17 |nazi.idf.i|Ostributed Lhaut hori zed LRL Access on igf.idf.il/tenplates/newslist/undefined B ock 1
195. 154. 194. 111|F ance 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/wp-Iogin. php B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77. 17 |nazi.idf.i|Miltiple |Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 B ock 1
131.253.24. 135 |lLhited Sates [147.237.77.17 |nazi.idf.i|D stributed Lhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 1
66. 249. 66. 189 I srael 147.237.77. 17 |nazi . of . i i‘;::t Z‘;rgxzed WRL Access to mazi.idf.i1/5561- 11516- he/ xzxOaxxMx? xSx>™ g ok |1
66. 249. 66. 134 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
157.55.39. 4 Lhited Sates |147.237.77.17 |nazi.idf.i|Miltiple Wauthorized UL Access from 157.55. 39. 4 B ock 1
95. 86. 101. 229 |l srael 147.237.77. 17 |nazi .idf.i|Mil tipl e Unaut hori zed URL Access from 95. 86. 101. 229 B ock 1
.. .{Unauthorized URL Access to
66. 249. 66. 169 | srael 147.237.77. 17 |nazi . i df .| 147.237.77. 17/ t enpl at econt rol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
65. 55. 218. 38 Lhited Sates |147.237.77.17 |nazi.idf.i|Wauthorized URL Access to igf.idf.il/tenpl ates/newslist/undefined B ock 1
212.179. 185. 157|l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.17 |nazi.idf.i [NJLL Character in Method B ock 1
132.74.244. 137 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 66. 189 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ shared/ usercontrol s/ newsgal | ery/ B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi . i df.i|Unhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
173.208. 136. 170|lhited Sates |147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to igf.idf.il/admn/fth.inmagegal | ery. aspx B ock 1
157.55.39. 4 lited Sates [147.237.77.17 |nazi.idf . i ;h_azt ;‘glg?ed ALE;§%C£ZS€S? gi;ﬁ ! ;‘:&_';25,)556‘15 ;iSlG' he/ A—A/A—RA—RA—BE | o\ 1
Uhaut hori zed URL Access to
95. 86. 101. 229 | srael 147.237.77. 17 |nazi . i df . i |mazi . i df . i1/4170-he/ i gf . aspx&a=u&ed=0ahukewj f 9t 2r 3kt kahwhpxgkhznnaf ugf ggl m |B ock 1
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