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01-11-2016 to 01-12-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo | Target Address |gte | gnature | Devi ce Action |CP | ocati on. Locat i on | count
107. 150. 60. 77 Lhited Sates 147.237.77. 17 nazi.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




01-11-2016 to 01-12-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
188. 165. 15. 43 France 147.237.77. 17 nazi.idf.il (228: HITP.  AhrefBot craw er B ock 1




01-11-2016 to 01-12-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte | gnature | count \
66. 249. 66. 189 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 43 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 1
146. 0. 78. 156 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
164. 39. 11. 198 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




01-11-2016 to 01-12-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
40. 77. 167. 43 Lhited Sates 147.237.77.17 |nazi.idf.il|drop SAMrul e dr op 662
91.228.248. 251 |lsrael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 49
46.19. 85. 197 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 26
149. 78.198. 160 |l srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 16
149. 78.198. 160 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 16
46.19. 85. 197 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber alert 16
2.52.16. 55 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 13
31.154. 167. 72 | srael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 9
46.19. 86. 239 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence SYNPACXK retransnit wth different w ndow scal e |nonitor 9
2.52.16. 55 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 9
185. 89. 217. 225 147.237.77.17 |nazi.idf.il|drop dr op 9
195. 239. 16. 40 Russi an Federation [147.237.77. 17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
46.117. 116. 208 |l srael 147.237.77.17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 9
195. 239. 16. 53 Russi an Federation [147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
46. 19. 85. 99 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 23 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 159 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
149. 78.228. 117 |Israel 147.237.77. 17 |nazi .i df.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 68 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
46. 19. 85. 92 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
130. 193. 51. 60 Russi an Federation |147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 3
185. 89. 217. 225 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 2
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi.idf.il|drop SAMrul e dr op 2
46.19.85.0 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 2
5. 28. 186. 53 | srael 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
74.82.47.15 Lhited Sates 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
185. 89. 217. 225 147.237.77. 17 |nazi.idf.il|Drectory Traversal directory traversal overflow noni t or 1
46. 19. 86. 199 | srael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 108 |Lhited Sates 147.237.77. 17 |nazi .idf.il|]SYN At ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 170 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 2 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
109. 253. 205. 205 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
213.57.188.103 |lsrael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 1
81.218.251.252 |lsrael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 1
192. 243. 55. 136 |Donini ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNtACK retransmit with different w ndow scal e |nonitor 1
46.117. 214. 253 |l srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber alert 1
185. 89. 217. 225 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
46. 19. 86. 132 | srael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi .idf.ilJ]SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
130. 193. 51. 60 Russi an Federation [147.237.77. 17 |nazi.idf.il|Bad TCP sequence SYNFACXK retransnit wth different w ndow scal e |nonitor 1
85. 64. 228. 210 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
208.115.111.75 |lhited Sates 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 1
5.39.93. 143 France 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
79.176. 57. 87 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
185. 89. 217. 227 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 1
184. 168. 152. 7 Lhited Sates 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 1
46. 19. 85. 183 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
109. 253. 205. 205 |l srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval i d ACK nunber noni t or 1
216.243.31.2 Lhited Sates 147.237.77.17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 1
31.168. 11. 194 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 1




01-11-2016 to 01-12-2016

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

‘ Target Address

Ste

‘S‘ gnature

Devi ce

‘Count

Action

185. 93. 187. 49 147.237.77. 17 |mazi .i df . i [Mul ti pl e Uhaut hori zed URL Access from 185. 93. 187. 49 Bl ock 6
40.77. 167. 43 Lhited Sates |147.237.77.17 |nazi.idf.il|0 stributed Uhaut hori zed URL Access on nazi.idf.il/oic/scriptresource. axd Bl ock 5
185. 93. 187. 49 147.237.77. 17 |nazi .idf .i |Mil ti pl e Admn Bl ocki ng from 185. 93. 187. 49 B ock 4
207. 46. 13. 97 Lhited Sates |147.237.77.17|nazi.idf.i|D stributed Lhauthorized URL Access on nazi.idf.il/oic/scriptresource. axd Bl ock 4
185. 93. 187. 49 147.237.77. 17 |nazi .i df . i |PHP Attenpt B ock 4
84.111. 190. 237 |lsrael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 2
93.172.52. 219 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 2
192. 243. 55. 134 |Doni ni ca 147.237.77. 17 |nazi .idf . i |Mul ti pl e Uhaut hori zed URL Access from 192. 243. 55. 134 Bl ock 2
66. 249. 66. 169 | srael 147.237.77. 17 |mazi . i df . i |Unhaut hori zed URL Access to 147.237.77. 17/ robot s. t xt Bl ock 2
213.57.54. 169 | srael 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
66. 249. 66. 134 |l srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to nazi.idf.il/14-8333-he Bl ock 1
40.77. 167. 43 Lhited Sates |147.237.77. 17 |nazi.idf.il|lhaut horized UR. Access to nazi.idf.il/oi c/webresource. axd Bl ock 1
207. 46. 13. 18 Lhited Sates |147.237.77.17|nazi.idf.i|lhaut horized URL Access to nazi.idf.il/oic/scriptresource. axd Bl ock 1
192. 118. 10. 10 | srael 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage/fil es/9/5839.]pg Bl ock 1
131.253.24. 151 |Lhited Sates |[147.237.77.17 |nazi.idf.i|DO stributed Lhaut hori zed URL Access on nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
66. 249. 66. 173 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx Bl ock 1
207.46. 13. 97 Lhited Sates |[147.237.77. 17 |nazi.idf.i|lhaut horized UR. Access to nazi.idf.il/tenpl ates/general / x” B ock 1
46.121. 158. 222 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx Bl ock 1
5 28.186. 53 lsrael 147 237 77. 17 \nazi i df i Par anet er Typ(_e Mol ati on Mast er $ucHeader $ucSear chQont r ol $t xt Search in B ock 1
W nazi . i df.il/14-he/igf . aspx
192. 243.55. 134 |Doni ni ca 147. 237. 77. 17 |nazi . i of . i thO::t f;osrl;xzed URL Access to mazi.idf.i1/5551- 11516- he/ xZxOxoexxTx? xGxXx™ gy 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx Bl ock 1
46.19. 85. 197 | srael 147.237.77. 17 |nazi .i df . i |Abnornal | y Long Request net hod Bl ock 1
207.46.13.86  |United Sates |147.237.77.17|mazi .icf.i( N2 horized LR Access to Bl ock 1
147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx
192. 243. 55. 130 | Doni ni ca 147. 237. 77 17 \azi i of i Xl{:a;;;c()ri zed URL Access to mazi.idf.il/113-11581- he/ xeexmex? X'x'Xexgexe 8 ock 1
131.253.36.196 |Lhited Sates |[147.237.77.17 |nazi.idf.i|DO stributed Lhaut hori zed URL Access on nazi.idf.il/tenpl at es/ newsl i st/ undefi ned Bl ock 1
66. 249. 66. 173 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 6578-9989- he/ i gf . aspx Bl ock 1
212.179.9. 140 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
66. 249. 66. 40 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/tenplates/shared/ usercontrol s/ newsgal | ery/ Bl ock 1
5.102.217. 217 I srael 147.237.77. 17 |mazi . i df . i jUnaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg Bl ock 1
192. 243.55. 135 |Donini ca 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-4980-he Bl ock 1
66. 249. 66. 169 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx Bl ock 1
46.19. 85. 197 | srael 147.237.77. 17 |nazi . i df . i [Mal forned URL Bl ock 1
141.212.122.81 |lhited Sates |[147.237.77. 17 |nazi.idf.i|Mal forned URL proxytest.znap.io: 80 Bl ock 1
66. 249. 66. 189 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ Bl ock 1
212.199. 52. 66 I srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
66. 249. 66. 46 I srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to waww nazi.idf.il/14-he Bl ock 1
192. 243.55. 137 |Dom ni ca 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/sip storage/files Bl ock 1
104.131. 147. 112|lhited Sates |147.237.77. 17 |nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx Bl ock 1
207. 46. 13. 97 Lhited Sates |147.237.77.17|nazi.idf.i|D stributed Unaut hori zed URL Access on nazi.idf.il/oi ¢/ webresource. axd Bl ock 1
46. 19. 85. 197 | srael 147.237.77. 17|nazi .idf . i |Unknown HTTP Request Method =0.9, i mage/ webp, */*;g=0.8 in URL Bl ock 1
192. 243. 55. 134 | Doni ni ca 147. 237 77 17 \azi i of i gauztgfgi zed URL Access to mazi.idf.il/3697-9630-he/igf.aspx 10 xx xex'x7x’ 8 ock 1
.. . - JURLis Above Root Drector
185. 89. 217. 225 147.237.77. 17 |nazi .i df . i rrazi.idf.iI/../inages/l.he/r):avigaIion/navigaIion_arrowgif B ock 1
77.75.77.72 ggj%rl c 147.237.77. 17 |mazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/sip_storage/files/9/8699.|pg Bl ock 1
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