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213.151. 42. 118, |srael
62.0.104. 195, |srael

192. 243. 55. 130, Donini ca
192. 243. 55. 135, Donini ca
104. 236. 232. 46, nul |

192. 243. 55. 131, Domi ni ca
157.55.39. 140, Lhited Sates
66. 249. 66. 43, Lhited Sates
91. 201. 236. 114, |krai ne
192. 243. 55. 138, Donini ca




01-10-2016 to 01-11-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo
62. 0. 104. 195

|Target Address |Ste

|9 gnature | Devi ce Action |CP I ocation. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |L4 Source or Dest Port Zero drop BBL.- | srael 7
128. 68. 47. 144 Russi an Federation |[147.237.77.17 |nazi.idf.il|TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
202.112. 51. 96 Chi na 147.237.77.17 |mazi.idf.il bl ock-sp-trafl drop BBL- Fr ankf urt 1




01-10-2016 to 01-11-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-10-2016 to 01-11-2016

|Top Attackers In |D|

Attacker Address|Attacker Geo |Target Address |Ste | gnature | count |
66. 249. 66. 43 Lhited Sates 147.237.77. 17 |nazi . i df . i |ET SCAN NVAP -sA (2) 2
91. 201. 236. 114 |lkrai ne 147.237.77. 17 |nazi . i df .i |ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 187 |Lhited Sates 147.237.77. 17 |nazi . i df .i |ET SCAN NVAP -sS wi ndow 3072 1
91. 201. 236. 114 |krai ne 147.237.77. 17 |nazi . i df.i l|ET DROP Spanhaus DRCP Listed Traffic | nbound 1
146. 185. 250. 2 |Russi an Federation [147.237.77. 17 |nazi.idf.i JET SCAN NVAP -sS w ndow 1024 1
210.79.69.181 |China 147.237.77. 17 |nazi .idf.il|ET SCAN Behavi oral Lhusual | y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1




01-10-2016 to 01-11-2016

|Top Attackers In FW |

Target Address |Ste dgnature

‘Attacker Geo

149. 78. 34. 240 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 51
212.76.127. 111 |l srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 19
212.76.127.10 |lsrael 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 18
2.52. 35. 87 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
46. 19. 85. 85 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 16
176. 228. 34. 229 |l srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 14
46.19. 85. 222 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 10
2.52.3.88 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
195. 239. 16. 53 IF__EZZ::IHI on 147.237.77. 17 |nazi .idf.i|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
46.19. 86. 166 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 9
212.76.127.44 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
2.52.43.197 | srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9
195. 239. 16. 40 IF__EZZ::IHI on 147.237.77. 17 |nazi .idf.i|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
37.26.149.174 |lsrael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 6
37.26.149. 174 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 5
62. 0. 104. 195 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 4
46. 19. 85. 133 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 4
185. 3. 147. 206 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 222 | srael 147.237.77. 17 [nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
46.19.86.99  |israel 147.237.77.17 |nazi .i of .i |Bad TCP sequence f:;‘fa( retransmt wth different w ndow moni t or 4
46.117.180. 120 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 4
37.26.149. 174 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 3
2.54.37.70 I'sr ael 147.237.77.17 |nazi . i df .i \\fg aSIeir(;/ner Enf or cenent Vb Servers Sow HITP Denial of Service rej ect 2
185. 3. 144. 84 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
37.26.148.198 |lsrael 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 2
2.54.39.104  |israel 147.237.77. 17 |nazi . i of .i \AWZ asﬁro"ner Enf or cenent Wb Servers S ow HITP Denial of Service rej ect 2
192. 243. 55. 135 |Domi ni ca 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
2.54.189. 87 | srael 147.237.77. 17 |nazi .i df .| \\/Aéck:I aSIr:;r;]er Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
157.55.39. 140 |lhited Sates 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence I nval i d ACK nunber noni t or 2
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 2
2.54.145.103  |Israel 147.237.77.17 |nazi .i of . | Yf(?l BSIeir(;/ner Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 2
207. 46.13. 18 Lhited Sates 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
192. 243. 55. 136 |Doni ni ca 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence I nval i d ACK nunber noni t or 2
192. 243. 55. 131 |Doni ni ca 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 2
2.54.14.250  |Israel 147.237.77.17 |nazi .i of . | Yf(?l BSIeir(;/ner Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 2
157.55.39.160 |lhited Sates 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
212.76.127. 4 | srael 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 2
94.230.86. 172 |lsrael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
194. 90. 119. 162 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
5.22.130.123 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
71.183.108. 102 |Lhited Sates 147.237.77. 17 |nazi .i df . i |dr op SAMrul e dr op 1
192. 243. 55. 131 |Domi ni ca 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 1
46.19. 86. 248 | srael 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence I nval i d ACK nunber noni t or 1
213.57.240.73 |lsrael 147.237.77. 17 |nazi . i df . i |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
158, 255.6. 220 |SS!an 147.237.77. 17 |nazi . i of .i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
Feder ati on
37.142.191. 182 |Israel 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 253. 210. 89 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 1
80. 246. 133. 69 |l srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
192. 243. 55. 134 |Domi ni ca 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
2.54.155. 218 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1




01-10-2016 to 01-11-2016

|Top Attackers In V\AF|

Devi ce

‘Attacker Go |Target Address |Ste ‘S’ gnature Acti on ‘Count
213.151. 42. 118 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 16
104. 236. 232. 46 147.237.77. 17 |mazi .idf . i |Mul ti pl e Uhaut hori zed URL Access from 104. 236. 232. 46 Bl ock 3
207.46.13.168 |lLhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ robot s. t xt Bl ock 1
77.75.78.161 Cech Republic [147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/sip storagel/fil es/9/8699.]pg Bl ock 1
46.201. 23. 31 Lkrai ne 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage/files/ 1/ 7891. ) pg Bl ock 1
192. 243. 55. 135 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-10106- he Bl ock 1
192. 243. 55. 130 |Dom ni ca 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-10105- he Bl ock 1
157.55.39.140 |Wited Sates |147.237.77. 17 |nazi .i o . (UL NOri 2e6d UL Access to B ock 1
wwn nazi . i df.il/tenpl at es/ shared/ user control s/ newsgal | ery/
192. 243. 55. 137 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed UR. Access to igf.idf.il/14-10105-he Bl ock 1
66. 249. 66. 134 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-7713-he Bl ock 1
31.44.132.92 | srael 147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefined Bl ock 1
192. 243. 55. 131 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ vodchannel Bl ock 1
192. 243. 55. 129 |Doni ni ca 147.237.77. 17 |mazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-10104- he Bl ock 1
157.55.39.131 |lhited Sates |147.237.77. 17 |nazi.idf.i|Uaut horized URL Access to igf.idf.il/14-4980-he Bl ock 1
212.25.70.130 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
84.228.191. 66 |lsrael 147.237.77. 17 |nazi .idf . i |{Unhaut hori zed URL Access to 147.237.77.17/ 4944-he/i gf . aspx B ock 1
62.0.41. 2 | srael 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg Bl ock 1
192. 243. 55. 135 |Dom ni ca 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8334-he Bl ock 1
192. 243. 55. 130 |Doni ni ca 147.237.77. 17 |mazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-10106- he Bl ock 1
176. 228. 34. 229 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx Bl ock 1
104. 236. 232. 46 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-he Bl ock 1
192. 243. 55. 138 |Doni ni ca 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to mazi.idf.il/450- he. aspx Bl ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
37.26.146.171 |lsrael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. j pg Bl ock 1
192. 243. 55. 133 | Doni ni ca 147. 237 77. 17 |z i of . i Xl{:a:;;;ri zed URL Access to mazi.idf.il/3728-11581- he/ xoexoex? X'x'xexgexe 8 ock 1
192. 243. 55. 130 |[Doni ni ca 147.237.77. 17 |nazi .idf . i |{Mil tipl e Unaut hori zed URL Access from 192. 243. 55. 130 B ock 1
) .. . .Junauthori zed URL Access to mazi.idf.il/4070-11595- he/ A—AYA—a€"A—AA—
157.55.39.140 |lhited Sates |147.237.77.17 |nazi.idf.i ASA—As A_AsA—_a€oA—A A_aECA—A; A—AECA_a€ A_ASA_A" A_a€?. asBlock 1
212.76.127. 122 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
87.68. 54. 81 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to 147.237.77.17/si p _storage/fil es/ 1/ 2061. j pg Bl ock 1
62. 90. 5. 212 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
192. 243. 55. 135 |Domi ni ca 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-he Bl ock 1
192. 243. 55. 131 |Dom ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/tenpl ates/ shared/ usercontrol s/ newsgal | ery Bl ock 1
185. 27. 105. 100 |l srael 147.237.77. 17 |nazi .idf .i|Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx Bl ock 1
141, 212.122. 97 |Lhited Sates 147.237.77. 17 |mazi . i df . i {Unaut hori zed URL Access to /X Bl ock 1
192. 243. 55. 138 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to nazi.idf.il/5676-7827-he/ifg. aspx Bl ock 1
66. 249. 66. 189 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-7712-he Bl ock 1
46. 35. 253, 161 :ZZ::II}O” 147. 237.77. 17 |nazi .i of .i [Paraneter Type Vi ol ation TabNumin nazi . i df . i1/3793-he/i gf . aspx B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/14-8335-he Bl ock 1
192. 243. 55. 130 |Doni ni ca 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to igf.idf.il/tenpl at es/ newsli st/ undefi ned Bl ock 1
157.55. 39. 140 |lLhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/fil es/9/8699.]pg Bl ock 1
104. 131. 21. 155 |Lhited Sates |147.237.77. 17 |nazi.idf.i|Unaut hori zed Met hod HEAD for 147.237.77.17/ Bl ock 1
213. 8.204. 32 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
192. 243. 55. 135 |Doni ni ca 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery Bl ock 1
.. . -{Unaut hori zed URL Access to
66. 249. 66. 46 I'srael 147.237.77. 17 nazi i df .| wan nazi . i df . i1/t enpl at es/ shar ed/ user cont rol s/ newsgal | ery/ Bl ock !
192. 243. 55. 131 |Dom ni ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefined Bl ock 1
192. 243. 55. 129 |Dom ni ca 147.237.77. 17 |mazi .idf.i|Mul ti pl e Uhaut hori zed URL Access from 192. 243. 55. 129 Bl ock 1
149. 78. 34. 240 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
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