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01-08-2016 to 01-09-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Atacker Geo |Target Address
79. 180. 182. 210

|gte

|9 gnature | Device Action |DP location. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
107. 150. 60. 78 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1
202.112. 51. 96 Chi na 147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




01-08-2016 to 01-09-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo

|Target Address |Ste |Sgna1ure |mvi ce Action |Oount |
120. 43. 9. 239 Chi na 147.237.77. 17 nazi .idf.il |Cl000108: HITP. Trying to | ocate existing FO<editor B ock 271
120. 43. 9. 239 Chi na 147.237.77.17 |nazi.idf.il |Q025: HITP. access to adnini strator/index. php -> Quarantine B ock 1




01-08-2016 to 01-09-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo

|Target Address |Ste

| gnature

|Count
173.199. 74. 136 |Uni ted Kingdom|147.237.77.17 |nazi.idf.il|ET SCAN Potential VNC Scan 5900- 5920 2
168. 63. 206. 180 |lLhited Sates 147.237.77. 17 |nazi.idf.il|ET SCAN Potential VNC Scan 5900- 5920 2
187.161. 132. 231 [Mexi co 147.237.77. 17 |nazi . i df.il|ET SCAN Behavi oral lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
199.191.56. 188 |lhited Sates 147.237.77. 17 |nazi.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
79.177.172.123 |Israel 147.237.77. 17 |nazi.idf.il|ET SCAN NVAP -sS wi ndow 4096 1
81. 82. 200. 255 Bel gi um 147.237.77. 17 |nazi .idf.i l|[ET SCAN NVAP -sS wi ndow 1024 1
95. 156. 251. 10 Ger many 147.237.77. 17 |nazi.idf.i||ET SCAN NVAP -sS w ndow 1024 1
177.239.212. 65 |[Mexi co 147.237.77. 17 |nazi . i df . i l|ET SCAN Behavi oral lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
199.191.56.188 |lhited Sates 147.237.77. 17 |nazi.idf.il|ET SCAN NVAP -f -sS 1
199.191.56. 188 |lLhited Sates 147.237.77. 17 |nazi.idf.il|ET SCAN NVAP -sS wi ndow 2048 1
1.93.129.5 Chi na 147.237.77. 17 |nazi .idf.il|ET SCAN Potential SSH Scan 1
80. 82. 69. 146 Net her | ands 147.237.77. 17 |nazi .idf.il|ET SCAN Potential SSH Scan 1
81. 82. 200. 255 Bel gi um 147.237.77. 17 |nazi.idf.i||ET SCAN NVAP -sS w ndow 3072 1
99. 129. 251. 54 Lhited Sates 147.237.77. 17 |nazi .idf . i ||ET SCAN Potential SSH Scan 1




01-08-2016 to 01-09-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
216.177.129. 140 |Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 2794
216.177.129. 140 |Lhited Sates 147.237.77. 17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 939
212.76.127.111 |lsrael 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 297
120. 43. 9. 239 Chi na 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 289
46. 19. 85. 203 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 100
46.19. 85. 203 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 100
212.76.127. 10 | srael 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 54
80. 178. 6. 56 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 49
31. 210. 188. 26 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 37
109. 160. 166. 124 |l srael 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN -> SYN-ACK -> RST rej ect 26
31.210. 188. 26 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 26
46.19. 85. 120 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 25
31.210. 188. 26 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d sequence nunier noni t or 25
212.76.127. 44 | srael 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 18
46.19. 85. 181 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 18
81.218.251.252 |lsrael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 9
195. 239. 16. 40 Russi an Federation |147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
81.218.251.252 |lsrael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 85. 120 | srael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 9
46.19. 86. 237 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
195. 239. 16. 53 Russi an Federation [147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
212.150. 249. 184 |l srael 147.237.77. 17 |nazi .idf.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
207.46. 13. 128 Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 7
66. 249. 75. 121 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 6
207.46.13. 101 Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 6
85. 93. 218. 204 Luxenbour g 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 5
85. 93. 218. 204 Luxenmbour g 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 5
207. 46. 13. 141 Lhited Sates 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 5
37.26. 147. 254 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
120. 43. 9. 239 Chi na 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNPAXK retransnit wth different w ndow scal e |monitor 4
109. 160. 166. 124 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
85. 64. 240. 218 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 4
149.78.175. 179 |l srael 147.237.77. 17 |nazi .idf.ilJ]SYN At ack SYN - > SYN-ACK -> RST rej ect 4
192. 243. 55. 129 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 4
84.108. 60. 212 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
188. 120. 148. 141 |l srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 160. 166. 124 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d sequence nunier noni t or 4
85. 64. 240. 218 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
109. 65. 112. 117 |l srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 4
192. 243. 55. 135 |Donini ca 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 4
130. 193. 51. 60 Russi an Federation |147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
85. 64. 240. 218 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d sequence nunber noni t or 4
192. 243. 55. 130 |Doni ni ca 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
109. 160. 166. 124 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 4
85. 64. 156. 154 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 4
133. 130. 63. 178 |Japan 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber alert 3
133.130. 63. 178 |Japan 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 3
207.46.13. 13 Lhited Sates 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval i d ACK nunber noni t or 3
66. 249. 75. 8 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 3
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3




01-08-2016 to 01-09-2016

|Top Attackers In V\AF|

Attacker Address|Attacker Geo|Target Address |Ste |9 gnature | Devi ce Action|Count |

120. 43. 9. 239 Chi na 147.237.77. 17 |nazi . i df .i |Mil ti pl e Uhaut hori zed URL Access from 120. 43. 9. 239 B ock 31
120. 43. 9. 239 Chi na 147.237.77. 17 |nazi . i df . i |PHP At t enpt B ock 4
89. 139. 165. 89 |l srael 147.237. 77. 17 |nazi . i df . i JUhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
66. 249. 69. 18 | srael 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
31.154. 163. 169 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 1
192. 243. 55. 129 |Doni ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8330-he B ock 1
120. 43. 9. 239 Chi na 147.237.77. 17 |nazi .i df .i [Mil ti pl e Admin B ocki ng from 120. 43. 9. 239 B ock 1
68. 180. 228. 160 |Lhited Sates|147.237. 77. 17 |nazi .i df.i|lhaut hori zed URL Access to nazi.idf.il/14-8335-he B ock 1
66. 249. 69. 98 | srael 147.237. 77. 17 |mazi . i df . i fUnaut hori zed URL Access to mazi.idf.il/14-he B ock 1
46. 19. 85. 156 | srael 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
207.46.13.141 |Uhited Sates|147.237.77. 17 |nazi .idf.i|Uhaut hori zed UR. Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
157. 55. 39. 12 Lhited Sates|147.237.77. 17 |nazi .i df .i|Lhaut hori zed UR_ Access to nazi.idf.il/wdget/clickstreant rvi B ock 1
84.109. 112, 187 |l srael 147.237.77. 17 |nazi .i df . i fUhaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
66. 249. 75. 17 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8344-he B ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to 147.237.77. 17/ 5010- 9220- he/ i gf . aspx B ock 1
37.26.149. 151 |lsrael 147.237.77. 17 |nazi . i df . i fUnhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefined B ock 1
192. 243. 55. 130 |Donmi ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8331-he B ock 1
68. 180. 228. 160 |Lhited Sates|147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to mazi.idf.il/450-he. aspx B ock 1
66. 249. 69. 106 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8348-he B ock 1
208. 115.113. 91 |Lhited Sates|147.237. 77. 17 |nazi .i df . i |Uhaut hori zed URL Access to www nazi.idf.il/14-4983-he B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx B ock 1
157.55.39. 212 |Lhited Sates|147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to igf.idf.il/113-11581-he/ xgexgex? x'x'xexpexex?, aspx |B ock 1
66.249. 75. 121 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8350- he B ock 1
66. 249. 69. 98 | srael 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 66. 249. 69. 98 B ock 1
40. 77.167. 13 Lhited Sates|147.237.77. 17 |nazi .idf.i|D stributed PH? At enpt B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
79.182.7.138 | srael 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
66. 249. 69. 114 |l srael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to nazi.idf.il/14-8345-he B ock 1
208. 115.113. 91 |Lhited Sates|147.237. 77. 17 |nazi .i df . i |Lhaut hori zed URL Access to www nazi.idf.il/tenpl ates/ general / x” B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
5.29.82.218 | srael 147.237.77. 17 |nazi .idf.i D stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 1
181.215.1.152 |[Ghile 147.237.77. 17 |nazi .i df . i fUhaut hori zed UR. Access to nazi.idf.il/foruns/tenp..... pX B ock 1
109. 65. 112. 117 |l srael 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
68. 180. 228. 160 |Lhited Sates|147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-10106- he B ock 1
66. 249. 69. 98 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8346-he B ock 1
40.77.167.13 Lhited Sates|147.237.77. 17 |nazi . i df .i|Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general /i nc/ css/ styl e. css. php B ock 1
207.46.13.128 |lLhited Sates|147.237.77. 17 |nazi .idf.i|lhaut hori zed URL Access to nazi.idf.il/599-he/t ot chani maspx B ock 1
141.212.122. 64 |Lhited Sates|147.237. 77. 17 |nazi .idf .i |Mal formed URL proxytest. zmap. i o: 80 B ock 1
80. 246. 130. 206 |l srael 147.237.77. 17 |mazi . i df . i fUnaut hori zed UR. Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. j pg B ock 1
66. 249. 75. 8 | srael 147.237.77. 17 |mazi . i df . i fUnhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
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