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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
107. 191. 63. 157 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 199. 74. 136 United Ki ngdom 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 174. 93. 203 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
151. 80. 121. 200 Italy 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
204.151. 12. 240 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name | gnature | Devi ce Action |Count |
46. 120. 234. 140 |l srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1444
85. 64. 125. 49 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e |nonitor 121
185. 3. 147. 3 | srael 147.237.77. 17 |nazi .idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 98
79. 183. 101. 65 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 81
46.117. 247. 254 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 36
46.117. 247. 254 |l srael 147.237.77. 17 |mazi .idf.il{Bad TCP sequence Inval i d ACK nunber alert 36
79.180. 160. 80 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 16
79. 180. 160. 80 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 16
79. 180. 160. 80 | srael 147.237.77. 17 |nazi .idf.il{Bad TCP sequence Inval i d sequence nunber noni t or 16
94. 230. 86. 213 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 10
5. 29. 41. 203 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 10
203.133.169.23 |Korea, Republic of |147.237.77.17 |mazi.idf.il|SYN Atack SYN -> SYN-ACK -> RST rej ect 10
195. 239. 16. 53 Russi an Federation [147.237.77. 17 |nazi.idf.il|B ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
94. 228. 34. 249 Uni ted Kingdom |147.237.77.17 |mazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
87.68. 70. 166 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 9
203.133.168.87 |Korea, Republic of [147.237.77.17 |nazi.idf.il|]SYN Attack SYN - > SYN-ACK -> RST rej ect 9
212.76.127. 44 | srael 147.237.77. 17 |nazi .idf.il|B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
195. 239. 16. 40 Russi an Federation [147.237.77. 17 |mazi.idf.il|B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
94. 228. 34. 249 Uni ted Kingdom |147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber alert 9
46. 19. 86. 165 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 8
46.19. 86. 165 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 6
5.29.41. 203 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 86. 16 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 6
46.19.85.7 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 4
91.200. 12.7 Lkr ai ne 147.237.77.17 |nazi.idf.il|drop SAMrul e drop 4
46.19. 85. 159 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
91. 200. 12. 136 Lkr ai ne 147.237.77. 17 |nazi.idf.il{drop SAMrul e drop 4
37.26. 148. 146 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 4
91. 200. 12. 141 Lkr ai ne 147.237.77.17 |nazi.idf.il|ldrop SAMrul e dr op 4
94. 230. 86. 231 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 4
91.200.12.7 Lkr ai ne 147.237.77.17 |nazi.idf.il|drop drop 4
217.132.6.29 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 4
46. 19. 86. 84 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.167. 143 | srael 147.237.77. 17 |nazi.idf.il|Véb Server Enforcenent Mol ation |Wb Servers S ow HITP Denial of Service rej ect 2
46. 120. 36. 102 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 2
2.54.28.105 | srael 147.237.77. 17 |nazi.idf.il|Véb Server Enforcenent Mol ation |VWeb Servers 9 ow HITP Denial of Service rej ect 2
77.237.138.202 |Czech Republic 147.237.77. 17 |nazi.idf.il|Bl ock HTTP Non Conpl i ant Response out of state noni t or 2
146. 185. 61. 46 | srael 147.237.77.17 |nazi .idf.il|B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 2
82. 81. 49. 200 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
37.26. 146. 192 | srael 147.237.77. 17 |nazi .idf.il|B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber aert 1
104. 236. 241. 129 147.237.77.17 |nazi .idf.il|B ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 1
213. 57. 158. 60 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19. 85. 229 | srael 147.237.77. 17 |nazi .idf.il{Bad TCP sequence Inval i d ACK nunber alert 1
84.108. 100. 240 |l srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 1
37.142.179.129 |lIsrael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
80. 246. 130.211 |lsrael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 1
149. 78. 215. 239 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
5.29.90.176 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo Target Address |Ste ‘S gnature Action ‘Count
37.26. 149. 144 | srael 147.237.77. 17 |nazi .idf.i |0 stri but ed Lhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 15
79.176. 30. 37 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 14
79.180. 160. 80 |l srael 147.237.77. 17 |nazi .idf.i |D stributed Lhaut hori zed URL Access on nazi.idf.il/inages/transvi deocounter. gi f B ock 12
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 148. 251. 21. 227 B ock 7
207.46. 13. 13 Lhited Sates 147.237.77. 17 |nazi .i df . i [Paraneter Type Molation t in nazi.idf.il/scriptresource. axd B ock 2
77.237.138.202 |Czech Republic [147.237.77.17|nazi.idf.i|Unhaut hori zed Met hod HEAD for / B ock 2
79.183. 203. 103 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 2
67. 8. 231. 215 Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 2
68.180.228. 160 |Uhited Sates  |147.237.77.17 |razi.idf. i ifa;;;‘f” zed URL Access to nazi. i df. i1/113-11581-hef xcoxoex? xixixexcexe gy oy |y
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 4634- 5241- he/ i gf . aspx B ock 1
46.117. 160. 92 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-hel i gf . aspx B ock 1
81. 218. 241. 25 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/ 1. he/ header title. gif B ock 1
5. 29. 41. 203 | srael 147.237.77. 17 |nazi .idf .i [Mil ti pl e Lhaut hori zed URL Access from 5. 29. 41. 203 B ock 1
77.127.193.227 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to wwv nazi.idf.il/inmages/transvi deocounter. gif B ock 1
66. 249. 69. 114 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsli st/ undefi ned B ock 1
207.46.13.141 |lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/cgi/securimage/ securinage show php B ock 1
157. 55. 39. 49 Lhited Sates 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3697-8411- he/i gf . aspx B ock 1
104. 131. 147. 112|Lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3848-5222- hel i gf . aspx B ock 1
79. 180. 160. 80 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / |Bl ock 1
68. 180. 230. 40 |lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
.. .JUnauthorized URL Access to
66. 249.69. 10 | srael 147.237.77. 17 |nazi . df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
207.46. 13. 13 Lhited Sates 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to mazi.idf.il /i mages/ new 2309/ 125x125 B ock 1
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi . i df . i [Lhaut hori zed UR. Access to mazi.idf.il/xx-AZAS B ock 1
66. 249. 65. 231 |l srael 147.237.77. 17 |nazi . i df . i |D stri buted Whaut hori zed URL Access on 147.237.77.17/robot s. t xt B ock 1
5.29.41. 203 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / |B ock 1
85. 64. 125. 49 | srael 147.237.77. 17 |nazi . i df . i JUnhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 1/ 2061. j pg B ock 1
66. 249. 69. 114 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ |B ock 1
213.57.145.88 |lsrael 147.237.77. 17 |nazi .i df . i [Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 1
157.55.39.250 |lLhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
40. 77.167. 13 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/revi ew 6126/ 125x125 B ock 1
104. 190. 139. 203|lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ |B ock 1
77.75.77.101 Czech Republic |147.237.77.17 |nazi.idf.il|lhaut hori zed URL Access to nazi.idf.il/sip storage/files/ 9/ 8699.])pg B ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/5772-8117-heli gf . aspx B ock 1
207.46.13. 13 Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/js/ conbi nescri ptshandl er. ashx B ock 1
149.50.77.191 |lLhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/si p storage/fil es/ 1/ 1351. j pg B ock 1
66. 249. 65. 238 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/113-9193- he/i gf . aspx B ock 1
31.184.132. 23 ::ara;z'u :z' Z‘f""c 147.237.77. 17 |nezi .i of . i {Unaut hori zed URL Access to 147.237. 77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
93.172. 32. 169 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 1351. j pg B ock 1
183.79. 221. 42  |Japan 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 3697- 6779- he/ i gf . aspx B ock 1
46. 19. 86. 16 I srael 147.237. 77. 17 |razi . i o .i giuiﬁgigfd ;?F;XACCESS to win mazi. i df.T1/5551-11516- he/ xzx@xoexxTx? g ooy 1
109. 67. 0. 245 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
81.218. 241. 25 | srael 147.237.77. 17 |nazi .i df .i [Mil ti pl e Uhaut hori zed URL Access from 81.218. 241. 25 B ock 1
77.75.77.119 Cech Republic |147.237.77. 17 |nazi.idf.il|lhaut hori zed URL Access to nazi.idf.il/sip storage/files/ 9/ 8699.]) pg B ock 1
66. 249. 69. 98 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 1
207. 46. 13. 141 Lhited Sates 147.237.77. 17 |nazi .i df . i |[PHP Att enpt B ock 1
! .. . lWauthori zed URL Access to mazi.idf.il/3728-11581- he/ x3 xYA; A3 xYAs Ayx3 A?

157. 55. 39. 12 Lhited Sates 147.237.77. 17 |nazi . i df . i X3 XV A; Ay x VA, Ay x ¥ Ag A x¥ A AV xV Ay Avac A—. asprCA A B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Mil tipl e Uhaut hori zed URL Access from 66. 249. 69. 2 B ock 1
31.184.133.21 ::ara;z'u :z' Z‘f""c 147.237.77. 17 |nezi .i of .i {Unaut hori zed URL Access to 147.237. 77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
95. 86. 71. 26 lsrael 147 237 77. 17 \nazi i of i Paraneter Type M ol ati on Mst er SucHeader $ucSear ch@ont rol $t xt Search in B ock 1

nazi.idf.il/14-he/igf.aspx
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