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66. 249. 69. 2, |srael

66. 249. 69. 10, |srael

95. 86. 114. 59, | srael
213.8.204.1, Israel

84.110. 32. 130, |srael
207.46.13.13, Lhited Sates
37.142.210. 211, |srael

68.180. 228. 160, Lhited Sates
203. 126. 193. 162, S ngapor e
37.26.147. 179, |srael
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01-06-2016 to 01-07-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
89. 248. 162. 131 Net her | ands 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1
111. 85. 219. 12 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
49. 75. 129. 202 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 Canada 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 231 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Ste

dgnature

‘ Target Address

212.76.127.10 | srael 147.237.77. 17 |nazi .i df .1 |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 104
46.19. 85. 210 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 100
46. 19. 85. 210 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber alert 100
46.19. 85. 150 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 36
46. 19. 85. 150 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 36
46.19. 85. 237 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 26
46.19. 85. 237 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 25
89.138. 125. 165 |l srael 147.237.77. 17 |nazi . i df . i|Bad TCP sequence scal eN:K retransmt wth different w ndow noni t or 25
84.228.229.107 |Bugaria 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
208.115.111. 75 |lhited Sates 147.237.77. 17 |nazi . i df .i|drop SAMrul e dr op 11
146. 135. 27. 25 Lhited Sates 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
195. 239. 16. 53 g;z:;nl on 147.237.77. 17 |nazi .i df . i |B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
149. 78. 198. 160 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 9
212.76.127.111 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
195. 239. 16. 40 :ZZ:;} o 147.237.77.17 |nazi .i df i {Bl ock HTTP Non Gonpl i ant Failed to handl e connection data moni t or 9
46.19. 85. 195 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 85. 195 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 5
128. 127. 107. 108|Net her | ands 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 5
149. 78. 198. 160 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 5
46.19. 85. 101 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 240 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19.85.126  |Israel 147.237.77. 17 |nazi .i of .i |Bad TGP sequence Sscaljgm retransmt with different window o ;0o 4
5.22.130. 133 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 240 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
31.210.188.51 |lsrael 147.237.77. 17 |nazi .idf . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
2.54.9.112 I srael 147.237. 77. 17 |nazi . i of . i “Wsl asﬁr(;’ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
94. 230. 86. 133 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.131. 221 | srael 147.237.77. 17 |nazi . i df . i \AWSI aSteirc:/ner Enf or cenent Véb Servers S ow HTTP Denial of Service rej ect 2
2.54.183.151 [ srael 147.237.77. 17 |nazi . i of .i MWSI aS;eir(;/ner Bnf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
93.174.93.203  |Net her| ands 147.237.77. 17 |nazi . i df . i \AWSI aSteirc:/ner Enf or cenent Masscan Port Scanner rej ect 1
5.22.130.101 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
84.228.11. 174 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 1
212.29.210. 131 |Israel 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71.6.216. 40 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 77 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
157.55.39.196 |lhited Sates 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
46.19. 85. 158 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
141.212.122. 154|lhited Sates 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.26.146.187 | srael 147.237.77. 17 |nazi .i of .i |Bad TCP sequence Ssca::m retransmt wth different wndow oy o 1
85. 64. 207. 155 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
79.182.213.112 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 1
207.46.13.141 |Lhited Sates 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 35.62.196 |Satzerland 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN- ACK - > Ti meout rej ect 1
84.228.11.174 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
74.82. 47. 50 Lhited Sates 147.237.77. 17 |nazi . i df . i |[SYN At ack SYN -> SYN-ACK -> RST rej ect 1
203. 133. 168. 9 Korea, Republic of |147.237.77. 17 |nazi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 140 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST alert 1
141.212.122. 155|lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Attacker Address |Attacker Geo|Target Address |Ste |9 gnature | Devi ce Action|Count |

213.8.204.1 | srael 147.237.77. 17 |nazi .i df . i JUnhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
84.110. 32. 130 | srael 147.237.77. 17 |nazi . i df . i JUnhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
95. 86. 114. 59 | srael 147.237.77. 17 |mazi . i df . i fUnhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
141.212.122. 145|Uhited Sates|147.237. 77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4260- he/ i gf . aspx B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi .i df . i Uhaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/ 3697- 7116- he/ i gf . aspx B ock 1
40.77. 167. 49 Lhited Sates|147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
203. 126. 193. 162 |S ngapor e 147.237.77. 17 |nazi . idf.i D stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 69. 106 | srael 147.237.77. 17 |mazi .i df . i fUnaut hori zed URL Access to nazi.idf.il/14-10104- he B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df.i |Unhaut hori zed URL Access to 147.237.77. 17/ 4943- 8365- he/ i gf . aspx B ock 1
85.17.73.12 Net herl ands |147.237.77.17 |nazi .idf.i|Paraneter Type Molation lang in nazi.idf.il/foruns/tenpl ates/foruns/forunslist.aspx |B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df.i |Unhaut hori zed URL Access to 147.237.77.17/ 3834- 10288- he/ i gf . aspx B ock 1
46.19. 85. 213 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 1
207. 46. 13. 13 Lhited Sates|147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/4085- he/ B ock 1
66. 249. 69. 114 | srael 147.237.77. 17 |mazi .i df . i fUnaut hori zed URL Access to nazi.idf.il/14-10105- he B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/ 5551- 6171- he/ i gf . aspx B ock 1
37.26.147. 179 | srael 147.237.77. 17 |mazi .i df . i fUhaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi .i df.i |0 stri buted Whaut hori zed URL Access on 147.237.77. 17/ 14-he/ i gf . aspx B ock 1
207. 46. 13. 13 Lhited Sates|147.237. 77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/page/ 2 B ock 1
68. 180. 228. 160 |lhited Sates|147.237.77. 17 |nazi.idf.i|Unaut horized URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
37.142.210.211 |lsrael 147.237.77. 17 |nazi .i df . i fUhaut hori zed URL Access to 147.237.77. 17/ 4637-5227- he/ i gf . aspx B ock 1
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