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[ 40.77.167.49, Lhited Sates
66. 249. 69. 10, | srael
H 31.210. 188. 83, |srael
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




01-05-2016 to 01-06-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
220. 156. 187. 4 I ndi a 147.237.77.17 nazi . idf.il (228: HITP.  AhrefBot craw er B ock 1




01-05-2016 to 01-06-2016

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
46. 228. 207. 18 Ger nany 147.237.77. 17 nazi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1




01-05-2016 to 01-06-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name |9 gnature | Devi ce Action|Count |
5.102.193. 236 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence SYNtACK retransnit with different w ndow scal e noni t or 68
5.102.193.236 |l srael 147.237.77. 17 |nazi . i df.i |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 36
46.19. 85. 217 | srael 147.237.77. 17 |nazi . i df . i |ISYN At t ack SYN -> SYN-ACK -> RST rej ect 25
5.102. 193. 236 | srael 147.237.77. 17 |nazi . i df .i |SYN At tack SYN -> SYN-ACK -> Ti meout alert 20
5.102.193.236 |Israel 147.237.77. 17 |nazi . i df .i |Bad TCP sequence I nval i d ACK nunber noni t or 19
46.19. 85. 198 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 18
89. 139. 168. 232 |l srael 147.237.77. 17 |nazi .i df.i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 16
85. 65. 20. 121 | srael 147.237.77. 17 |nazi .i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
46.19. 85. 198 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber alert 16
79.181. 130. 224 |lsrael 147.237.77. 17 |nazi . i df . i |ISYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 16
212.76.127.10 |Israel 147.237.77. 17 |nazi .idf.i |Bl ock HTTP Non Gonpliant |Failed to handl e connection data noni t or 14
79.183. 101. 65 | srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 14
212.76.127.111 |Israel 147.237.77. 17 |nazi .idf.i|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 13
208.115.111. 75 |lLhited Sates 147.237.77. 17 |nazi .i df . i drop SAMrul e drop 13
37.142.244. 205 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 9
195. 239. 16. 40 Russi an Federation|147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
187. 38.153. 147 |Bazil 147.237.77. 17 |nazi .i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
195. 239. 16. 53 Russi an Federation|147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
203. 133.169. 99 |Korea, Republic of |147.237.77. 17 |nazi .i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
37.142.244. 205 |lsrael 147.237.77. 17 |nazi .idf .i |Bad TCOP sequence I nval i d ACK nunber alert 9
5. 102. 193. 236 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber alert 5
5. 102. 253. 66 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 5
185. 27. 105. 102 |l srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
84.109. 114, 162 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 4
31.168. 164. 126 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 4
88.118. 135. 162 |Li thuani a 147.237.77. 17 |nazi .i df.i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
84.109. 114. 162 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber alert 4
79.182. 48. 204 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SYNPACXK retransnit wth different w ndow scal e noni t or 4
188. 120. 148. 159|l srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence I nval i d ACK nunber noni t or 2
128. 127. 107. 108|Net her| ands 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 2
80. 246. 133. 234 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 1
185. 89. 217. 226 147.237.77. 17 |nazi .idf.i|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
31.13.102. 100 Irel and 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d sequence nunber noni t or 1
68. 192. 203. 37 Lhited Sates 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
46.120. 218. 206 |l srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence I nval i d ACK nunber alert 1
147.235. 185. 74 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 217 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 1
46. 19. 85. 40 | srael 147.237.77. 17 |nazi .idf .i|Bad TCOP sequence I nval i d ACK nunber noni t or 1
185. 89. 217. 235 147.237.77. 17 |nazi .i df.i|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
37.26. 146. 217 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SYNPACXK retransnit wth different w ndow scal e noni t or 1
185. 89. 217. 224 147.237.77. 17 |nazi . i df . i |drop Unexpect ed post SYN packet - RST or SYN expect ed |dr op 1
5. 102. 255. 72 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
62.219. 2. 100 | srael 147.237.77. 17 |nazi .idf .i|Bad TCOP sequence I nval i d ACK nunber noni t or 1
185. 3. 144. 69 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 1
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi .i df.i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
5. 39.93. 143 France 147.237.77. 17 |nazi .i df.i|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
46. 19. 86. 107 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence I nval i d ACK nunber noni t or 1
140. 101.20. 1 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber aert 1
207.46.13.141 |lhited Sates 147.237.77. 17 |nazi .idf .i|Bad TCOP sequence I nval i d ACK nunber alert 1
46.19. 85. 159 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence I nval i d ACK nunber noni t or 1




01-05-2016 to 01-06-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo ‘Tar get Address |Ste ‘S gnature Action ‘Count
5.9.98.130 CGer many 147.237.77. 17 |nazi .idf.i [Mil tipl e Uhaut hori zed URL Access fromb5. 9. 98. 130 B ock 24
164. 138. 113. 189|l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 7
40. 77. 167. 49 Lhited Sates |147.237.77. 17 |nazi.idf.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 2
31.210. 188. 83 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 2
.. . .JUnauthorized URL Access to
66.249.69. 18 | srael 147.237.77. 17 |nazi . i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx Bl ock !
40.77. 167. 49 Lhited Sates |147.237.77. 17 |nazi.idf.i (D stributed Unaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
77.75.77. 17 gpeufalhl c 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/sip_storage/files/9/8699.|pg B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 4170- he/i gf . aspx B ock 1
207.46.13.140 |lhited Sates [147.237.77.17 |nazi.idf.i xm\"(ait-:géxz--eg’. L;z_prccess to Mzl idf. 11/4070- 11595~ hel xaxxaex@a xctox e B ock 1
79. 180. 54. 222 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
66. 249. 75. 8 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 1
185.25.151.79 |Pol and 147.237.77. 17 |nazi . i df . i [Suspi ci ous Response Code B ock 1
77.127.90.126  |lsrael 147.237.77. 17 |nazi . i df.i |PHP Attenpt B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5039- he/ i gf . aspx B ock 1
5.9.98. 130 Ger many 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to igf.idf.il/shared usercontrol s/ vodchannel / B ock 1
208. 115.113. 91 |Wnited Sates |147. 237, 77. 17 |nazi i of i | 12uthori zed LRL Access to mazi.idf.i1/3697-9630-heligf. aspx 10 XaEXAXEE o 1
Cx3E™X3T Y3 a€™x3 A" 2010

82. 166. 87. 142 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 1
66. 249. 75. 121 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
62.219.135.97 |lsrael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
185. 89. 217. 224 147.237.77. 17 |nazi .idf.i JURL is Above Root Drectory ww nazi.idf.il/../inages/trans. gif B ock 1
77.127.90. 126 | srael 147.237.77. 17 |nazi . i df . i JUnaut hori zed UR. Access to www nazi.idf.il/xnirpc. php B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
212.179.21.194 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
141.212.122. 112|lhited Sates [147.237.77.17 |nazi.idf.i|M fornmed URL proxytest. znap.io: 80 B ock 1
68. 180. 228. 160 |lhited Sates |147.237.77.17 |nazi.idf.i|lhaut hori zed UR. Access to nazi.idf.il/tenpl at es/ shared/ user cont r ol s/ vodchannel / B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3697- 10492- he/ i gf . aspx B ock 1
207.46.13.135 |lhited Sates |147.237.77.17|nazi.idf.il|lhauthorized URL Access to 147.237.77.17/robots. t xt B ock 1
79.176. 115. 143 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 1
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