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W 148. 251. 21. 227, Ger many
109. 64. 67.57, |srael
W 95.86.112. 49, Israel
66. 249. 64. 175, | srael
W 176.13.2.138, Israel
W 46.117.10. 137, Israel
[ 68.180.228.160, Lhited Sates
W 212.143.56. 55, |srael
209. 126. 116. 147, lhited Sates
H 54.154.209. 228, Lhited Sates




01-04-2016 to 01-05-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
109. 64. 67. 57 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All _Nets drop BBL.- | srael 3




01-04-2016 to 01-05-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te
106. 38. 241. 106 Chi na

|Sgna1ure \I:evi ce Action |Oount |
147.237.77. 17 nazi.idf.il Cl03: HITP: User Agent Sogou+web+spi der B ock 1
220. 156. 187. 4 I ndi a 147.237.77. 17 nazi . idf.il 228: HITP.  AhrefBot craw er B ock 1




01-04-2016 to 01-05-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Count |
180. 150. 177. 188 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
31.184.195. 115 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 224 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.172.71. 251 Lkrai ne 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




01-04-2016 to 01-05-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
71.63.209. 148 Lhited Sates 147.237.77.17 |nazi.idf.il|drop dr op 289
71. 63. 209. 148 Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 144
71. 63. 209. 148 Lhited Sates 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 144
71. 63. 209. 148 Lhited Sates 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 84
195. 95. 183. 254 |l srael 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 61
46.19. 85. 155 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 53
46. 19. 85. 155 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 49
212.76.127. 44 | srael 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 36
144.76. 101. 243 |Ger nany 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 25
46. 19. 85. 40 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 25
162. 144. 211. 223 |Lhited Sates 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 25
187.45.193.166 |Bazil 147.237.77. 17 |nazi .idf.il|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 25
142.4.7.164 Lhited Sates 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 17
79.178.176. 78 | srael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 10
212.76.127.111 |lsrael 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 9
78.55.29. 177 Ger nany 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
79.182.32.171 | srael 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 5
78.25.121. 31 Russi an Federation [147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNPAXK retransnit wth different w ndow scal e |monitor 5
46. 19. 86. 60 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
46. 19. 86. 60 | srael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
78.25.121. 31 Russi an Federation |147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
185. 89. 217. 225 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 4
80. 246. 130. 215 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 3
46. 19. 85. 23 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 2
80. 246. 133. 68 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 2
84.108. 185. 15 | srael 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 2
81.218.153.201 |[lsrael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 2
185. 89. 217. 235 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 2
46. 19. 85. 121 | srael 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 2
74.82.47.60 Lhited Sates 147.237.77. 17 |nazi .idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
185. 89. 217. 233 147.237.77. 17 |nazi .idf.il|B ock HTTP Non Conpliant |Failed to hand e connection data noni t or 1
46.120. 17. 104 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
185. 3. 144. 97 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 132 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
37.26. 147. 201 | srael 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
83.167.248.160 |Czech Republic 147.237.77. 17 |nazi .idf.il|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
195. 60. 232. 57 | srael 147.237.77.17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 1
185. 89. 217. 227 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi .idf.ilJ]SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
87. 68. 40. 29 | srael 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
5. 39. 93. 143 France 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi .idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
77.125.245.128 |lsrael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
185. 89. 217. 233 147.237.77.17 |nazi.idf.il|Drectory Traversal directory traversal overflow noni t or 1
46.120. 17. 104 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 1
185. 24. 76. 154 | srael 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.46.39. 72 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
185. 89. 217. 228 147.237.77. 17 |nazi .idf.il|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
184.105. 139. 76 |lLhited Sates 147.237.77.17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 1
93. 169. 205. 76 Ronani a 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN - > SYN-ACK -> RST rej ect 1




01-04-2016 to 01-05-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Geo ‘Tar get Address |Ste ‘S gnature Action ‘Count
95. 86. 112. 49 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 3
46.117. 10. 137 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/inages/transvi deocounter. gif B ock 2
176.13.2. 138 | srael 147.237.77. 17 |nazi .i df . i |Lhaut hori zed LRL Access to igf.idf.il/hil B ock 2
207. 46. 13.51 gq;::: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 2
212.143.56.55 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 2
68. 180. 230. 40 ;h;:ee: 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
- — - - - T P—Y 0 .
148, 251. 21. 227 |Ger many 147. 237 77 17 \azi i o i U‘naut"h(?’rl zed URL Access to mazi.idf.il/4070-11595- he/ xZx—x0ex8x2 xax>x xexY X B ock 1
x‘x§x" X", aspx
81.218. 153. 201 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4637-5227- hel i gf . aspx B ock 1
66. 249. 69. 114 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
54. 154, 209. 228 gq;:ees 147.237.77. 17 |nazi . i df . i [PHP Attenpt B ock 1
185. 89. 217. 233 147.237.77. 17 |nazi .idf.i JURL is Above Root Orectory nmazi.idf.il/../inages/ 1. he/ navi gation/navi gati on arrow gif B ock 1
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unaut hori zed URL Access from 148. 251. 21. 227 B ock 1
71. 63. 209. 148 gq;::: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 1/ 2061. j pg B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/t enpl at econtrol s/ pi ct urei nf o/ pi ct ur ei nf 0. aspx |B ock 1
5. 28. 180. 240 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to igf.idf.il/hi B ock 1
157. 55. 39. 83 ;Ih.latt:s 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to 147.237.77. 17/ tenpl at econtrol s/ pi cturei nf o/ pi ct urei nfo. aspx |B ock 1

82 166. 247. 138 |1 srael 147 237 77. 17 \razi i of i Pargn;t er Type M ol'at| on Mast er SucHeader $ucSear chCont rol $t xt Search in B ock 1
nazi .idf.il/319-he/igdf.aspx

Lhi ted

68. 180. 228. 160 Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/5676-7827-helifg. aspx B ock 1
Lhited .. . .JUnauthorized URL Access to
54.154.209. 228 Sates 147.237.77. 17 |nazi . i df .| nazi . i df.il/conponent s/ com sexycont act f ornifi | eupl oad/ i ndex. php Bl ock !
185. 89. 217. 235 147.237.77. 17 |nazi .idf.i JUR. is Above Root Orectory ww nazi.idf.il/../inages/trans.gif B ock 1
148. 251. 21. 227 |Ger nany 147.237.77. 17 |nazi . i df . i [Lhaut hori zed LR Access to igf.idf.il/tenplates/ shared/ usercontrol s/ newsgal | ery/ B ock 1
77.126. 253. 68 |lsrael 147.237.77. 17 |nazi . i df . i {Unaut hori zed UR. Access to 147.237.77. 17/ sip storage/fil es/ 1/ 1351. | pg B ock 1
66. 249. 64. 185 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
Unaut hori zed URL Access to
213. 151. 59. 220 [l srael 147.237.77. 17 |nazi . i df . i fmazi . i df .i1/5010- 9153- he/ i gf . aspx&a=u&ed=0ahukew vr bbh2y7kahubgr gkhqf 2bag4kbc |B ock 1
ghgei uzas&usg=af gj cnebyf j b6ahf wedj 6l gl 3ngxkb3j 1w
5. 29. 223. 241 | srael 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. | pg B ock 1
176. 12. 147. 207 |l srael 147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
95. 86. 69. 172 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
68. 180. 228. 160 ;Ih.latt:s 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / x” B ock 1
66. 249. 64. 26 | srael 147.237.77. 17 |nazi . i df . i |Paraneter Type Mol ation Back inigf.idf.il/6053-heligf.aspx B ock 1
206. 253. 226. 22 glattg: 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
148. 251. 21. 227 |Ger nany 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/14-4980- he B ock 1
80. 246. 130. 190 |l srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
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