
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

112

24
68

1012
1416
1820
2224
2527
2931
3335
3739
4143
4547
4951
5355
5759
6163
6567
6971
7374
7678
8082
8486
8890
9294
9698

100102104106108110112

111

ma
zi
.i
df
.i
l

Top Attackers 

79.180.24.16, Israel

148.251.21.227, Germany

95.86.112.49, Israel

69.197.169.202, United States

66.249.64.185, Israel

66.249.64.180, Israel

85.250.58.81, Israel

37.60.47.172, Israel

66.249.64.175, Israel

109.64.67.57, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

109.64.67.57 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 3

 01-03-2016 to 01-04-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

220.156.187.4 India 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 1

 01-03-2016 to 01-04-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.186.95.178 Canada 147.237.77.17 mazi.idf.il ET SCAN NMAP -f -sS 1

5.141.118.168 Russian Federation 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

192.186.95.178 Canada 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 2048 1

 01-03-2016 to 01-04-2016 



Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

147.236.238.35 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 101

46.19.86.95 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 64

212.76.127.44 Israel 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 45

37.26.146.219 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 29

212.76.127.10 Israel 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 18

46.19.86.95 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 17

46.19.85.55 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 17

109.64.157.232 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 16

46.19.85.55 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 16

185.3.147.185 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 16

2.52.5.37 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 13

77.127.214.219 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

37.26.146.219 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 9

195.239.16.40 Russian Federation 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 9

195.239.16.53 Russian Federation 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 9

172.56.42.162 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 8

41.191.97.56 Ghana 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 8

212.235.98.139 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 8

208.54.85.159 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

2.52.5.37 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

37.26.146.128 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 4

5.22.130.72 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

2.52.5.37 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

2.52.5.37 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 4

85.65.199.131 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

5.102.193.82 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

46.19.86.180 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

85.65.199.131 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

2.52.5.37 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

149.78.192.195 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

109.253.193.178 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 3

87.68.36.219 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 3

37.26.149.205 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 2

185.3.144.59 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

169.229.3.91 United States 147.237.77.17 mazi.idf.ildrop SAM rule drop 2

2.54.144.155 Israel 147.237.77.17 mazi.idf.il
Web Server Enforcement
Violation

Web Servers Slow HTTP Denial of Service reject 2

37.26.149.205 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

85.65.126.218 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

5.29.206.60 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

74.82.47.32 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

192.117.3.254 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.117.12.232 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

41.218.102.66 Namibia 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

85.130.186.224 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

216.218.206.94 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

84.108.100.240 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

195.60.232.57 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.117.187.18 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

185.69.110.165
Iran, Islamic Republic
of

147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

46.19.86.170 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

 01-03-2016 to 01-04-2016 



Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

79.180.24.16 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 79.180.24.16 Block 12

148.251.21.227 Germany 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 148.251.21.227 Block 9

79.180.24.16 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 9

95.86.112.49 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 7

69.197.169.202 United States 147.237.77.17 mazi.idf.ilPHP Attempt Block 3

37.60.47.172 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 3

79.180.38.7 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 2

192.116.167.41 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 2

85.250.58.81 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 2

46.120.102.34 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 2

69.197.169.202 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 69.197.169.202 Block 2

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

190.107.178.20 Chile 147.237.77.17 mazi.idf.ilPHP Attempt Block 1

148.251.21.227 Germany 147.237.77.17 mazi.idf.il
Unauthorized URL Access to igf.idf.il/4070-11595-he/×ž×—×œ×§×ª ×ª×›× ×•×Ÿ
×•×‘×§×¨×”.aspx

Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3697-9059-he/igf.aspx Block 1

85.250.58.81 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

46.121.24.47 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 1

8.37.71.71 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/6509-he/igf.aspx&usg=alkjrhi1m0kuorer1_jv87i-cymzwxl3gq

Block 1

82.80.102.206 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

159.203.86.106 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3728-9371-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3728-7059-he/igf.aspx Block 1

109.253.193.178 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

84.95.232.49 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

40.77.167.8 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8333-he Block 1

5.102.193.82 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5216-he/igf.aspx Block 1

66.249.93.103 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/images/trans.gif Block 1

190.107.178.20 Chile 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/wp-login.php Block 1

148.251.21.227 Germany 147.237.77.17 mazi.idf.il
Unauthorized URL Access to igf.idf.il/5551-11516-he/×ž×©×œ×‘×™×? ×§×”×™
×œ×”.aspx

Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3728-8923-he/igf.aspx Block 1

52.90.148.40 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-he/ Block 1

87.68.243.226 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5216-he/igf.aspx Block 1

82.102.136.70 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5216-he/igf.aspx Block 1

31.184.131.21
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 1

69.197.169.202 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/wp-login.php Block 1

164.138.125.163 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/4054-he/igf.aspx&sa=u&ved=0ahukewigif6gpy3kahvcvxokhe3cb_wqfggi
maa&usg=afqjcnfd4el7gd2fasjauco8ynofvfzn7q

Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4384-7934-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

85.250.58.81 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 85.250.58.81 Block 1

40.77.167.63 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

8.37.70.99 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/165-he/igf.aspx&usg=alkjrhj2tcvjtunen0nnmkxlddfvyhkfdg

Block 1

79.182.129.214 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

66.249.93.107 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1427.jpg Block 1

157.55.39.67 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/599-he/totchanim.aspx Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5010-7632-he/igf.aspx Block 1

64.251.27.99 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to /robots.txt Block 1

95.86.86.159 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5216-he/igf.aspx Block 1

82.102.136.70 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5216-he/igf.aspx Block 1

2.52.58.70 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5216-he/igf.aspx Block 1

179.43.174.2 Switzerland 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 179.43.174.2 Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/7109-11197-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

148.251.21.227 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-10106-he Block 1

8.37.70.140 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/120-he/igf.aspx&usg=alkjrhh1rg-6thpdzkawwfx_7g8qnwmcag

Block 1

81.218.70.243 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 81.218.70.243 Block 1

207.46.13.32 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/9/8699.jpg Block 1

159.203.86.106 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 159.203.86.106 Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.64.2 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation FileID in
mazi.idf.il/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

82.102.136.71 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/favicon.ico Block 1

37.142.182.149 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

5.9.156.11 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 1

 01-03-2016 to 01-04-2016 
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