01-03-2016 to 01-04-2016

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

111

&

&

Top Tar get

[Top Attackers |

Nunmber

a
Attacks

Top Attackers

79.180. 24. 16, |srael

148. 251. 21. 227, Ger many
95. 86. 112. 49, | srael

69.197. 169. 202, Lhited Sates
66. 249. 64. 185, | srael

66. 249. 64. 180, |srael

85.250. 58. 81, |srael
37.60.47.172, |srael

66. 249. 64. 175, | srael

109. 64. 67.57, |srael




01-03-2016 to 01-04-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
109. 64. 67. 57 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All _Nets drop BBL.- | srael 3




01-03-2016 to 01-04-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
220. 156. 187. 4 I ndi a 147.237.77.17 nazi . idf.il (228: HITP.  AhrefBot craw er B ock 1




01-03-2016 to 01-04-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |ste | gnature | count |
192. 186. 95. 178 Canada 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
5.141.118. 168 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
192. 186. 95. 178 Canada 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1




01-03-2016 to 01-04-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

Sgnature

Devi ce

Action

‘Count

147.236.238. 35 |Israel 147.237.77. 17 |nazi . i df . i [SYN At tack SYN - > SYN-ACK -> RST rej ect 101
46. 19. 86. 95 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 64
212.76.127.44 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 45
37.26.146. 219 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invali d ACK nunber noni t or 29
212.76.127.10 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 18
46. 19. 86. 95 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 17
46. 19. 85. 55 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber noni t or 17
109. 64. 157. 232 |l srael 147.237.77. 17 |nazi . i df . i [SYN At tack SYN - > SYN-ACK -> RST rej ect 16
46. 19. 85. 55 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 16
185. 3. 147. 185 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invali d ACK nunber noni t or 16
2.52.5.37 | srael 147.237.77. 17 |nazi . i df . i [SYN At tack SYN - > SYN-ACK -> RST rej ect 13
77.127.214.219 |lsrael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN - > SYN-ACK -> RST rej ect 9
37.26. 146. 219 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber alert 9
195. 239. 16. 40 |Russi an Federati on 147.237.77. 17 |nazi . i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
195. 239. 16. 53  |Russi an Federation 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connecti on data noni t or 9
172.56.42.162 |lhited Sates 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 8
41.191. 97. 56 Ghana 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 8
212.235.98. 139 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 8
208.54.85.159 |lLhited Sates 147.237.77. 17 |nazi . i df . i [SYN At tack SYN - > SYN-ACK -> RST rej ect 4
2.52.5.37 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 4
37.26.146. 128 |lsrael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence SZQ?:O( retransmt wth different wndow noni t or 4
5.22.130. 72 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.5.37 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 4
2.52.5.37 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d sequence nunber noni t or 4
85.65.199. 131  |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 4
5. 102. 193. 82 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 4
46.19. 86. 180 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
85. 65. 199. 131 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.5.37 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 4
149. 78.192. 195 |l srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
109. 253. 193. 178l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different wndowscale |nonitor 3
87. 68. 36. 219 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 3
37.26.149.205 [israel 147.237.77.17 |nazi .i of .i |Bad TGP sequence fgg]”(f‘]( retransmt with different window | ..o 2
185. 3. 144. 59 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 2
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi .i df . i |dr op SAMrul e dr op 2
2.54.144.155  |Israel 147.237. 77. 17 |nazi . i of . i \AW; asﬁr(fr Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
37.26. 149. 205 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
85. 65. 126. 218 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 1
5. 29. 206. 60 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
74.82. 47. 32 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192.117.3.254 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 1
46.117. 12. 232 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 1
41.218.102.66 [Nam bi a 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber noni t or 1
85. 130. 186. 224 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 1
216.218.206. 94 |lLhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
84.108. 100. 240 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invali d ACK nunber noni t or 1
195. 60. 232. 57 |l srael 147.237.77. 17 |nazi . i df . i [SYN At tack SYN - > SYN-ACK -> RST rej ect 1
46.117.187. 18 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
185. 69. 110. 165 'O;a” Islanmc RepUDIIC 147 537 77 17 |mmzi i o .i [Bad TCP sequence i{gzxx retransmt with different wndow | ., 1
46.19. 86. 170 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invali d ACK nunber noni t or 1




01-03-2016 to 01-04-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo Target Address |Ste ‘S gnature Action ‘Count
79.180. 24. 16 | srael 147.237.77. 17 |nazi .idf.i|Mil ti pl e Uhaut hori zed URL Access from 79. 180. 24. 16 B ock 12
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi .idf . i |Mil ti pl e Uhaut hori zed URL Access from 148. 251. 21. 227 B ock 9
79. 180. 24. 16 | srael 147.237.77. 17 |nazi . i df.i|Uaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 9
95. 86. 112. 49 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocounter. gif B ock 7
69. 197. 169. 202 |lhited Sates 147.237.77. 17 |nazi . i df.i |PHP Attenpt B ock 3
37.60.47.172 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 3
79.180. 38. 7 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
192.116. 167. 41 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
85. 250. 58. 81 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 2
46. 120. 102. 34 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
69. 197. 169. 202 |lhited Sates 147.237.77. 17 |nazi .idf.i|Mil tipl e Unauthori zed URL Access from 69. 197. 169. 202 B ock 2
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
190. 107.178.20 [Quile 147.237.77. 17 |nazi .idf . i |PHP At enpt B ock 1
148. 251. 21. 227 |Ger many 147. 237 77. 17 \razi i o . i xtj:njl:(tgrl?r;”.zzc;ptfl_ Access to igf.idf.il/4070-11595- he/ xZx—x@ex8x2 x3x>x xexY B ock 1
66.249.64.180 |lsrael 147.237.77. 17 |nazi .1 df.i|Unaut hori zed URL Access to 147.237.77.17/ 3697- 9059- he/ i gf . aspx B ock 1
85. 250. 58. 81 | srael 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
46. 121. 24. 47 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. j pg B ock 1
: .. . {Unaut hori zed URL Access to
8.37.71.71 United Sates 147.237.77. 17 nazi i df .| nazi . idf.il/6509-he/igf.aspx&usg=al kj r hi 1nDkuorer 1 j v87i - cynzvxl 3gq Bl ock !
82. 80. 102. 206 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
159. 203. 86. 106 |Lhited Sates 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3728-9371- he/ i gf . aspx B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3728- 7059- he/ i gf . aspx B ock 1
109. 253. 193. 178l srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 571-he/i gf . aspx B ock 1
84. 95. 232. 49 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
40.77.167. 8 Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8333-he B ock 1
5. 102. 193. 82 | srael 147.237.77. 17 |nazi .idf.i|{Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
66. 249. 93. 103 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/i nages/trans. gi f B ock 1
190. 107.178.20 |Chile 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/wp-Iogin. php B ock 1
148.251. 21. 227 |Ger many 147. 237 77. 17 \razi i of i Xmosjf-r;osrgxzed URL Access to igf.idf.il/5551-11516-he/ xZx©xex'x™x? x§x"x™ B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi .idf.i|{Unaut hori zed URL Access to 147.237.77.17/ 3728-8923- he/ i gf . aspx B ock 1
52. 90. 148. 40 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-he/ B ock 1
87. 68. 243. 226 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 1
82.102.136.70 |lsrael 147.237.77. 17 |nazi.idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 1
31.184.131. 21 ::!rezzbl :il imc 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850-5187- he/ i gf . aspx B ock 1
69.197. 169. 202 |lLhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/wp-Iogin. php B ock 1
Unhaut hori zed URL Access to
164. 138. 125. 163|l srael 147.237.77. 17 |nazi . i df . i jmazi . i df . i | / 4054- he/ i gf . aspx&sa=u&ed=0ahukewi gi f 6gpy3kahvcvxokhe3ch_wqf ggi |B ock 1
nmaa&usg=af qj cnf d4el 7gd2f asj auco8ynof vf zn7q
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4384- 7934- he/ i gf . aspx B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg B ock 1
85. 250. 58. 81 | srael 147.237.77. 17 |nazi .idf.i|Mil tipl e Uhaut hori zed UR. Access from 85. 250. 58. 81 B ock 1
40. 77. 167. 63 Lhited Sates 147.237.77. 17 |nazi .i df . i |Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
] .. . JUhaut hori zed URL Access to
8.37.70.99 United Sates (14723777 17|z 101 o ie 17 165- hel i of . aspx8usg=al ki r hj 2t cvj t unenOnnkxl ddf vyhk dg Bl ock !
79.182.129.214 |lsrael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 93. 107 |l srael 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 7/ 1427. | pg B ock 1
157. 55. 39. 67 Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/599-he/t ot chani maspx B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/5010- 7632- he/ i gf . aspx B ock 1
64. 251. 27. 99 Lhited Sates 147.237.77. 17 |nazi .idf . i|Uhaut hori zed URL Access to /robots. txt B ock 1
95. 86. 86. 159 | srael 147.237.77. 17 |nazi .i df . i |D stribut ed Unaut hori zed URL Access on 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 1
82.102. 136. 70 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 1
2.52.58.70 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
179.43.174.2 Sntzerl and 147.237.77. 17 |nazi .idf.i|Mil ti pl e Uhaut hori zed URL Access from 179. 43. 174. 2 B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/7109- 11197- he/i gf . aspx B ock 1
.. .{Unhauthori zed URL Access to
66.249.64. 175 I srael 147.237.77. 17 nazi i df .| 147.237. 77. 17/ t enpl at econtr ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to igf.idf.il/14-10106-he B ock 1
; .. . .{Unauthori zed URL Access to
8.37.70.140 United Sates 147.237.77. 17 |nazi i df .| nmazi . idf.il/120-he/i gf . aspx&usg=al kj r hhilr g- 6t hpdzkawaf x_7g8gnwitag Bl ock !
81. 218. 70. 243 | srael 147.237.77. 17 |nazi .i df .i |Mil ti pl e Uhaut hori zed URL Access from 81.218. 70. 243 B ock 1
207. 46. 13. 32 Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storagel/files/9/8699.]pg B ock 1
159. 203. 86. 106 |Lhited Sates 147.237.77. 17 |nazi.idf.i|Mil tipl e Unaut hori zed URL Access from 159. 203. 86. 106 B ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi .i df . i {Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
.. . . |Paraneter Type Molation FlelDin
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i rmzi.idf.ilyfgnplatecontrol s/ i ct urei nf of pi ct ur e rf o. aspx B ock 1
82.102. 136. 71 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/favi con. i co B ock 1
37.142.182.149 |lsrael 147.237.77. 17 |nazi . i df.i|Uaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 1
5.9.156. 11 Ger many 147.237.77. 17 |nazi .idf .i|Uhaut hori zed UR. Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 1

01-03-2016 to 01-04-2016




