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¥ 185.130.5.224, null
66. 249. 75. 121, |srael
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MW 197.35.7.203, Egypt
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01-02-2016 to 01-03-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Address |Ste |S gnat ure |Davi ce Action \Ooum |
185. 130. 5. 224 147.237.77. 17 nazi.idf.il |16634: HITP. Apache HITP Server nod_status Request B ock 3
220. 156. 187. 4 I ndi a 147.237.77. 17 nazi.idf.il [C228: HITP. AhrefBot craw er B ock 1




01-02-2016 to 01-03-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |S gnature | count |
59.45.79. 117 Chi na 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




01-02-2016 to 01-03-2016

|Top Attackers In FW |

Target Address |Ste dgnature

‘Attacker Geo

212.76.127.10 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 135
212.76.127. 111 |l srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 90
2.52.134. 232 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber alert 49
2.52.134.232 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 29
46. 19. 85. 33 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
2.52.136. 182 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
212.76.127.44 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 18
185. 24. 207. 15 |l srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 18
84.110.111.89 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 17
149. 88. 85. 107 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber alert 16
149. 88. 85. 107 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 16
84.110.111.89 |lsrael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber alert 16
46. 19. 86. 68 | srael 147.237.77. 17 |nazi .i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
31. 210. 187. 245 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 13
5.102. 254. 118 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 10
185. 24.207.15 |l srael 147.237.77. 17 |nazi .idf.i|SYN At tack SYN - > SYN-ACK -> Ti neout alert 9
195. 239. 16. 53 :3;;“' o 147.237.77.17 |nazi i df .i |B ock HTTP Non Conpl i ant Fail ed to handl e connection data moni t or 9
84.108. 137.46 |Israel 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
195. 239. 16. 40 IF__EZZ::IHI on 147.237.77. 17 |nazi . i df.i|B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
197. 83. 210. 227 |South Africa 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 6
84.108. 27. 112 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 5
37.26.148.217 |lsrael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
109. 226. 15. 224 |l srael 147.237.77. 17 |nazi .idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 4
37.26.147.179 |Israel 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber alert 4
91.200. 12. 137 |krai ne 147.237.77. 17 |nazi .i df . i |dr op SAMrul e drop 4
46.19. 85. 186 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber alert 4
37.26.147.179 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
185. 24.207.15 |l srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence SZ;;AO( retransmt wth different wndow noni t or 4
46.19. 85. 186 | srael 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence I nval i d ACK nunber noni t or 4
37.26.147.179 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 242 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
5. 102. 254. 64 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 3
2.54.139.70 | srael 147.237.77. 17 |nazi .i df .| Yfg aSﬁrc\)/ner Enf or cement Véb Servers S ow HTTP Denial of Service rej ect 2
185. 130. 5. 224 147.237.77. 17 |nazi .i df .i|drop SAMrul e dr op 2
2.54.39. 41 I'sr ael 147.237.77.17 |nazi .i of . | Yf(?l BSIeir(;/ner Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 2
125. 46. 26. 253 |Chi na 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 2
84.108.27.112 |lsrael 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence I nval i d ACK nunber alert 2
172.58.17.248 |lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
2.54.51.172  |Israel 147.237.77.17 |nazi .i of . | Yf(?l BSIeir(;/ner Enf or cenent Vb Servers S ow HITP Denial of Service rej ect 2
199. 30. 24. 230 |lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 2
2.54.136.5 I sr el 147.237.77.17 |nazi . i df .i \\fg aSIeir(;/ner Enf or cenent Vb Servers Sow HITP Denial of Service rej ect 2
199.30.24.230 |lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence scal eAG( retransmt wth different wndow noni t or 2
84.108. 192. 139 |l srael 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence I nval i d ACK nunber alert 1
185. 89. 217. 232 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1
13.69. 153.148 |lhited Sates 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
84. 94. 85. 69 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
5. 29. 94. 56 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 1
68.59.129.241 |lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber alert 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At ack SYN -> SYN-ACK -> RST alert 1
2.54.5. 24 | srael 147.237.77. 17 |nazi .idf.i |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1




01-02-2016 to 01-03-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo Target Address |Ste ‘S gnature Acti on ‘Count
5.9.156. 11 CGer many 147.237.77. 17 |nazi .idf.i [Mil tipl e Unaut hori zed URL Access fromb5. 9. 156. 11 Bl ock 42
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
5.9.156. 11 Ger many 147.237.77. 17 |nazi .idf.i|Uhaut hori zed UR. Access to nazi.idf.il/14-7707-he Bl ock 1
157. 55. 39. 76 Lhited Sates 147.237.77. 17 |nazi .idf .i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
.. . .{Dstributed Lhaut horized URL Access on
85. 64. 150. 231 | srael 147.237.77. 17 |nazi . i df . i 147. 237. 77. 17/ 3850- 5216- hel i gf . aspx Bl ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
Iran, Islamc Republic s . .
31.184.131.24 of 147.237.77. 17 |nazi . i df . i|Unaut hori zed URL Access to 147.237.77.17/ 3850-5187- he/ i gf . aspx Bl ock 1
2.52.136.182 | srael 147.237.77. 17 |nazi .idf.i|{Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx Bl ock 1
217.132. 105. 200|I srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-he/ i gf . aspx Bl ock 1
148.251. 21. 227 |Ger nany 147.237. 77. 17 \vazi i o i xq:a:;;c()ri zed URL Access to igf.idf.il/113-11581-he/ xoexoex? X'x'xexgexs 8 ock 1
.. .{Unhauthori zed URL Access to
66. 249. 75. 121 | srael 147.237.77. 17 |nazi . i df . i mazi i of i1 /tenpl at esf shar ed user cont 1ol s/ nevsgal | ery/ Bl ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4384- 7935- he/ i gf . aspx Bl ock 1
5.9.156. 11 Ger many 147.237.77. 17 |nazi .idf . i |Uhaut hori zed UR. Access to nazi.idf.il/14-8330-he Bl ock 1
197. 35. 7. 203 Egypt 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt Bl ock 1
85. 250. 58. 81 | srael 147.237.77. 17 |nazi .idf.i |PHP At tenpt B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df.i|{Unhaut hori zed URL Access to 147.237.77.17/ 4146-he/i gf . aspx Bl ock 1
40.77. 167. 82 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
2.54.157.71 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx Bl ock 1
149. 78. 252. 145 |l srael 147.237.77. 17 |nazi . i df .i|Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx Bl ock 1
79. 180. 160. 82 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files Bl ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
5.9.156. 11 Ger many 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to nazi.idf.il/5676-7827-he/ifg. aspx Bl ock 1
197. 35. 7. 203 Egypt 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnhrpc. php Bl ock 1
85. 250. 58. 81 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php Bl ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx Bl ock 1
.. . .{Dstributed Lhaut horized URL Access on
46. 210. 204. 212 |l srael 147.237.77. 17 |nazi .idf . i 147. 237. 77. 17/ 3850- 5216- he/ i gf . aspx Bl ock 1
157. 55. 39. 67 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to waw nazi . i df.il/4054-he/i gf . aspxa€? Bl ock 1
85. 64. 79. 241 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx Bl ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df .i|Unaut hori zed URL Access to 147.237.77.17/ 3697-9151- he/ i gf . aspx Bl ock 1
5.9.156. 11 CGer many 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/7247-11477- hel 404. aspx Bl ock 1
213.151.50. 124 |Israel 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
104. 131. 147. 112|lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx Bl ock 1
66. 249. 75. 121 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 1
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