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2.54.0.98, Israel

46. 219. 255. 205, Wkrai ne

125. 46. 26. 253, Chi na

66. 249. 78. 248, | srael

66. 249. 78. 242, |srael
157.55.39.122, Lhited Sates
131. 253.25. 146, lhited Sates
66.249. 78.168, Lhited Sates
62. 219. 163. 33, |srael
54.154.209. 228, Lhited Sates




12-31-2015 to 01-01-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo | Target Address |gte | gnature | Devi ce Action |CP | ocati on. Locat i on | count
180. 97. 106. 36 Chi na 147.237.77. 17 nazi.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address
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| Target Address

|Ste
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12-31-2015 to 01-01-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |gte | gnature | count |
46. 219. 255. 205 Lkrai ne 147.237.77. 17 nazi.idf.il SERVER- WEBAPP adni n. php access 2
66. 249. 78. 168 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
50. 204. 188. 142 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




12-31-2015 to 01-01-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

Sgnature

46. 19. 85. 162 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 38
46.19. 85. 162 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 18
87. 69. 33. 168 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 17
84.109. 73. 80 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 16
87.69. 33. 168 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 16
46. 19. 85. 232 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
212.76.127.10 | srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 10
31. 210. 188. 80 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 10
37.26.147.143 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 9
195. 239. 16. 53  |Russi an Federati on 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
37.26.147.143 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
46. 19. 85. 65 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
46.19. 86. 14 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber noni t or 9
46.19. 85. 211 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
195. 239. 16. 40 |Russi an Federation 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connecti on data noni t or 9
46. 19. 86. 48 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invali d ACK nunber noni t or 9
213.57.137. 150 |Israel 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 8
213.57.137.150 |israel 147.237.77. 17 |nezi .i of .i [Bad TGP sequence fgg‘:a( retransmt with different window o ;o 8
91.200. 12. 143  |lkrai ne 147.237.77. 17 |nazi .i df . i |dr op SAMrul e dr op 8
46.19. 86. 172 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invali d ACK nunber noni t or 5
31.210.188.65 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 85. 232 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
91. 200. 12. 7 Lkrai ne 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 4
46.19. 86. 172 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
5.22.129.70 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 85.211 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invali d ACK nunber noni t or 4
213.57.42. 200 | srael 147.237.77. 17 |nazi .i df . i [SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 4
37.26.147. 151 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 4
84. 109. 5. 66 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 4
176. 13. 22. 111 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 4
172. 56. 13. 157 Lhited Sates 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
213.57.128.241 |lsrael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 4
84. 109. 5. 66 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
176. 13. 22. 111 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
91.200.12.136 |Wkraine 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 3
37.26.147. 151 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 3
5.29. 116. 237 | srael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connecti on data noni t or 2
37.26.147. 223 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invali d ACK nunber alert 2
2.54.173.70 I'sr ael 147.237.77.17 |nazi i of . \Awg astei’(;’ne’ Enf or cenent Vb Servers Sow HITP Denial of Service rej ect 2
85. 64. 73. 160 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 2
37.26.147.223 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
85. 64. 73. 160 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 121, 228. 240 |l srael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
79.182.226. 205 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
176. 13. 20. 191 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber alert 1
109. 162. 158. 204 I()][an, Islanic Repudl ic 147.237.77. 17 |nazi .i df . i |[Bad TCP sequence Invalid ACK nunber noni t or 1
46.19. 85. 130 | srael 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 130. 222. 39 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
84.109. 8. 137 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber alert 1
176. 228. 186. 39 |l srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1




12-31-2015 to 01-01-2016

|Top Attackers In V\AF|

Devi ce

‘Attacker Geo Target Address |Ste ‘S gnature Action ‘Count
2.54.0.98 | srael 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 17
46. 219. 255. 205 |krai ne 147.237.77. 17 |nazi .idf . i |Mil ti pl e Uhaut hori zed URL Access from 46. 219. 255. 205 B ock 5
46. 219. 255. 205 |Lkrai ne 147.237.77. 17 |nazi.idf.i|D stributed Admn B ocki ng B ock 4
46. 219. 255. 205 |lkrai ne 147.237.77. 17 |nazi .idf.i|D stributed PP Attenpt B ock 4
62.219. 163. 33 |Israel 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/ newslist/undefined B ock 2
125. 46. 26. 253 |Chi na 147.237.77. 17 |nazi .idf . i |PHP At t enpt B ock 2
125. 46. 26. 253 |Chi na 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to igf.idf.il/wp-adm n/adm n-aj ax. php B ock 2
207. 46. 13. 16 Lhited Sates 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to waw nazi.idf.il/weather. htn B ock 1
157.55.39. 122 |lhited Sates 147.237.77. 17 |nazi .idf.i|D stributed PH? At t enpt B ock 1
125. 46. 26. 253 |Chi na 147.237.77. 17 |nazi . i df . i [Adm n Bl ocki ng B ock 1
66.249. 78. 242 |l srael 147.237.77. 17 |nazi .1 df.i|Unaut hori zed URL Access to 147.237.77.17/ 3849-5034- he/ i gf . aspx B ock 1
54. 154. 209. 228 |Wnited Sates 147, 237, 77. 17 |nazi .i o . (13U horT zed URL Access to . B ock 1
nmazi . i df . il /wp-incl udes/ si npl epi e/ t hene- opt i ons. php
31.184.132. 23 L;a” Istamc Republ i€ |1 17 537 77 17|nazi i df i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- hel i gf . aspx B ock 1
157.55.39.205 |lLhited Sates 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
131. 253. 25. 146 |Lhited Sates 147.237.77. 17 |nazi .idf . i |PHP At t enpt B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 7/ 1087. j pg B ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi .i df . i |Unhaut hori zed UR. Access to 147.237.77.17/robots. t xt B ock 1
207.46.13.104 |lhited Sates 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
157.55.39. 122 |lLhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/5551-7559- he/' +src+' B ock 1
125. 46. 26. 253 |Chi na 147.237.77. 17 |nazi.idf.i|Mil tiple Admn Bl ocki ng from 125. 46. 26. 253 B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 5010- 7591- he/ i gf . aspx B ock 1
3118413321 | (% 1S1AME RRBIC U147 537 77 17|magi i of i {Unaut hor  zed URL Access to 147.237. 77. 17/ 3850- 5187- hel i gf . aspx Bl ock 1
176. 12. 140. 194 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to 147.237.77.17/si p _storage/fil es/ 1/ 2061. j pg B ock 1
131. 253. 25. 146 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/nenber/aj ax | ogi nsta. php B ock 1
68. 180. 228. 160 |Lhited S ates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-he B ock 1
66. 249. 78. 10 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/tenpl ates/newslist/undefined B ock 1
157.55.39. 122 |lLhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/index. php B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ 120- he/ nazi . aspx B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 6368- 9575- he/ i gf . aspx B ock 1
46.19. 86. 154 | srael 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. | pg B ock 1
182.118. 55. 191 |Chi na 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14- he/ i gf . aspx B ock 1
133. 130. 48. 124 |Japan 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx B ock 1
77.237.138. 202 |Czech Republic 147.237.77. 17 |nazi .i df . i |Unaut hori zed Met hod HEAD for / B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
54.154. 209. 228 |Lhited Sates 147.237.77. 17 |nazi .idf.i|D stributed PH? At enpt B ock 1
157.55.39.190 |lLhited Sates 147.237.77. 17 |nazi . i df . i |Paraneter Type Molation t in ww nazi.idf.il/scriptresource. axd B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4943- 8376- he/ i gf . aspx B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi .idf .i|D stributed Unaut hori zed URL Access on 147.237.77.17/robot s. t xt B ock 1
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