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W 198. 245. 63. 114, Canada
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo |Target Address |Ste | gnature |Device Action  |CP1ocation. Locati on |count |
194.72.112. 130 Uni ted Ki ngdom 147.237.0. 15 kosher - kravi .idf.il Frk Purple Gon Linit Htp drop BBL- Fr ankf urt 1
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12-30-2015 to 12-31-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
104. 219. 238. 10 147.237.0. 15 kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
151.217.178. 55 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 93 147.237.0. 15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
220.231. 195. 122 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 3072 1
98.119. 105. 221 Lhited Sates 147.237.0. 15 kosher-kravi .idf .il ET SCAN NVAP -sS w ndow 1024 1
151. 217. 14. 42 147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
151.217.178. 80 147.237.0. 15 kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 106. 94. 126 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
220.231. 195. 122 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |Ste [Name |9 gnature | Devi ce Action |Count |
198. 245. 63. 114 Canada 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 25
104.217.216.173 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e drop 22
85. 170. 253. 62 France 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 16
85. 170. 253. 62 France 147.237.0.15 |kosher-kravi.idf.il |Bad TCOP sequence |Invalid ACK nunber alert 10
157. 55. 39. 142 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
216.243.31. 2 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
176.13.0.21 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |Invalid ACK nunber alert 1
141.212.122.192 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
101. 198. 159. 31 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198. 245. 63. 114 Canada 147.237.0.15 |kosher-kravi.idf.il |Orectory Traversal |directory traversal overfl ow noni t or 1
184. 105.247.211 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 222. 152 |l srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 1
74.82.47. 38 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
193. 105. 134. 220 |Sweden 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176.13.0.21 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCOP sequence |lInvalid ACK nunber noni t or 1
141.212.122. 207 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 92 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 35. 62. 37 Sii t zer| and 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e drop 1
141.212.121.176 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
194. 72.112. 130 Uni ted Kingdom |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK - > Ti meout rej ect 1
180. 97. 106. 36 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 158. 147 |l srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 1
185. 35. 62. 50 Sii t zer| and 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.121.177 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 204 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert 1
109. 253. 222. 152 |l srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |lInvalid ACK nunber alert 1
64.125. 239. 126 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 35. 62. 184 Sii t zer| and 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
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169.229. 3. 91 g;:: 147.237. 0. 15 |kosher-kravi.idf.illl | | egal Byte Code Character in Method (A; 8A¥A—][#30]] AtZAqJQ "AtA- >nxA ( B ock 1
.. . - JURL is Above Root Directory
198.245.63. 114 |Canada 147.237.0. 15 |kosher-kravi . i df . i ww kosher -kravi . i df.il/../shared/ usercontrol s/ header upper/ Bl ock !
.. . . lUhauthorized URL Access to
104.236.212. 107 147.237. 0. 15 [kosher-kravi..idf .i kosher-kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
Wi ted Ill1egal Byte Code Character in URL x2Ax2[[#15]] xaA pe 5\ 4,
169. 229. 3. 91 147.237. 0. 15 |kosher-kravi . i df . i |2kxx+A?[ [ #11] ] A- A x[ [#20] ] x,[ [ #3] ] 8nOA»x€x] [ #24] ] do&x3 O, A§» Bl ock 1
Sates et
O¥a€z0u0
141.212.121. 176 g];;:g 147.237. 0. 15 |kosher-kravi . i df . i ljUnaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
Ui ted Mal formed URL x2/x2[ [ #15] ] xoA- pe O\ A2kxx+A?[ [#11] ] A- A x[[#20]] x,
169. 229.3.91 147.237. 0. 15 |kosher -kravi . i df . i |[ [ #3] ] 8mOA»x€x"[ [ #24] ] do&x3 O, Ag” Bl ock 1
Sates T
O¥YA€70u0
61. 135. 190. 198 |Chi na 147.237. 0. 15 |kosher-kravi . i df. i jUnaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
169. 229.3.91 LSJIanttss 147.237. 0. 15 |kosher-kravi .idf.iljAbnornal | y Long Request net hod Bl ock 1
Unknown HTTP Request Method (Aj 8A¥A—[#30]] AtZAqIQ ~A¢A->nxA ( in URL
Lhi ted e e 2R [#15] ] oA pe G\ a2 kxoA?[ [#11] 1 A A x[ [#20] ] x[ [ #3] ] 8nrA»xex-
169. 229. 3. 91 Sates 147.237. 0. 15 |kosher-kravi .idf.i [[#24]] do&x & A~ Bl ock 1
Ova€z0u0
104. 236. 212. 107 147.237. 0. 15 |kosher-kravi.idf.il|Mil ti pl e Unaut hori zed URL Access from 104. 236. 212. 107 Bl ock 1
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